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Chapter 1. Summary

In this document you will learn how to configure the server component of Smart Build-
ing Manager (SBM).

Additionally, useful instructions on how to connect SBM to the following applications
and protocols are specified:

o Influx database to store time series data for analysis purposes

e MQTT for IoT applications

e Fidelio FIAS for integration of the hotel management information protocol
For detailed information on using Smart Building Manager please refer to Smart Build-
ing Manager user manual. This user manual is included in SBM server manager and

SBM client component via help menu. It describes in detail on how to use Smart Build-
ing Manager properly.

1.1. Information available from the MICROSENS Website

Registered users can find the latest firmware versions as well as further information
on our web site:
e Registration
o Go to www.microsens.com
o Click on Login and follow the link Not registered?
o Fill in the opening email form and submit it to MICROSENS.
o You will receive an email from MICROSENS with a user name and a password
e Login
o GO to www.microsens.com
> Login with your user name and password
> Click on Login.
e Firmware images
o Navigate to the device and select the tab Services

For further information select one of the other tabs.
() | Make sure the browser allows the execution of scripts.

After updating the firmware either by Web Manager or CLI be sure to
clear the cache of the browser you are using to open the Web Manager

o of the respective device. This will force the browser to reload the
device’s updated web GUI data instead of using the outdated data from
its cache.
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1.2. Before you begin

In case of questions please contact your sales representative to make sure that you
received the application’s latest version including a valid licensing key file.

Also please check if the computer system where the application will be installed
matches the system requirements. (see section Chapter 2)

-2 -
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Chapter 2. System Requirements

The application is designed to run on personal computers or servers with the following
minimum requirements. These requirements are defined for dedicated systems.

(5 ) | The application requires a 64-bit operating system.

Operating system e Windows Server 2016, Debian Linux 11

RAM e 8GB

Free disk space 2 GB + 1 GB/1.000 additional managed devices

CPU 3 GHz, typically 4-6 Core CPU

current Xeon Server CPU; multi-Core i7/i5 Desktop CPU

at least 1280*%1024
e recommended: 1920*1080

Display resolution

0 Please refer also to the latest application release notes document. In
case of doubt, it contains the latest installation requirements.

0 For network access a network interface with TCP/IP stack must be
installed and configured.

- 3 -
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Chapter 3. Administrative Prerequisites

Before using the application for operational tasks, the prerequisites must be as fol-
lows:

Valid login on the local computer.

Application’s server instance is started.

User account has the right to start the application via web client.

Valid server licence key file is uploaded to the server.

-4 -
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Chapter 4. General Security Recommendations

In order to work safely with the application we strongly recommend the following
actions before going operational:

Passwords and Certificates
e Change all default passwords of application instances and pre-defined registered
users.

e Change the default admin password of the managed devices. Refer to the
respective device’s user manual.

e Change the default database access password.
e Update the server certificate using a valid Root-CA.
e Update the devices certificates using a valid Root-CA.
e It is recommended to use a password management software to
0 store all your changed passwords.

e It is recommended to use an identity management system to create
and manage certificates for your server and devices.

User Management
e Create alternative admin users with appropriate permissions for daily work.

e Create different users for the different roles.

e For security reasons, only create a minimum number of users which are
absolutely necessary.

e Adjust the authorisation level for each user and always select a minimum num-
ber of access permissions.

Firewall Settings
e Review necessary port humbers.

e Review necessary firewall settings.

e Adjust the port numbers of the server instance if needed.

e Take care of the dynamic port numbers as used by the server instance.

e Adjust firewall port settings for those ports which match the application’s ports.

- 5 -
© 2023 MICROSENS GmbH & Co. KG, All Rights Reserved



S t Building M
Server Configuration Guide MICROSENS

Chapter 5. Start Server Manager

In order to start the Server Manager use one of the links provided in the Microsoft
Windows® Start menu:

e Start » MICROSENS > MICROSENS SBM Server
or
e Start > MICROSENS > MICROSENS SBM Server (Debug Mode)

Starting the server in debug mode will open an additional Microsoft
e Windows® command line interface (cmd), where all the logs and errors
will be displayed.

The Server Manager opens with its main window, showing the tab Server Settings.

5.1. Server Manager Main Window

72 MICROSENS SBM Enterprise Server - m] X

MICROSENS%[
= BUILDING

Server settings Client authentication settings  Syslog/Logs/Events Database backup/restore Database replication Email notification SNMP Agent  InfluxDB Client MQTT  Certificates
~

Server  Window Tools Help

Server data dir path: DAMICROSENS\SBM\Server | Select
Require password on SBM Server Manager startup: [ Set Password
Start server on SBM Server Manager startup: O

Start SBM Server Manager minimized: O

IPw4 Interface for device communication: 192.168.1148

IPv6 Interface for device communication: disabled v

Max, concurrent data poll threads: 50 %

Use built-in SNMP Trap Listener (on port udp/162): [

Interface for client-server communication: 192.168.1148
Port for client-server commands: [ 2000 ~
@ Start server Stop server Save And Exit

Status

@

Server available at:

Figure 1. Server Manager - Main Window

The Server Manager’s main window consists of four main elements:

- 6 -
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1.

Main Menu: The main menu bar provides access to functions like starting and
stopping the server process, interacting with an application or help.

2. Tabbed Server Configuration Panel: The tabbed server configuration panel

3.

4,

allows configuration of all the server parameters.

Server Control Buttons: The server control buttons are used to start or stop the
server process or to exit the Server Manager.

Status Text Field and Server IP Address: This text box contains necessary
information about the current status of the server process. All information regard-
ing the start and stop of services is available. Additionally, the link to the web
server is provided (if web server is started).

-7 -
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Chapter 6. Server Configuration via Server
Manager

6.1. Server Settings
The tab Server Settings contains the following settings and options:
e General: General settings for data directory, password protection and start-up

handling.

e Device Communication: Parameters for communication between the server
instance and connected devices.

¢ Client-Server Communication: Parameters for communication between server
instance and the application’s client component.

e Web Server: Web server settings for security and ports.

e Fidelio/FIAS: Settings for the Fidelio/FIAS client for the management of smart
devices in hotel rooms.

e Device Discovery: Configuration of the interfaces for device discovery in the net-
work.

e WIiFi Access Point Management Bridge: Settings for connecting WiFi networks
of different access points.

6.1.1. General

Server data dir path: | Chlsershlsery, Server Select

Require passaord on Server Manager startup: O Set Password

Start server on Server Manager startup: [

Start Server Manager minirmized: [

Figure 2. Server Manager - Tab "Server Settings" - General

e Server data dir path: Select the location where the server will save all configura-
tion files and database data. The default location is $USER_HOME\SBM Server. In the
selected destination folder, a respectively named folder will be created.

e Require password on Server Manager startup: When selected, the password
prompt will be displayed before opening the Server Manager window. The pass-
word can be set by selecting the button Set Password .

Enter the password, confirm the password to prevent typing errors and click on the
Set Password button.

This function can be used to protect the server from re-configuration.

e Start server on Server Manager startup: Automatically starts the server
instance (database engine, device data collector and, if enabled, HTTP(S) server)
on start-up. If the Server Manager is added to the list of OS auto-start applica-
tions, the application’s Server Manager will be started automatically and ready to
use after OS boot.

- 8 -
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e Start Server Manager minimized: Starts the Server Manager window in a mini-
mized manner. The most important Server Manager features will be available via
the system tray icon.

6.1.2. Device Communication

IPwd Interface for device communication: 127.0.0.1 v

1P Interface for device communication: disabled ~

-
-

H

Max, concurrent data poll threads:

Use built-in SMIP Trap Listener (on port udpf162): [

Figure 3. Server Manager - Tab "Server Settings" - Device Communication

e IPv4 Interface for device communication: Shows the IPv4 address of the net-
work interface that will be used for communication with the managed devices. In a
more complex network infrastructure where the server hardware has more than
one network adapter, it is possible to use one interface (accessible exclusively from
secured local network) for device communication and another one (accessible from
external network) for client access. Thanks to this function the clients do not have
the direct access to managed devices. The devices can be accessed exclusively
through the server process.

e IPv6 Interface for device communication: Shows the IPv6 address of the net-
work interface that will be used for communication with the managed devices.

e Max. concurrent data poll threads: This parameter is used to define the number
of devices that can be polled simultaneously. For slower servers, heavily loaded
networks or slow network connections, we recommend reducing this value for bet-
ter performance.

¢ Use built-in SNMP Trap Listener (on port udp/162): The server process has a
built-in SNMP trap listener to receive traps from network devices. On default the
trap listener is disabled. If there is no other trap receiver in use in the network it is
possible to enable this function.

6.1.3. Client-Server Commmunication

Interface for client-server communication: 127.0.0.1 ~

Part for client-server commands:
FTPE (FTP ovver SEL) Server port:
FTP Passurord: Set Password
Database Server port:

Database Server password: ssssssssssssnsnnn Set Password

Figure 4. Server Manager - Tab "Server Settings" - Client-Server Communication

o Interface for client-server communication: The IPv4 address of the network
interface that will be used for the application’s client access. If the HTTP server is
enabled for web client access, this interface is also used by the built-in HTTP
server.

- 9 -
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Port for client-server commands: The port that is used by the application’s
client to communicate with the server process (4000 on default).

FTPS (FTP over SSL) Server port: The built-in FTPS server is used by the appli-
cation’s client to synchronise device lists and firmware updates (4001 on default).

FTP User: Enter the user name that is registered in the FTP server.
FTP Password: Enter the user password that is registered in the FTP server.

Database Server port: The port used by the built-in database server for the
application’s client access (4002 on default).

Database Server password: To protect database access with a password. Click
on the Set Password button. In the dialogue box that appears, enter this password.

6.1.4. Web Server

Enable Web Serser O

Enable secured http connections (https): HTTPS enabled
Paott for incoming httpis) connections: 2020

Use custorn certificate:

Keystore file: DS RAICROSER SV SBR Servertre sources default_r Select

Keystare passwaord: Set Passward

Private key password: Set Password

Figure 5. Server Manager - Tab "Server Settings" - Web Server
Enable HTTP Web Server: Enables or disables the built-in HTTP server that is
used for web client access.

Enable secured http connections (https): The server instance offers secured
HTTP connections for web access. The https connections are encrypted so the com-
munication between clients and server is safe.

Port for incoming https(s) connections: The port that will be used for the
HTTP(S) server. On default the server instance uses the ports 8080 for standard
HTTP and 8443 for HTTPS connections.

Use custom certificate: Check this option to use your own certificate for https
communication. The certificate is stored inside a Java KeyStore (JKS) repository.

Key store file: Select the directory and the name of the JKS file.
Key store password: Enter the password that is protecting the JKS file.
Private key password: Enter the password that is protecting your private key.

e For more information about creating the JKS file please refer to the
application’s user manual.

6.1.5. Fidelio/FIAS

-10 -
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Enahle Fidelio/FIAS client: O
Fidelio/FIAS server address: 0000

Fidelio/FIAS server TCPAIP port: 0

Figure 6. Server Manager - Tab "Server Settings" - Fidelio/FIAS

e Enable Fidelio/FIAS client: SBM is equipped with a Fidelio/FIAS client for the
management of smart devices in hotel rooms. Check this option to enable the
client.

¢ Fidelio/FIAS server address: Enter the Fidelio/FIAS server IPv4 address.

e Fidelio/FIAS server TCP/IP port: The port used by the built-in Fidelio/FIAS
client to access the server.

6.1.6. Device Discovery

Device discovery

IPwd Interface for device discoveny: 1921681148 ~

IPvE Interface for device discoveny disabled ~

Figure 7. Server Manager - Tab "Server Settings" - Device Discovery

e IPv4 Interface for device discovery: Select the respective IP interface from the
drop-down list.

o IPv6 Interface for device discovery: Select the respective IP interface from the
drop-down list.

6.1.7. WiFi Access Point Management Bridge

In contrast to the assigned interface for device communication it is
possible to change the interface for device discovery while the server
instance is running.

WeFi Access Point banagement Bridge
Enable WiFi Access Point Managernent bridge: [

LRL:
Laogin: adrmin

Passwward: LTI Set Password

Figure 8. Server Manager - Tab "Server Settings" - WiFi Access Point Management Bridge

e Enable WiFi Access Point Management Bridge: Check this option to enable the
bridge.

¢ URL: Enter the bridged access point’s URL.
e Login: Enter the user name that is registered on the access point.
e Password: Enter the user’s password.

-11 -
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6.2. Client Authentication Settings
The tab Client Authentication Settings contains the following settings and options:

¢ Authentication Selection: Select the authentication method.

e RADIUS Settings: Manage the RADIUS server settings if RADIUS is the selected
authentication method.

6.2.1. Authentication Selection

Use local user DB anly for client authentication: ®
Use local user DB and RADIUS Server for client authentication:

Use RADIUS Server only for client authentication:

Figure 9. Server Manager - Tab "Client Authentication” - Selection

e Use local user DB only for client authentication: The server will use the infor-
mation from its local database for user authentication.

e Use local user DB and RADIUS Server for client authentication: The server
will use the defined RADIUS server in order to authenticate the user. A local user
account (in the local server database) will be created automatically (if such an
account does not exist).

The server will be able to authenticate a new user and create a local
account if the number of currently existing accounts are lower than
0 the number of allowed user accounts defined by the application’s

server licence. Access to the server will be granted if the RADIUS
server will return the RADIUS ACCESS ACCEPT message and the local
user’s credentials exist.

e Use RADIUS Server only for client authentication: The server will use a
RADIUS server for user authentication.

6.2.2. RADIUS Settings

-12 -
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Server management > Client
authentication

Client authentication

Apply Configuration

Figure 10. Server Manager - Tab "Client Authentication" - RADIUS Settings

e RADIUS Server IP address: The IP address of the RADIUS server.

e RADIUS Server authentication port: The port used by RADIUS server for
authentication. Default value is 1812.

e RADIUS Server Shared Secret: The RADIUS server shared secret (password)
used during the authentication process. Default value is default_secret.

e RADIUS Auth protocol: The authentication schema used by the RADIUS server
(PAP or CHAP).

The user levels of RADIUS server and the application’s server are mapped as follows:

RADIUS Server User Level (Value of SBM Server User Level
RADIUS Service Type)

Login-User (1) sbmuser
Administrative-User (6) sbmadmin
Callback-Administrative (11) sbmsysadmin

The following example shows the mapping inside the FreeRADIUS file users:

sbmsysadmin Cleartext-Password := "sbmsysadmin"
Service-Type = Callback-Administrative-User

sbmadmin Cleartext-Password := "sbmadmin"
Service-Type = Administrative-User

sbmuser Cleartext-Password := "sbmuser"

-13 -
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Service-Type = Login-User

When the authentication mode Use local user DB and RADIUS Server for client
authentication is selected, the application’s server treats the RADIUS server as the
master authentication server. When the user level (Service-Type) or user password is
changed on RADIUS server, the application’s server will automatically update the local
user account.

The local server database must contain at least one user with Callback-

e Administrative rights. The application’s server will refuse to modify the
user level of its local account, resulting in no local user with Callback-
Administrative rights remaining.

After deleting a user account from RADIUS server, the local server account will not be
deleted automatically. The system administrator should delete the user account from
the local server database manually.

6.3. Syslog/Logs/Events

Please keep in mind that the number of application’s users available on
the RADIUS server should be identical to the number of user accounts
allowed by the application’s licence key file.

The tab Syslog/Logs/Events contains the following settings and options:
e Syslog Server (Receive Syslogs): Settings for the server acting as a Syslog
server.
o Syslog Client (Send Syslogs): Settings for the server acting as a Syslog client.
¢ Local Logs: Configure the log handling.

e Event Configuration: Configure the type of log message and specific relevance
levels.

6.3.1. Syslog Server (Receive Syslogs)

Syslog Server (receive Syslogs)
Enable Syslog Server: [

Syslog Serverinterface;  127.0.01
Spslog Server port [udp] 514

Figure 11. Server Manager - Tab "Syslog/Logs/Events" - Syslog Server
e Enable Syslog server: The application’s server can act as a Syslog server. In such

case, all the Syslog messages sent by devices will be saved within the application’s
server database.

e Syslog server interface: The IP address of the network interface used by the
Syslog server.

o This interface is always identical to the interface defined for server-
devices communication.

- 14 -
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e Syslog server port [udp]: The UDP port on which the Syslog server listens for
incoming messages. Default value is 514.

6.3.2. Syslog Client (Send Syslogs)

Syslog Client (send Syslogs)
Enable Syslog Client: [
Spslog destination (sercer (P 0L0.0.0

Pratocal/Port: UDP -~ ¢ 514

Figure 12. Server Manager - Tab "Syslog/Logs/Events" - Syslog Client
e Enable Syslog client: Enables the Syslog client function. In this mode the appli-
cation’s server will send Syslog messages.

e Syslog destination (server IP): The IP address of the Syslog server, where the
application’s server sends Syslog messages.

e Protocol/Port: Protocol (TCP/UDP) and port which should be used by the Syslog
client. This should be configured in accordance with Syslog server requirements.

6.3.3. Local Logs

Local logs

Archive logs when log count higher than or delete logs older than: | 23000 ~ (keep last 500 entries)

Logs archive folder: | CixldsershUser\ServeriLogfrchive |

Keep device history from last: 2 monthis)

Clear selected log database tables: [JEwents {logs) table [ Devices statistics fhistany Clear

Figure 13. Server Manager - Tab "Syslog/Logs/Events" - Local Logs

e Archive logs when log count higher than or delete logs older than: The
application’s server will generate a .csv file with log messages when the number of
log messages in the database will be higher than the defined log count limit
(25000, 50000 or 100000 messages) or older than the defined log age (1, 2, 6 or
12 months).

The archived messages will be deleted from the database to prevent unlimited
growth of the database size. The server starts the archiving procedure each day at
2 a.m.. The last 500 and all unacknowledged messages are always kept in the
database (i.e. they are not deleted during the archiving procedure).

¢ Logs archive folder: Choose the location where application’s server should save
the log archives.

o Keep device history from last: The application’s server saves parameters like
device temperature or device availability in the database which are used to create
device history charts. To prevent unlimited growth of the database size, the server
deletes history entries older than n' months. The maximum time for keeping the
history is 12 months. The server clears the database each day at 2 a.m.

¢ Clear selected log database tables: Clear the database log tables manually by
selecting the type of table that should be cleared and then clicking on the button
Clear. This operation will remove all the log entries from the selected tables.

- 15 -
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6.3.4. Event Configuration

SYSLOG = ITU

Event elevance verit ai SNMP Trap notification

Figure 14. Server Manager - Tab "Syslog/Logs/Events"” - Events Configuration

All server events can be configured here. There are several types of log messages with
different relevance levels:

e INFO: An informational event.
e POSITIVE: A positive message (nho error).
e NEGATIVE: A negative message (warning, error, critical)

Each event has an assigned relevance level according to its importance. It is not pos-
sible to change the relevance level.

Additionally, each event has an assigned severity level, which can be modified. It is
possible to choose between two severity keyword styles:

e SYSLOG: The severity is shown as SYSLOG severity keywords according to
RFC5424.

e ITU: The severity is shown as ITU severity keywords according to X.733.

There are nine different severity levels indicated by the formatting and the respective
icon in the left column of the table:

Icon Severity Level Meaning

SYSLOG (S)

ITU (I)

S: disabled The event will not generate a log entry (neither displayed
I: disabled nor logged).

It is greyed out.

-16 -
© 2023 MICROSENS GmbH & Co. KG, All Rights Reserved



S t Building M
Server Configuration Guide MICROSENS

Icon Severity Level Meaning

SYSLOG (S)
ITU (I)
e S: info This is an informational message that does not require spe-
I: cleared cial attention (e.g. system messages).
It is formatted with black font colour.
& S: This is a success notification (e.g. configuration applied
I: successfully).
It is formatted with green font colour.
i S: WARNING This is a low level warning message.
I: WARNING It is formatted with black font colour on yellow background.
(%] S: ERROR This is an error message that requires user attention.
I: MINOR It is formatted with red font colour.
S: CRITICAL This is a critical error message that requires immediate
I: MAJOR user attention.
It is formatted with black font colour on red background.
S: ALERT This is an alert message.
I: CRITICAL It is formatted with black font colour on red background.
S: BEMIEREGENEN This is an emergency message.
. EMERGENEN Itis formatted with black font colour on red background.
S: debug This message contains debugging information.
I: debug It is formatted with blue font colour.

Messages are displayed differently in the application’s client log table, making it easier
to direct the attention to important events. How the messages are displayed depends
on which severity level has been defined.

For each event type the system administrator can enable or disable the following noti-
fication options:

e Sound: The client plays a sound when an event is received.

e Email: When an event occurs, the server sends an email to all the defined recipi-
ents.

©® | Configure the SMTP server on the Email Notification tab.
e Syslog: The server sends a Syslog message.
©® | The Syslog client has to be enabled on this tab.
e SNMP trap notifications: The server sends an SNMP trap notification.

(5 ) | Enable and configure the SNMP Agent on SNMP Agent tab.

-17 -
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6.4. Database Backup/Restore

o A running server process has to be stopped before starting the
backup/restore procedure.

The tab Database Backup/Restore contains the following settings and options:
e Backup Directory: Configure the backup folder for the database copy.
e Backups Scheduler: Configure periodical backups of the database.

6.4.1. Backup Directory

The server allows the creation of a backup copy of the database currently in use.

The backups will be saved as .zip archives. The filename contains the current date
(e.g. DB_BACKUP_2018-06-15.zip).

current time in milliseconds will be appended after the current date to

0 If a file with the same name already exists in the backup folder, the
distinguish the files.

Server management > 2 5 .
8 “0 = admin v

Database backup

Database Backup Schedule Database Backups

B: lected folder [ Enable periodical database backups

SNMP Trap Relay
& Influx

%" marr

Apply Configuration

Figure 15. Server Manager - Tab "Database Backup/Restore" - Folder Selection

e Backup to/Restore from selected folder: A click on the button Select folder
targets the database backup to a local directory.

e Backup to/Restore from FTP Server: Check this option to target the backup to
an FTP server.

e Server type: Select the server type of the FTP server.
[ ) | It is recommended to use a secure protocol like FTPS or SFTP.
e Server IP: Enter the IP address of the server.
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e Server Port: Enter the server port of the server.
e User/Password: Enter valid credentials of the registered FTP user

e Server Path: Enter the server's path to the backup folder (e.g. /Some
Folder/Backup).

e If the backup file should be saved in the FTP server’s root directory,
an empty string or "/" is required.

By clicking the button Backup, the backup starts automatically.

To restore the database from a backup file, click on the button Restore, and select the
.zip file from which the database should be restored.

6.4.2. Backups Scheduler

It is possible to enable periodically scheduled backups, based on the directory settings
above.

The database can only be recovered from a local backup file. When cre-
ating an FTP backup, the backup copy should first be downloaded to a
local directory using an FTP client.

Backups scheduler
Schedule periodical backups O
Periodical backups rate (days) 7 =

Figure 16. Server Manager - Tab "Database Backup/Restore" - Scheduler

e Schedule periodical backups: Enable or disable periodic database backups.

e Periodical backups rate (days): The server will backup the database automati-
cally every x days (1 to 30).

6.5. Database Replication

This dialogue allows the configuration of two server instances in master-slave mode to
replicate the current database.
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Server management > Database ® o

replication & admin

Database replication

[ Enable replication

SNMP Trap Rela
Apply Configuration

InfluxDE I

T

Figure 17. Server Manager - Tab "Database Replication”
¢ Replication mode: Enable or disable the replication mode.

As soon as the replication mode is enabled, select whether the respective server
instance should act as a master or slave server.

¢ Local replication interface: The network interface that will be used by the local
server. This interface is always identical to the interface for client-server communi-
cation (configured on tab Server Settings).

e Remote replication partner IP address: The IP address of the remote replica-
tion partner server. This interface must be always identical to the remote server’s
interface for client-server communication (configured on tab Server Settings of the
remote Server Manager).

¢ Remote replication parther communication port: The port number of the
remote replication partner server for client-server communication.

¢ Replication server port: The port number that will be used to replicate the data-
base. The port on the local server must be identical to the port configured on the
remote replication partner server (default: 4177).

¢ Replication failover in service mode: Select the database that will be used as a
new master database after the failover.

Available options are:

- Use the most recent database after the failover as a new master data-
base: The most recently used database will be used when the replication will be
restored after a master or slave failure.

- Use the master database after the failover as a nhew master database:
When replication is restored following a master or slave failure, the master
server’s database is always used.
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- Use the slave database after the failover as a new master database:
When replication is restored following a master or slave failure, the slave
server'’s database is always used.

In order to start the replication, configure both master and slave server:

e Both servers must have a connection via the network.

e Servers work in pairs. One of the servers should be configured as a master server,
the other one should be configured as a slave server.

e The port used for replication should be exactly the same on both servers.

The replication will not be initialized when both servers will be con-
figured as masters (or slaves). The replication will also not be ini-
tialized when the replication mode is disabled on one of the servers.

e Both servers must have access to the managed devices. In case of failure of a
server (master or slave), the other one will reboot itself in no-replication mode and
will continue device monitoring.

After configuring the replication options, both servers should be started by pressing
the button Start server. From this point, the servers will automatically initialize the
replication.

For more information on database replication please refer to the application’s User
Manual.

6.6. Email Notification

It is possible to get notified by the application via email about errors, SNMP traps and
scheduled task events.

The tab Email Notification contains the following settings and options:
e General Settings: Configure general email settings.

e Additional Email Address: Assign a additional email address.

6.6.1. General Settings
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Server management > Email e o .
I C 2 v
notification O & admin

Email notification settings Publicly available additional email address

Enable

Sendtestemail  Apply Configuration Apply Configuration

i PMSFIAS

Figure 18. Server Manager - Tabbed Server Configuration Panel - Email Notification - Gen-
eral Settings

The server instance is able to send email notifications on events. The configured SMTP
server is used as email relay server. Email notifications are sent to all registered users.
The system administrator and all users should configure their proper email addresses.

e Enable Email Notifications: If this option is enabled, errors and SNMP trap infor-
mation is forwarded by email to recipients named below.

©® | A valid email account with SMTP access is required.

* SMTP Server: The address of the SMTP outgoing server (e.g. smtp.gmail.com).
¢ Authentication user: Valid user name for this email account.
¢ Authentication password: Valid user password for this email account.

e Authentication required: Check this option if the SMTP server requires user
authentication.

e Encryption method: The encryption used by the SMTP Server. The following
selection is possible:

o NO_ENCRYPTION: Connection and communication between email server and
client is not encrypted.

o SSL: On first step an encrypted TLS/SSL connection between email server and
client is established. Afterwards both server and client communicate secure via
an encrypted channel. This selection is strongly recommended!

o TLS: When using a STARTTLS encryption both server and client primarily nego-
tiate their encryption capabilities and subsequently establish an encrypted con-
nection if possible. All prior communication happens unencrypted.

©® | Only TLS 1.2 and newer is supported.
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e SMTP Port: The SMTP server port.

¢ Sender email address: The email address used in the field "From" of the sent
message.

6.6.2. Additional Email Address

The server is able to send email notifications to an additional (publicly available) email
address not related to any of the registered user accounts.

Publicly available additional ermail address
Enable additional email address: ]

Ermail address (receiver):

Figure 19. Server Manager - Tabbed Server Configuration Panel - Email Notification - Addi-
tional Email Address

e Enable additional email address: Check this option to enable sending messages
to an additional email address.

e Email address (receiver): Enter a valid email address for an additional notifica-
tion receiver.

6.7. SNMP Agent

The SNMP protocol can be used to make management data available to other manage-
ment systems. The application’s server offers a northbound interface in the form of an
SNMP Agent. A northbound interface is an interface that allows a particular component
of a network to communicate with an upper level component.

The tab SNMP Agent contains the following settings and options:

e SNMP Agent Settings: Configure general SNMP agent settings.

e SNMPv1/SNMPv2 Community Settings: Configure SNMP v1 and SNMP v2 set-
tings.

e SNMPv3 Authentication Settings: Configure SNMPv3 settings.
e SNMP Trap Destination: Configure multiple SNMP trap destinations.

6.7.1. SNMP Agent Settings
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Server management > SNMP Agent ) e admin v

communication

SNMP Receiver Service Settings SNMPv1/SNMPv2 communication settings

[ Enable SNMP Receiver

Apply Configuration Apply Configuration

SNMPv3 communication settings

Figure 20. Server Manager - Tab "SNMP Agent" - SNMP Agent Settings
e Enable SNMP Agent: Enabling the SNMP agent allows the other SNMP managers
to see the management data collected by the server instance.

e SNMP Agent interface: The IP address of the network interface used by the
SNMP Agent, via which other SNMP managers can query data. The interface is con-
figured via the tab Server Settings and is always identical to the Interface for
client-server communication.

e SNMP Agent port: The port that is used by the SNMP Agent.

e SNMP version: Select the SNMP product variant needed to be supported by the
SNMP Agent. At least one version should be enabled.

6.7.2. SNMPv1l / SNMPv2 Community Strings

SMMPYT f SMMPYEC community strings
SMNMP Read Community string: sssses SMMP Write Community string: LTI

Figure 21. Server Manager - Tab "SNMP Agent"” - SNMP Agent Settings

e SNMP Read Community string: The read-only community string allows other
SNMP managers to read data values.

e SNMP Write Community string: The read-write community string allows other
SNMP managers to read and write data values.

6.7.3. SNMPv3 Authentication Settings
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SMMP 3 authentication settings
LISk User: user

Security level: [0] MO AUTH, NO PRIV
Auth Algarithrm: SHA, Auth Password: LTI TT T
Privacy Algorithm: DES Privacy Password: ssssssee

Context narme: context

Figure 22. Server Manager - Tab "SNMP Agent" - SNMPv3 Authentication Settings

e USM User: The security name of the user (typically the user name).

e Security level: The SNMPv3 agent supports the following security levels as
defined in the USM MIB (RFC 2574):

> NO AUTH, NO PRIV: Communication without authentication and privacy.

o AUTH, NO PRIV: Communication with authentication and without privacy. The
protocols used for Authentication are MD5 and SHA (Secure Hash Algorithm).

o AUTH, PRIV: Communication with authentication and privacy. The protocols
used for Authentication are MD5 and SHA. For privacy, the DES (Data Encryp-
tion Standard) and AES (Advanced Encryption Standard) protocols can be used.

¢ Auth Algorithm: The authentication protocol ID to be associated with this user.
e Auth Password: The authentication passphrase.

e Privacy Algorithm: The privacy protocol ID to be associated with this user.

e Privacy Password: The privacy passphrase.

e Context name: An SNMP context is a collection of management information
accessible by an SNMP entity.

6.7.4. SNMP Trap Destination

Server management > SNMP
- Agent forwarding

SNMP Trap Destination

Apply Configuration

B SNMP Trap Relay

& Influx

Figure 23. Server Manager - Tab "SNMP Agent" - SNMP Trap Destination
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The SNMP agent can send SNMP traps on different events generated by the server
instance and can resend the traps received from other devices. It is possible to config-
ure multiple different trap destinations. For each destination choose between the
SNMP v1, v2c or v3 trap versions.

For more information about using SNMP traps please refer to the application’s User
Manual.

6.8. InfluxDB Client

Within the SBM infrastructure environment, the open source database management
system InfluxDB enables the customer to visualise and analyse the data collected by
the connected MICROSENS Smart Building controllers.

Enable InfluxDE Client: ]

InfluxDB URL:
User name:
Password:

Database narne:

Figure 24. Server Manager - Tab "InfluxDB" - InfluxDB Settings

e Enable InfluxDB Client: Check this option to enable the InfluxDB client. With the
InfluxDB client disabled all other fields are greyed out.
e InfluxDB URL: Enter the IP address of the InfluxDB server.

e User name/password: Enter the InfluxDB client’s credentials that are stored in
the InfluxDB server.

e Database name: Enter the InfluxDB name.

For more information about using InfluxDB please refer to the respective documenta-
tion on the InfluxDB homepage.

6.9. MQTT

SBM Server can act as MQTT broker and client. This is important if you want to use
SBM in automation projects with interaction between field devices.

After configuring SBM as MQTT broker or client, restart SBM Server for the MQTT set-
tings to take effect.

Either activate the internal MQTT broker or the MQTT client for using an
external MQTT broker. It is not recommended to enable both MQTT bro-
ker and client.

The tab MQTT contains the following settings and options:

e MQTT Broker: Configure MQTT broker address and port.
e MQTT Client: Configure MQTT client address, port and security settings.
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6.9.1. MQTT Broker

The MQTT broker SBM Server collects and distributes all incoming MQTT data from and
to managed MQTT clients, depending on the MQTT clients subscriptions.

MACTT Broker
[IPwd] Enable Local MOTT Braker:

The IPv4/IPv6 interface addresses of MQTT broker should always be
identical to the Interface for client-server communication, config-
ured via the tab Server settings.

[IPwd] MAGTT Eroker Interface Address: 192.168.11.48
[IP4: TCP] MOTT Broker Port: 1883

[IPwd: WebSocket] Enable WebSocket Interface:

[IPwd: WiebSocket] MOTT Broker Port: 8883

[IPwd ivebSocket] Basepath: frogtt

[IPw6] Enable Local MOTT Braker:

[IPw&] MOTT Broker Interface Address: disabled
[P TCP] MACTT Broker Port: 1883

[IPwE: WebSocket] Enable WebSocket Interface:
[IPvE: WWebSocket] MOTT Broker Port: aea3

[IPvE: WiéebSocket] Basepath: frogtt

Figure 25. Server Manager - Tab "MQTT" - MQTT Broker

e [IPv4] Enable Local MQTT Broker: Check this option to enable the MQTT broker
for IPv4 network communication.

e [IPv4] MQTT Broker Interface Address: Enter the IPv4 address of the MQTT
broker.

e [IPv4: TCP] MQTT Broker Port: Enter the MQTT broker port number. As long as
it does not prove necessary, leave the default port (1883) as is.

e [IPv4 WebSocket]: Enable WebSocket Interface: To send and receive MQTT
messages via web browser and a respective MQTT JavaScript library, enable the
server’s WebSocket interface.

e [IPv4 WebSocket] MQTT Broker Port: Enter the MQTT broker’s WebSocket port
number.

e [IPv4 WebSocket] Basepath: Enter the WebSocket basepath for MQTT commu-
nication.

e [IPv6] Enable Local MQTT Broker: Check this option to enable the MQTT broker
for IPv6 network communication.

e [IPv6] MQTT Broker Interface Address: Enter the IPv6 address of the MQTT
broker.

e [IPv6: TCP] MQTT Broker Port: Enter the MQTT broker port number. As long as
it does not prove necessary, leave the default port (1883) as is.

e [IPv6 WebSocket] Enable WebSocket Interface: To send and receive MQTT
messages via web browser and a respective MQTT JavaScript library, enable the
server’s WebSocket interface.
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e [IPv6 WebSocket] MQTT Broker Port: Enter the MQTT broker’s WebSocket port

number.

e [IPv6 WebSocket] Basepath: Enter the WebSocket basepath for MQTT commu-

nication.

6.9.2. MQTT Client

When acting as MQTT client, SBM holds both the publisher and subscriber roles.
Depending on the incoming or outgoing data (i.e. sensors or actuators), it serves or
analyses the respective publish or subscription MQTT topics from and to the external

MQTT broker.

FAGTT Client
Enable MOTT Client: O

MOTT Remote Broker address: |

MOTT Remote Broker Port: 1883

FAQTT Client ID: | ShmbAgttClient

Authentication required: ]

User name: |

User password: | |

Secured S5L/TLS communication: O

Subscribe Topic (@gqos=2) +fSrnartOffice %

Figure 26. Server Manager - Tab "MQTT" - MQTT Client

Enable MQTT Client: Check this option to enable the MQTT client.

MQTT Remote Broker Address: Enter the IP address of the MQTT broker the
client should connect to.

MQTT Remote Broker Port: Enter the MQTT broker port number. As long as it
does not prove necessary, leave the default port (1883) as is.

MQTT Client ID: Enter the unique MQTT client ID.

Authentication required: Check this option if authentication is required for MQTT
broker communication.

User name/password: Enter valid MQTT clients credentials
Secured SSL/TLS communication: Check this option if authentication via
SSL/TLS is required for MQTT broker communication.

() | Configure a custom TrustStore first on tab Certificates

e Subscribe Topic (@qos=2): Enter the subscription topic of the MQTT client.

6.9.3. MQTT Broker Topics Using SmartDirectors
The local MQTT Broker is pre-configured corresponding with MICROSENS SmartDirec-

tors and will subscribe to all MQTT topics for all clients.

The pattern for the subscribed topics is as follows:
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_{ publisher_ip_address }/SmartOffice/{ actorgroup | sensorgroup }/{ group_name
}/{attribute }_

_{ publisher_ip_address }/SmartOffice/{ actor | sensor }/{ device_name }/{ instance
}/{ attribute }_

Examples:
10.14.12.205/Smart0ffice/actorgroup/Valves_Climate_Zone_1_Warm/HEATING_VALVE

10.14.12.213/Smart0ffice/sensor/SLC_4_1/1/POWER

It is assumed that the topic-prefix configuration of the SmartDirector is configured as
follows:

_ >Protocol.MQTT.publisher_config.topic_prefix = {IP4}/{SM0}_ @® @

@ {IP4} : IPv4 address of the device
@ {SMQO} : The string SmartOffice

6.10. Certificates

Figure 27. Server Manager - Tab "Certificates" - TrustStore

This tab allows the management of certificates. The tabular overwiew shows a list of
existing certificates used for SSL/TLS communcation of the server instance.
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e Use custom TrustStore: Check this option to enable the use of the custom Trust-
Store.

e TrustStore JKS file: Select the necessary certificate file for SSL/TLS communica-
tion.

e TrustStore password: Enter the corresponding password for the selected file.
¢ Add certificate: Click on this button the store a new certificate.

¢ View selected: Left click on a table entry and click on this button to view the cer-
tificates content.

o Delete selected: Left click on a table entry and click on this button to delete this
certificate.

6.11. Start Server Process

Click on the button Start Server to start the server process.

| Start server | Stop server Sawve And Exit

Figure 28. Server Manager - Start Server Process

If the server process was started successfully, you should see Server started-:- as last
message on top of the status field as follows:

Enable Web Server:

Enable secured hitp connections (https): HTTPS enabled
Paort for incorning http(s) connections: 43 v
Start server Stop server Save And Exit
Status
118,05,2021 - 116 Server started.., ~

18052021 - 1317 Switch [P Request listener started..,

18.05.2021 - 131716 WWeb server started.., Server available at: httpsA127.0.0.1:8443
18.05,2021 - 1311@:54  Starting web server..,

18.05.2021 - 131154 Starting data collector..

18.05.2021 - 13:1&:54  Init Smart Office..,

18.05.2021 - 13:1@54  Loading dewvices list..

18.05.2041 - 13154 Database server started.,

18.05.20271 - 13:1@m32  Starting database server..

18.09.2021 - 13:9@52  FTP server started..,

Server available at: hitps:127.0.0.1:8443
Figure 29. Server Manager - Status Field and Server URL

Please note the SBM server URL on the bottom left corner below the status field.
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Chapter 7. Server Configuration via Web Server

7.1. Enable Web Server

1.

On the tab Server Settings of the server manager enable the option Enable Web
Server.

2. It is recommended to enable secured HTTP connections (HTTPS).

3. As long as it does not prove necessary, leave the default Port for incoming

http(s) connections (8443) as is.

Enable Web Servern

Enable secured hitp connections (https): HTTPS enabled
Paort for incorning http(s) connections: 8443 w
Start server Stop server Save And Exit
Status
8052021 - 1317168 Server started.., A

18.05.2021 - 131716 Switch IP Request listener started..,

18.05.2021 - 1311716 Web server started.., Server available at: hitps:/127.0.0.1:8443
18.05.2021 - 13:16:54  Starting web server,.,

18.05.2021 - 121854 Starting data collectar..,

18052061 - 131654 Init Smark Office..,

18.05.2021 - 13:1@54  Loading devices list..,

18.05.2021 - 1311654 Database server started..,

18.05.2021 - 121852 Starting database server..

18.05.2021 - 13:A&52  FTP server started..,

Server available at: hitps:/127.0.0.1:8443

Figure 30. Server Manager - Configuring and Starting the Web Server

After enabling the required HTTP(S) service and starting the server instance, a web

browser can be used to access the server with one of the following URL addresses.

For standard HTTP connections

http://<server_ip_address>:<http_server_port>/

For secured HTTP connections, if the secured HTTP was configured

https://<server_ip_address>:<https_server_port>/

0 You will find the linked URL also at the bottom of the Server Manager
window.

7.2. Start Server Process

C

lick on the button Start Server to start the server process.

Start server | Stop server Sawve And Exit

Figure 31. Server Manager - Start Server Process

If the server process was started successfully, you should see Server started:: as last
message on top of the status field as follows:
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Enable Web Servern

Enable secured hitp connections (https): HTTPS enabled
Paort for incorning http(s) connections: 8443 w
Start server Stop server Save And Exit

Status
118,05.2021 - | Server started.. A
18.05.2021 - 131716 Switch IP Request listener started..,

18.05.2021 - 1311716 Web server started.., Server available at: https:/127.0.0.1:8443
18.05.2021 - 13:16:54  Starting web server,.,

18.05.2021 - 121854 Starting data collectar..,

18.05.2021 - 1311654 Init Smart Office..,

18.05.2021 - 121854 Loading devices list.,

18.05.2021 - 1311654 Database server started..,

18.05.2021 - 121852 Starting database server..

18.05.2021 - 13:A&52  FTP server started..,

Server available at: hitps:/127.0.0.1:8443
Figure 32. Server Manager - Status Field and Server URL

Please note the SBM server URL on the bottom left corner below the status field.

7.3. Login to Web Ul

After starting the server instance, a web browser can be used to access the server
with one of the following URL addresses. You can find the server IP address and the
server port on the bottom left corner of the server manager window right below the
status list.

For secured HTTP connections, if the secured HTTP was not unchecked
https://<server_ip_address>:<https_server_port>/

For standard HTTP connections http://<server_ip_address>:<http_server_port>/

You have to insert valid credentials into the login screen before accessing the Web UI
of the application’s web server.

e A user account with administrator access rights (e.g. "Super Admin" )
is mandatory to make changes in the respective application.
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Figure 33. WEB UI - Login Screen

Depending on the user’s access level, the Web UI opens with several
application tiles for:
¢ Building Management
¢ Building Configuration
e Device Management
0 e User Management
e Licence Management
e Server Configuration

If you do not see one or more of these tiles you do not have the
respective access level for this application.

7.4. Start the App

There are two possible ways to start the app:

Depending on the user’s access level, the Web UI opens with several
application tiles. If you do not see a specific tile you do not have the
respective access level for this application.

- 33 -
© 2023 MICROSENS GmbH & Co. KG, All Rights Reserved



S t Building M
Server Configuration Guide MICROSENS

Directly on login
After successfull login into the Web UI, the tiles of all available applications appear.

Click on the tile of the application you want to open.

Server Configuration

Figure 34. Web UI - Application "Server Configuration"
The respective application’s start page opens.

Changing apps

As long as another app is active, you have to logout of the active application first by
selecting <user> > Select app from the drop-down menu on the top right of the
web UI.

. <USER> ~

% Logout

P Selectapp
@ Changetheme
T:.] Changelanguage
p Change password

(i) Informations

Figure 35. Web UI - User Menu

The tiles of all available applications appear (see above).

-34 -
© 2023 MICROSENS GmbH & Co. KG, All Rights Reserved



Smart Building Manager
Server Configuration Guide

MICROSENS

7.5. Application "Server Configuration”" Overview

The application starts with a quick overview of the server status.

MlCROSENS (= Server management * Server status

Lastname

|
o j i
= Server Status
Server start time
2023-01-1104:08:11
= Server Settings e
Server uptime
£ Server Properties g 0 Heours 58 Minutes ¥ Secends
¥  Communication Interfaces
Database size
¢ Client Authentication
@ ~5.0 MB
= Syslog
= Database Backup st Name
B Database Replication <USER> <USER>

a  Email Notification

<UUSER>

Access level

Systermn Administrator

IP Address

127.00.1

Client type

Wb Client

= <UUSER> v

Last login time

2023-01-11 16:11:47

Figure 36. Web UI - Server Configuration - Start Page

In the navigation panel of the server screen click on the menu entry Server Settings to
open the sub-menu entries.

The following server setting screens are available:

Server Properties
Communication Interfaces
Client Authentication
Syslog

Database Backup
Database Replication
Email Notification

SNMP Agent Communication
SNMP Trap Relay

InfluxDB Integration
MQTT

PMS/FIAS

Server Startup-Logs

Server Status (selected when opening the application)

Server Diagnostic
Server Ports
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7.6. Server Properties
The menu Server Properties contains the following settings and options:
e General Settings: General settings for data directory, password protection and
start-up handling.
e Web Server Configuration: Web server settings for security and ports.
e Devices Discovery Settings: Parameters for communication between the server
process and connected devices.

Click on the button Apply Configuration of the respective dialogue to apply all changes
to the server.

Changing the dialogue without clicking this button will discard all changes.

7.6.1. General Settings

General settings

Earerdatadir path
i UsersiUsen, <application = Server

I:I Require password when starting 5enver bManaper

Paszword

Confirmaticn password

D Startserverat Senver Managerstartup

[0 start Server Manager minimized

Apply Configuration

Figure 37. Web Server - Server Configuration - Server Properties - General Settings

e Server data dir path: Select the location where the server will save all configura-
tion files and database data. In the selected destination folder, a respectively
named folder will be created.

e Require password on Server Manager startup: Check this option to request a
password when starting the Server Manager. Enter and confirm the password
below.

e Start server on Server Manager startup: Automatically starts the server
instance (database engine, device data collector and, if enabled, HTTP(S) server)
on start-up. If the Server Manager is added to the list of OS auto-start applica-
tions, the application’s Server Manager will be started automatically and ready to
use after OS boot.
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e Start Server Manager minimized: Starts the Server Manager window in a mini-
mized manner. The most important Server Manager features will be available via
the system tray icon.

7.6.2. Web Server Configuration

Weh Server Configuration

Enable secure httpconnections [https)

Fort forincorning httpls] connections
8443

[0 Use custom certificate

Apply Configuration

Figure 38. Web Server - Server Configuration - Server Properties - Web Server Configura-
tion

e Enable secured http connections (https): The server instance offers secured
HTTP connections for web access. The https connections are encrypted so the com-
munication between clients and server is safe.

e Port for incoming https(s) connections: The port that will be used for the
HTTP(S) server. On default the server instance uses the ports 8080 for standard
HTTP and 8443 for HTTPS connections.

e Use custom certificate: Check this option to use your own certificate for https
communication. The certificate is stored inside a Java KeyStore (JKS) repository.

o Key store file path: Select the directory and the name of the JKS file.
o Key store password: Enter and confirm the password that is protecting the JKS
file.

o For more information about creating the JKS file please refer to the
application’s user manual.

7.6.3. Devices Discovery Settings
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Dievices discovery settings

IFd Davice discowerny
192146581145

[0 Enable IPvedevice discovery

Apply Configuration

Figure 39. Web Server - Server Configuration - Server Properties - Devices Discovery Set-
tings

e IPv4 device discovery: Shows the IPv4 address of the network interface that will
be used for communication with the managed devices. In a more complex network
infrastructure where the server hardware has more than one network adapter, it is
possible to use one interface (accessible exclusively from secured local network)
for device communication and another one (accessible from external network) for
client access. Thanks to this function the clients do not have the direct access to
managed devices. The devices can be accessed exclusively through the server
process.

e Enable IPv6 device discovery: Check this option to enable device discovery via
IPv6.

e IPv6 device discovery: Shows the IPv6 address of the network interface that will
be used for communication with the managed devices.

7.7. Communication Interfaces
The menu Communication Interfaces contains the following settings and options:

e Device Communication Settings: Parameters for communication between the
server instance and connected devices.

¢ Client Server Communication Settings: Parameters for communication between
server instance and the application’s client component.

Click on the button Apply Configuration of the respective dialogue to apply all changes
to the server.

7.7.1. Device Communication Settings
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Device communication settings

IFvd interface for device communication

1921651145

[0 Enable Ipvé Interface for device communicatian

D IJse builtin SHMP Trap Listener (IUDP port 162]

hazx concurrent data pall threads

50

Apply Configuration

Figure 40. Web Server - Server Configuration - Communication Interfaces - Device Com-
munication Settings

e IPv4 Interface for device communication: The IPv4 address of the network
interface that is used for communication with the managed devices. In a more
complex network infrastructure where the server hardware has more than one net-
work adapter, it is possible to use one interface (accessible exclusively from
secured local network) for device communication and another one (accessible from
external network) for client access. Thanks to this function, clients do not have the
direct access to managed devices. The devices can be accessed exclusively through
the server instance.

e Enable IPv6 Interface for device communication: Check this option, if one or
more managed devices of your infrastructure are using IPv6.

e IPv6 Interface for device communication: The IPv6 address of the network
interface that is used for communication with the managed devices.

e Use built-in SNMP Trap Listener (on port udp/162): The server has a built-in
SNMP trap listener to receive traps from network devices. On default the trap lis-
tener is disabled. If there is no other trap receiver in use in the network, it is possi-
ble to enable this function.

e Max. concurrent data poll threads: This parameter is used to define the nhumber
of devices that can be polled simultaneously. For slower servers, heavy loaded net-
works or slow network connections, we recommend reducing this value for a better
performance.

7.7.2. Client Server Communication Settings
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Client Server communication settings

Interface for client-s=erer cormmands

127001

Fort
4000

FTRS [FTP cwer 55L) Sarver port
4001

FTF L=ser

msserverftp

FTF Fazswiord

FTP Passward confirmation

Databas= faner port
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Apply Configuration

Figure 41. Web Server - Server Configuration - Communication Interfaces - Client Server
Communication Settings

o Interface for client-server communication: The IPv4 address of the network
interface that is used for the application’s client access. If the HTTP server is
enabled for web client access, the interface is also used by the built-in HTTP server.

e Port: The port that is used by the application’s client to communicate with the
server instance (4000 on default).

e FTPS (FTP over SSL) Server port: The built-in FTPS server is used by the appli-
cation’s client to synchronise device lists and firmware updates (4001 on default).

e FTP User: Enter the user name that is registered in the FTP server.

e FTP Password/confirmation: Enter and confirm the user password that is regis-
tered in the FTP server.

o Database Server port: The port used by the built-in database server for the
application’s client access (4002 on default).

7.8. Client Authentication
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Client authentication

Llient authentication

Ilze local user DB only for clientauthentication

Apply Configuration

Figure 42. Web Server - Server Configuration - Client Authentication

¢ Client authentication: Select the authentication mode from the drop-down list:

o Use local user DB only for client authentication: The server will use the informa-
tion from its local database for user authentication.

o Use local user DB and RADIUS Server for client authentication: The server will
use the defined RADIUS server in order to authenticate the user. A local user
account (in the local server database) will be created automatically (if such an
account does not exist).

The server will be able to authenticate a new user and create a
local account if the number of currently existing accounts are
0 lower than the number of allowed user accounts defined by the

application’s server licence. Access to the server will be granted
if the RADIUS server will return the RADIUS ACCESS ACCEPT mes-
sage and the local user’s credentials exist.

o Use RADIUS Server only for client authentication: The server will use a RADIUS
server for user authentication.

e RADIUS Server IP address: The IP address of the RADIUS server.

e RADIUS Server authentication port: The port used by RADIUS server for
authentication. Default value is 1812.

e RADIUS Server Shared Secret: The RADIUS server shared secret (password)
used during the authentication process. Default value is default_secret.

e RADIUS Auth protocol: The authentication schema used by the RADIUS server
(PAP or CHAP).

The user levels of RADIUS server and the application’s server are mapped as follows:
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RADIUS Server User Level (Value of SBM Server User Level
RADIUS Service Type)

Login-User (1) sbmuser
Administrative-User (6) sbmadmin
Callback-Administrative (11) sbmsysadmin

The following example shows the mapping inside the FreeRADIUS file users:

sbmsysadmin Cleartext-Password := "sbmsysadmin"
Service-Type = Callback-Administrative-User

sbmadmin (Cleartext-Password := "sbmadmin"
Service-Type = Administrative-User

sbmuser Cleartext-Password := "sbmuser"
Service-Type = Login-User

When the authentication mode Use local user DB and RADIUS Server for client
authentication is selected, the application’s server treats the RADIUS server as the
master authentication server. When the user level (Service-Type) or user password is
changed on RADIUS server, the application’s server will automatically update the local
user account.

The local server database must contain at least one user with Callback-

o Administrative rights. The application’s server will refuse to modify the
user level of its local account, resulting in no local user with Callback-
Administrative rights remaining.

After deleting a user account from RADIUS server, the local server account will not be
deleted automatically. The system administrator should delete the user account from
the local server database manually.

7.9. Syslog

Please keep in mind that the number of application’s users available on
the RADIUS server should be identical to the number of user accounts
allowed by the application’s licence key file.

The menu Syslog contains the following settings and options:

e Syslog Receiver Service: Settings for the server acting as a Syslog server.
e Syslog Forwarding Service: Settings for the server acting as a Syslog client.
e Local Logs: Configure the log handling.
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7.9.1. Syslog Receiver Service

Syslog Receiver Service

[0 Enable Syslog Forwarding

Apply Configuration

Figure 43. Web Server - Server Configuration - Syslog - Syslog Receiver Service
e Enable Syslog Receiver: The application’s server can act as a Syslog server. In

such case, all the Syslog messages sent by devices will be saved within the appli-
cation’s server database.

e Syslog server interface: The IP address of the network interface used by the
Syslog server.

0 This interface is always identical to the interface defined for server-
devices communication.

e Syslog server port [udp]: The UDP port on which the Syslog server listens for
incoming messages. Default value is 514.

7.9.2. Syslog Forwarding Service

Svyslog Forwarding Service

[0 Enable Syslog Forwarding

Apply Configuration
Figure 44. Web Server - Server Configuration - Syslog - Syslog Forwarding Service
e Enable Syslog Forwarding: Enables the Syslog client function. In this mode the
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application’s server will send Syslog messages.

e Syslog destination server: The IP address of the Syslog server, where the appli-
cation’s server sends Syslog messages.

e Protocol/Port: Protocol (TCP/UDP) and port which should be used by the Syslog
client. This should be configured in accordance with Syslog server requirements.

7.9.3. Local Logs

Local Logs

Archiwe logswhen logcount higherthan ordelets lagsolderthan
25000

Loig=s archive s=rver path

ChAllsers\User=application=\5enerLopdrchive

Ke=p recent device histary
2 Months

Apply Configuration

Figure 45. Web Server - Server Configuration - Syslog - Local Logs

e Archive logs when log count higher than or delete logs older than: The
application’s server will generate a .csv file with log messages when the number of
log messages in the database will be higher than the defined log count limit
(25000, 50000 or 100000 messages) or older than the defined log age (1, 2, 6 or
12 months).

The archived messages will be deleted from the database to prevent unlimited
growth of the database size. The server starts the archiving procedure each day at
2 a.m.. The last 500 and all unacknowledged messages are always kept in the
database (i.e. they are not deleted during the archiving procedure).

¢ Logs archive server path: Choose the location where application’s server should
save the log archives.

o Keep device history from last: The application’s server saves parameters like
device temperature or device availability in the database which are used to create
device history charts. To prevent unlimited growth of the database size, the server
deletes history entries older than n' months. The maximum time for keeping the
history is 12 months. The server clears the database each day at 2 a.m.

7.10. Database Backup
The menu Database Backup contains the following settings and options:

o Database Backup: Configure the backup folders for the database copy.
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e Schedule Database Backups: Configure periodical backups of the database.

Click on the button Apply Configuration of the respective dialogue to apply all changes
to the server.

7.10.1. Database Backup

The server allows the creation of a backup copy of the database currently in use.
The backups will be saved as .zip archives. The filename contains the current date
(e.g. SBMS_DB_BACKUP_2018-06-15.zip).

current time in milliseconds will be appended after the current date to

e If a file with the same name already exists in the backup folder, the
distinguish the files.

Database Backup
Backuptoselected folder

Falderdir path
ChlsersUsarhienrear

[0 BackuptcFTP Server

Backup

Figure 46. Web Server - Server Configuration - Database Backup - Database Backup

e Backup to selected folder: Check this option to target the backup to a local
folder.
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e Folder dir path: Enter the local path.
e Backup to FTP Server: Check this option to target the backup to an FTP server.
e Server type: Select the server type of the FTP server.

() | It is recommended to use a secure protocol like FTPS or SFTP.

e Server IP: Enter the IP address of the server.
e Server Port: Enter the server port of the server.
e User/Password: Enter valid credentials of the registered FTP user

e Server Path: Enter the server’s path to the backup folder (e.g. /Some
Folder/Backup).

0 If the backup file should be saved in the FTP server’s root directory,
an empty string or "/" is required.

By clicking the button Backup, the backup starts automatically.

7.10.2. Schedule Database Backups

It is possible to enable periodically scheduled backups, based on the directory settings
above.

Schedule Database Backups

[0 Enable pericdical database backups

Apply Configuration

Figure 47. Web Server - Server Configuration - Database Backup - Schedule Database
Backups

e Enable periodical database backups: Enable or disable periodic database back-
ups.

e Regular backup rate (days): The server will backup the database automatically
every x days (1 to 30).

7.11. Database Replication

This dialogue allows the configuration of two server instances in master-slave mode to
replicate the current database.
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Databasereplication

[0 Enable replication

Apply Configuration

Figure 48. Web Server - Server Configuration - Database Backup

e Enable replication: Enable or disable the replication mode.

e Server type: Select whether the respective server instance should act as master
or as slave server.

¢ Local replication interface: The network interface that will be used by the local
server. This interface is always identical to the interface for client-server communi-
cation (configured in menu Server Properties).

e Remote replication partner IP address: The IP address of the remote replica-
tion partner server. This interface must be always identical to the remote server’s
interface for client-server communication.

e Remote replication partner communication port: The port number of the
remote replication partner server for client-server communication

¢ Replication server port: The port number that will be used to replicate the data-
base. The port on the local server must be identical to the port configured on the
remote replication partner server (default: 4177)

e Replication failover in service mode: Select the database that will be used as a
new master database after the failover.

Available options are:

- Use the most recent database after the failover as a new master data-
base: The most recently used database will be used when the replication will be
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restored after a master or slave failure.

- Use the master database after the failover as a new master database:
When replication is restored following a master or slave failure, the master
server'’s database is always used.

- Use the slave database after the failover as a new master database:
When replication is restored following a master or slave failure, the slave
server’s database is always used.

In order to start the replication, configure both master and slave server:

e Both servers must have a connection via the network.

e Server instances work in pairs. One of the servers should be configured as a mas-
ter server, the other one should be configured as a slave server.

e The port used for replication should be exactly the same on both servers.

The replication will not be initialized when both servers will be con-
figured as masters (or slaves). The replication will also not be ini-
tialized when the replication mode is disabled on one of the servers.

e Both servers must have access to the managed devices. In case of failure of a
server (master or slave), the other one will reboot itself in no-replication mode and
will continue device monitoring.

After configuring the replication options, both servers should be started by pressing

the Start server button in the respective Server Manager. From this point, the servers
will automatically initialize the replication.

7.12. Email Notification
The menu Email Notification contains the following settings and options:

e General Settings: Configure general email settings.
e Additional Email Address: Assign a additional email address.

7.12.1. General Settings

-48 -
© 2023 MICROSENS GmbH & Co. KG, All Rights Reserved



S t Building M
Server Configuration Guide MICROSENS

Email notification settings

(O Authentication required

MO EMCRYPTION

[N T

MMP_Server@microsens.com
Send test email Apply Configuration

Figure 49. Web Server - Server Configuration - Email Notification - General Settings

The server instance is able to send email notifications on events. The configured SMTP
server is used as email relay server. Email notifications are sent to all registered users.
The system administrator and all users should configure their proper email addresses.

e Enable Email Notifications: If this option is enabled, errors and SNMP trap infor-
mation is forwarded by email to recipients named below.

() | A valid email account with SMTP access is required.

¢ SMTP Server: The address of the SMTP outgoing server (e.g. smtp.gmail.com).
¢ Authentication user: Valid user name for this email account.
e Authentication password: Valid user password for this email account.

e Authentication required: Check this option if the SMTP server requires user
authentication.

e Encryption method: The encryption used by the SMTP Server. The following
selection is possible:

> NO_ENCRYPTION: Connection and communication between email server and
client is not encrypted.

o S8SL: On first step an encrypted TLS/SSL connection between email server and

- 49 -
© 2023 MICROSENS GmbH & Co. KG, All Rights Reserved



S t Building M
Server Configuration Guide MICROSENS

client is established. Afterwards both server and client communicate secure via
an encrypted channel. This selection is strongly recommended!

o TLS: When using a STARTTLS encryption both server and client primarily nego-
tiate their encryption capabilities and subsequently establish an encrypted con-
nection if possible. All prior communication happens unencrypted.

©® | Only TLS 1.2 and newer is supported.

e SMTP Port: The SMTP server port.

¢ Sender email address: The email address used in the field "From" of the sent
message.

Click on Send test email to send an email to the assigned email address.

@ ‘ Check the email account’s spam folder if the email is not received after

- a short while.

7.12.2. Additional Email Address

The server is able to send email notifications to an additional (publicly available) email
address not related to any of the registered user accounts.

Publicly available additional email address

(0 Enable additional email addres:

Figure 50. Web Server - Server Configuration - Email Notification - Additional Email
Address

e Enable additional email address: Check this option to enable sending messages
to an additional email address.

e Email address (receiver): Enter a valid email address for an additional notifica-
tion receiver.

7.13. SNMP Agent Communication

The SNMP protocol can be used to make management data available to other manage-
ment systems. The server instance offers a northbound interface in the form of an
SNMP Agent. A northbound interface is an interface that allows a particular component
of a network to communicate with an upper level component.

The menu SNMP Agent Communication contains the following settings and options:

e SNMP Receiver Service Settings: Configure general SNMP settings like enable or
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disable specific SNMP protocols.

e SNMPv1/SNMPv2 communication settings: Configure settings for SNMPv1 and
SNMPv2 protocol.

e SNMPv3 communication settings: Configure settings for SNMPv3 protocol.

Click on the button Apply Configuration of the respective dialogue to apply all changes
to the server.

7.13.1. SNMP Receiver Service Settings

SNMP Receiver Service Settings

[0 Enable SHMP Receiver

Apply Configuration

Figure 51. Web Server - Server Configuration - SNMP Agent Communication - SNMP
Receiver Service Settings

e Enable SNMP Agent: Enabling the SNMP agent allows the other SNMP managers
to see the management data collected by the server instance.

 SNMP Agent interface: The IP address of the network interface used by the
SNMP Agent, via which other SNMP managers can query data. The interface is con-
figured via the Server Properties and is always identical to the Interface for
client-server communication.

e SNMP Agent port: The port that is used by the SNMP Agent.

e SNMP version: Select the SNMP product variant needed to be supported by the
SNMP Agent. At least one version should be enabled.

¢ Sender email address: Enter the sender’s email address.

7.13.2. SNMPv1/SNMPv2 Communication Settings
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SNMPv1/SNMPvZ communication settings

Apply Configuration

Figure 52. Web Server - Server Configuration - SNMP Agent Communication - SNMP
Receiver Service Settings

e SNMP Read Community string: The read-only community string allows other
SNMP managers to read data values.

e SNMP Write Community string: The read-write community string allows other
SNMP managers to read and write data values.

7.13.3. SNMPv3 Communication Settings
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SNMPv3 communication settings

Apply Configuration

Figure 53. Web Server - Server Configuration - SNMP Agent Communication - SNMP
Receiver Service Settings
e USM User: The security name of the user (typically the user name).

e Security level: The SNMPv3 agent supports the following security levels as
defined in the USM MIB (RFC 2574):

- NO AUTH, NO PRIV: Communication without authentication and privacy.

- AUTH, NO PRIV: Communication with authentication and without privacy. The
protocols used for Authentication are MD5 and SHA (Secure Hash Algorithm).

o AUTH, PRIV: Communication with authentication and privacy. The protocols
used for Authentication are MD5 and SHA. For privacy, the DES (Data Encryp-
tion Standard) and AES (Advanced Encryption Standard) protocols can be used.

e Auth Algorithm: The authentication protocol ID to be associated with this user.
e Auth Password: The authentication passphrase.

e Privacy Algorithm: The privacy protocol ID to be associated with this user.

¢ Privacy Password: The privacy passphrase.

e Context name: An SNMP context is a collection of management information
accessible by an SNMP entity.
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7.14. SNMP Trap Relay

SNMP Trap Destination

Destinghon  Version IP Address UDP port Community
o Disable o.o.o.ao 1562 sssese
1 Disable o.o.o.ao 162 sssese
Z Disable ooo.o 162 sasase
3 Disable o000 152 sssese

Apply Configuration
Figure 54. Web Server - Server Configuration - SNMP Trap Relay - SNMP Trap Destination

The SNMP agent can send SNMP traps on different events generated by the server
instance and can resend the traps received from other devices. It is possible to config-
ure up to 4 different trap destinations. For each destination choose between the SNMP
vl, v2c or v3 trap versions.

7.15. InfluxDB Integration

Within the SBM infrastructure environment, the open source database management
system InfluxDB enables the customer to visualise and analyse the data collected by
the connected MICROSENS Smart Building controllers.

Influx Database Integration Settings

[0 Ensble InfluxCE Integration

Apply Configuration

Figure 55. Web Server - Server Configuration - InfluxDB Integration - InfluxDB Integration
Settings
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e Enable InfluxDB Integration: Check this option to enable the InfluxDB client.
With the InfluxDB client disabled all other fields are greyed out.

e InfluxDB URL: Enter the IP address of the InfluxDB server.

e User name/password: Enter the InfluxDB client’s credentials that are stored in
the InfluxDB server.

o Database name: Enter the InfluxDB name.

For more information about using InfluxDB please refer to the respective documenta-
tion on the InfluxDB homepage.

7.16. MQTT

SBM Server can act as MQTT broker and client. This is important if you want to use
SBM in automation projects with interaction between field devices.

After configuring SBM as MQTT broker or client, restart SBM Server instance for the
MQTT settings to take effect.

Either activate the internal MQTT broker or the MQTT client for using an
external MQTT broker. It is not recommended to enable both MQTT bro-
ker and client.

The menu MQTT contains the following settings and options:

e MQTT Broker Service: Configuring the MQTT settings for the server instance act-
ing as MQTT broker.

e MQTT Data Subscription Settings: Configuring the MQTT settings for the server
instance acting as MQTT client.

Click on the button Apply Configuration of the respective dialogue to apply all changes
to the server.

7.16.1. MQTT Broker Service
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MCT T Broker Service

D [IPvd] Enable Local MOTT Breker

D [IPvi] Enable Local MOTT Broker

Apply Configuration

Figure 56. Web Server - Server Configuration - MQTT - MQTT Broker Service

The MQTT broker SBM Server collects and distributes all incoming MQTT data from and
to managed MQTT clients, depending on the MQTT clients subscriptions.

e [IPv4] Enable Local MQTT Broker: Check this option to enable the MQTT broker
for IPv4 network communication.

e [IPv4] MQTT Broker Interface Address: Enter the IPv4 address of the MQTT
broker.

e [IPv4] MQTT Broker Port: Enter the MQTT broker port number. As long as it
does not prove necessary, leave the default port (1883) as is.

e [IPv6] Enable Local MQTT Broker: Check this option to enable the MQTT broker
for IPv6 network communication.

e [IPv6] MQTT Broker Interface Address: Enter the IPv6 address of the MQTT
broker.

e [IPv6] MQTT Broker Port: Enter the MQTT broker port number. As long as it
does not prove necessary, leave the default port (1883) as is.

The IPv4/IPv6 interface addresses of MQTT broker should always be
identical to the Interface for client-server communication, config-
ured via the menu Server Properties.

7.16.2. MQTT Data Subscription Settings

When acting as MQTT client, SBM holds both the publisher and subscriber roles.
Depending on the incoming or outgoing data (i.e. sensors or actuators) it serves or
analyses the respective publish or subscription MQTT topics from and to the external
MQTT broker.
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MCT T Data Subscription Settings
D Enable MOTT Subscription

[0 authentication required

O Truestare file

Apply Configuration

Figure 57. Web Server - Server Configuration - MQTT - MQTT Broker Service

e Enable MQTT Subscriptions: Check this option to enable the MQTT client.

e Enable Remote Broker Address: Enter the IP address of the MQTT broker the
client should connect to.

e MQTT Remote Broker Port: Enter the MQTT broker port number. As long as it
does not prove necessary, leave the default port (1883) as is.

e MQTT Client ID: Enter the unique MQTT client ID.

o Authentication required: Check this option if authentication is required for MQTT
broker communication.

e User name/password: Enter valid MQTT clients credentials

e TrustStore file: Check this option if authentication via SSL/TLS is required for
MQTT broker communication.
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e MQTT client JKS TrustStore path: Select the necessary certificate file for
SSL/TLS communication.

e MQTT Truststore password: Enter the corresponding password for the selected
file.

e Subscribe Topic (@qos=2): Enter the subscription topic of the MQTT client.

7.17. PMS/FIAS

Fidelio/FIAS Integration Settings

[0 Enable Fidelic/FlAS Integraticn

Apply Configuration

Figure 58. Web Server - Server Configuration - PMS/FIAS - Fidelio/FIAS Integration Set-
tings

e Enable Fidelio/FIAS Integration: SBM is equipped with a Fidelio/FIAS client for
the management of smart devices in hotel rooms. Check this option to enable the
client.

¢ Fidelio/FIAS server address: Enter the Fidelio/FIAS server IPv4 address.

e Fidelio/FIAS server TCP/IP port: The port used by the built-in Fidelio/FIAS
client to access to the server.

7.18. Server Startup Logs
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Server Startup Logs

Relevance Time Message
2023-03-23 01:26:36 Server init..
2023-03-2301:26:356 Init S5L Context...

2023-03-2301:26:38 S5L Context initialized...

2023-03-2301:26:38 Starting Client-Server commands module...

2023-03-23 01:27:30 Client-Server commands ready:...

Figure 59. Web Server - Server Configuration - Server Startup Logs

This window provides useful information about the current server instance status. All
information about starting and stopping the services are available.

7.19. Server Status

Server Status

Server start time

E 2023-03-2301:29:17

Server uptime

g 1 Hours 45 Minutes 28 Seconds

Database size

@ ~6.1 MB

Login Mame Lastname Access level IP Address Client type Last login time

Super Admin Super Admin Super Admin System Administrator 192.168.11.64 Web Client 2023-03-2313:31:36

Figure 60. Web Server - Server Configuration - Server Status
This window provides useful information about the current server instance status:

e Server start time
e Server uptime
e Actual database size
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¢ Login information about all current users which are logged in.
7.20. Server Diagnostic

Logging

Apply Changes

Figure 61. Web Server - Server Configuration - Server Diagnostic
This window enables the use of logging several information.

e Device Polling
e Device Discovery

7.21. Server Ports

Server ports

Q

Service name Category Interface Port TCFP IF/UDP
Client-Server communication Management 192.168.11.48 4000 TCRIP

FTP owver 551 Server Client 192.168.11.48 4001 TCHIP
Database remote access Client 192.168.11.48 4002 TCP/IP
MMP { SBIM Web Server Client 192.168.11.48 5443 TCF/IP
MSP100 client-server data exchange Client 192.168.11.48 4003 TCRIP

TFTP Server [started when needed) Management 192.168.11.48 69 UDP
MICROSEMS IPv4 Device Discovery Device 192.168.11.48 £340 LDP
MICROSEMS Ring Failure Listener Device 192.168.11.48 8342 uDp

BOOTP Server Device 192.168.11.48 &7 uoP

Figure 62. Web Server - Server Configuration - Server Ports

This window shows a tabular overview of all used interfaces and ports.
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Q | Use this list for configuring the firewall correctly.

7.22. Certificates

This view allows the management of certificates. The tabular overwiew shows a list of
existing certificates used for SSL/TLS communcation of the server instance.

Uze custom Truststore

.
ﬁLllglzced TrustStore JKS 4+ Selectfile i
Truststore password: 0 st password
Q
Alias lsuser Creation date Expiration date Actians

Rowzperpage 10 € Pagelafl =2

Figure 63. Web Server - Server Configuration - Certificates
e Use custom TrustStore: Check this option to enable the use of the custom Trust-
Store.

¢ Upload TrustStore JKS file: Click on the button Select file to select the necessary
certificate file for SSL/TLS communication.

e TrustStore password: Click on the button Set password to enter the correspond-
ing password for the selected file.

¢ Add certificate: Click on this button the store a new certificate.

¢ View selected: In the column Actions click on the button View to view the content
of the specific certificate.

¢ Delete selected: In the column Actions click on the button Delete to delete this
certificate.

7.23. Logout from Web UI

1. Logout of the active application by selecting <user> > Logout from the drop-down
menu.
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o <USER> v

{5} Logout

P Select app
@ Changetheme
T:J Changelanguage
69 Change password

(i) Informations

Figure 64. Web UI - User Menu

o The login dialogue appears.
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Our General Terms and Conditions of Sale (GTCS) apply to all orders (see
https://www.microsens.com/fileadmin/files/downloads/Impressum/MICROSEN-
S_AVB_EN.pdf).

Disclaimer

All information in this document is provided 'as is' and is subject to change without
notice.

MICROSENS GmbH & Co. KG disclaims any liability for the correctness, completeness
or quality of the information provided, fitness for a particular purpose or ensuing dam-
age.

Any product names mentioned herein may be trademarks and/or registered trade-
marks of their respective owners.

©2023 MICROSENS GmbH & Co. KG, Kueferstr. 16, 59067 Hamm, Germany.

All rights reserved. This document in whole or in part may not be duplicated, repro-
duced, stored or retransmitted without prior written permission of MICROSENS GmbH
& Co. KG.

Document ID: CONF-EN-22001_Smart-Buidling-Manager_Server_v1.4
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