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1. Preface

This manual mainly introduces the web management of the MS400992M, MS400993M and MS400994M.

You can access the web management system through a browser (such as Google Chrome) to manage the above-men!
tioned switches.

Users are recommended to check the most recent version, which is available online or through your MICROSENS sales
representative, for the most up-to-date information and support resources.

1.1. Information available on the MICROSENS Website

Registered users can find the latest firmware versions as well as further information at WWW.microsens.com

¥ Registration: www.microsens.com Y Login

" Click onthe ' Not registered "link.

" Fill out the e-mail form and send it to sales@microsens.com

" MICROSENS will send you an email containing a username and password.
¥ Login: www.microsens.com Y Login

" Enter your username and password

" Click the | Login |

" Please navigate to your device and select the ' Download 'section.

" Further information is available by selecting the other tabs on the product page.

! | Make sure the browser allows the execution of scripts.

1.2. Announcement

This documentOs content may be modified without prior notification. This document is intended purely as an operational
guide and does not entail any additional commitments. There are no express or implied warranties regarding the accu!

racy, completeness, or usefulness of the information, descriptions, recommendations, or other aspects of the manual.

The images shown are just for illustrative purposes. In the event of any discrepancies between the photos and the
actual product, the specifications of the actual product will take precedence.

Prior to performing any operations involving the corresponding device or equipment, users are strongly recommended
to thoroughly review this document, as well as any other relevant product-related documents, and to follow all applica!

ble industry safety standards. MICROSENS GmbH & Co. KG does not accept responsibility for any product damage
caused by improper operation or exceeding the usage conditions defined in this document.

1.3. Symbol Conventions

The symbols that may be found in this document are defined as follows:

1 Indicates a hazard with a high level of risk, which if not avoided, will result in death or serious
injury.

# Indicates a hazard with a medium or low level of risk, which if not avoided, could result in minor
or moderate injury.
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Indicates a potentially hazardous situation, which if not avoided, could result in equipment dam!
age, data loss, performance degradation, or unexpected results.

| | Provides additional information to emphasize or supplement important points in the main text.

1.4. Before you begin

1. Make sure that all the equipment necessary to set up the system properly is present
2. Ensure that the earth terminals, DC and AC distribution units are properly installed

3. Please follow the installation and assembly procedures for telecommunications and electrical equipment. Addition!
ally, it is critical to follow local regulations and any specific instructions that are provided. When selecting an
installation location, ensure adequate ventilation by allowing free airflow via the ventilation openings. Allow
enough room in front of the system to facilitate operational and service tasks. Ensure good cable alignment and
leave enough room for other devices as needed.

4. Make sure that the contents in the received package have not been damaged during transportation.

2. Safety Instructions

Prior to commencing work with our companyOs product, it is imperative to thoroughly review all legal and safety
instructions provided herein. Non-compliance with these guidelines may result in damage to the appliance and pose
risks to the health, and potentially, the lives of individuals.

Our safety instructions align with national laws concerning health and safety at workplaces, as well as relevant stan!
dards and official regulations. Installation procedures should only be undertaken by trained individuals well-versed in
locally applicable installation regulations, including those governing installations within buildings and main AC distribu!
tion boards.

It is essential to adhere strictly to the guidelines outlined in the product manual for installation, commissioning, opera!
tion, and maintenance procedures at all times.

2.1. Restrictions

The device should only be used for its intended purpose and should not be used in situations where a malfunction
could result in fatalities, personal injury, or substantial property or environmental damage.

MICROSENS disclaims liability for any dangers or damages caused by improper installation, maintenance, operation, or
misuse of the device, including usage outside its intended scope, failure to follow stated instructions, and noncompli!
ance with any safety standards.

MICROSENS is exclusively responsible for the components and services that we provide directly. We are not responsi!
ble for third-party components or services such as batteries, repairs, or maintenance. MICROSENS shall not be liable
for device malfunctions, risks, or damages caused by such third-party components or services.

Unauthorized changes to the device may result in poor functioning or performance. The user is responsible for any
modifications made to the hardware configuration without the manufacturerOs or an authorized representativeOs clear
consent.

Installation, operation, and maintenance procedures related with the device should only be performed by properly
trained persons with appropriate qualifications. It is the userOs responsibility to guarantee that those handling the
equipment have received adequate operating and safety training.
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The user must identify the systemOs location as an electrical equipment room with adequate air conditioning and
restricted access. Furthermore, the user is responsible for locking the system rack doors to prevent unauthorized entry.

If the power supply lacks a circuit breaker or comparable safety device, the user must install a proper circuit breaker in
accordance with the relevant regulations.

2.2. General Instructions

To avoid device damage or personal injury improper use, please observe the following precautions:

Before performing any cleaning or maintenance, the switch must be turned off. The user is
responsible for ensuring the correct precautions are taken for maintenance and service purposes.

n ¥ Internal maintenance and part replacement should not be performed separately for safety
reasons.
¥ In any case, such as operation, cleaning, or maintenance, please comply with relevant safety

guidelines.

¥ Under no circumstances may the outer cover be removed or the inside components touched

" in order to prevent electric shock. Use appropriate insulated tools and protective clothes.

¥ When working on the appliance, verify that there is adequate insulation from the earth poten!
tial (ground).

1] Please ensure that the mains voltage corresponds to the voltage indicated on the switch. A faulty
electrical installation or too high mains voltage can cause an electric shock.
¥ The switch should be maintained with good ventilation and heat dissipation.
# ¥ The switch should be used within the environmental conditions specified in the manual.
¥ The switch should not be operated in environments with volatile gases or flammable sub!

stances.

When the switch is moved from a cold to a warm environment, condensation can pose dangerous
problems, hence grounding regulations must be properly observed.

Sharp edges
¥ Slide-in supports may have sharp edges. We recommend wearing gloves.
Indoor device!
¥ The device should be operated indoors to avoid damage due to lightning strikes.
Circuit devices are sensitive to static electricity, which can damage the delicate electronics within.
Dry weather conditions or walking across a carpeted floor may cause the user to acquire a static

electrical charge. To protect your device, always:

¥ Touch the metal chassis of the switch to ground the static electrical charge before the device
$ is picked up.
¥ Pick up the device by holding it on the left and right edges only.

¥ Make sure the switch work in a clean environment. Excessive dust may cause electrostatic

adsorption, which will affect the equipment life and cause communication failure.
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¥ Do not use wet cloth or any liquid to clean the switch to ensure that no water (no fluid or
$ moisture) gets into the product.

¥ Use the product only in dry and closed environments. Protect the product from moisture.

¥ Ensure the Cabinet and workbench is sturdy enough to support the weight of the switch and

$ itOs accessories.

¥ Grounded cabinet and workbench are preferred.

2.3. Specific Instructions

¥ Take note of all warning labels and notices attached to the equipment.

¥ Additional warnings, cautions, and notes customized to specific equipment or conditions are provided in addition to
the relevant instructions.

¥ Itis critical to thoroughly review all necessary documentation on the task at hand.

¥ When using equipment not supplied by MICROSENS, such as batteries, read and follow any safety warnings and
instructions provided by the manufacturer or supplier.

2.4. Electromagnetic Environment Requirements

When in operation, the switch may be affected by external interference outside the system
through radiation and conduction. Please pay attention to the following:

¥ The AC power supply employs the TN system, so it is hecessary to use a single phase power
socket (PE) which can protect ground wire so that the filter circuit can effectively filter out the
$ power grid disturbances

¥ The switch should work far away from high-power radio transmitters, radar transmitters,
high-frequency devices.

¥ Use electromagnetic shielding if necessary, such as shielded cable.
¥ Interface cables should be arranged indoor rather than outdoor to prevent over-voltage or

over-current damage to the signal port.

This is a level A product, which may cause radio disturbance in living environment. Users may
need to take corresponding and effective measures to resolve this issue.

3. Typical Applications

Typical Application Description
Managing Switches Through the After switches are properly configured, you can access the web management
Web Management System system through a browser to manage these switches.

3.1. Managing Devices Through the Web Management System

3.1.1. Server requirements

The web function is enabled by default, the default IP address is 192.168.1.200, and the default username and pass!
word are admin. Before logging in to the web Ul for the first time, connect the PC to the LAN port of the device using
an RJ45 cable and configure the IP address of the PC to be in the same network segment as the default IP address
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(192.168.1.x). Then, you can access the web Ul using the default IP address, username, and password. Upon success!
ful login for the first time, the system prompts you to change the password.

| | For your network security, you are advised to regularly change your login password.

3.1.2. Client requirements

1. Client: A client refers to a PC or a mobile terminal such as a laptop. A network administrator can log in to the web
graphical user interface (GUI) of a switch from the clientOs browser to manage switches.

2. Browser: Google Chrome is recommended. Exceptions such as garbled characters or formatting errors may occur
if an unsupported browser is used. If an exception occurs due to the use of an old version of Google Chrome, you
are advised to upgrade it to the latest version.

3. Resolution: You are advised to set the resolution to 1600 x 900 or 1920 x 1080. If other resolutions are used, font
and formatting issues may occur.

4. Web Management System
4.1. Logging In

4.1.1. Logging In to the Web Management System

Enter the switch IP address in your browserOs address bar. Make sure that the IP address is reachable. The login page
is displayed.

. Log In
@
E 1 2 amin
&
38
.i ; Forgot Password? 63 Customer Service Center
Figure 1. Logging In
1. Enter the username and password and click Log In . The main interface of the web management system is dis!

played.

When logging in for the first time, you will be prompted to set and confirm a new password.

Once logged in, click on the user icon located at the top-right corner and select Change Pass!

-5-
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word. The Change Password page will appear. Enter the current (old) password and the new
password, then save the changes to update the running configuration.

2. If you need customer service assistance, contact local technical support.

3. To prevent login through brute-force cracking, your account will be locked for 10 minutes after 5 failed attempts.
You cannot log in during the locking period.

To use the web management system, ensure that the rg-web component has been installed on
the switch and the web service has been enabled (if the web service is not enabled, run the
enable service web-server command in config mode to enable it). Otherwise, the login page is
not displayed. In most situations, the rg- web component is integrated in the rgos.bin system by
default. However, if it is not installed, you can install it by installing the upgrade file mentioned in

this release note of the web management system.

4.1.2. Forgot Password

If you cannot remember your username or password, click Forgot Password?

Forgot Password?

I you need help, please contact technical support onli
ne service: hitps:/microsens.atlassian.net/servicedes

Kicustomer/portals

Figure 2. Forgot Password

If the Telnet password is known, run the webmaster password command. The configuration is as follows: The con!
figuration is as follows:

Hostname> enable
Hostname# configure
Hostname(config)# webmaster level 0 username admin password hostname@123

4.2. Main Interface

The main interface of the web management system is displayed.

_6-
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ICROSENS tome

MICROSENS

@
~
]
e MICROSENS
Model:MS400994M Select Device:  1/0 MS400994M N
Network Management IP 192.168.1.200
5 %
MAC Address c0ad 7646 9190 *
(2]
Security Software Version MS40099(2/314)M_OS 12 6(3)B0702P1S2, Release(11232217)
° WEB Version MS-WEB_1.25_Build20241122 % %
. 100 100
@ET] Hardware Version 141
a0 80
o SIN G1T50BZ001163 60 60
System
Y System Time 2025-05-16 08:40:00 0 40
2 20
Start Time 2025-05-16 03:52:20 o
143345 143355 | 143405 14315 143425 143435 143345 143355 143405 14315 143425 143435
Up Since h4Tmind0s
] select Panel 1] Aggregate Port [ up(>=1000M) [ up(<=100n) [l shutdown [+ VSL Port L[] Copper Port ["] Optical Port
1 3 5 7 9 " 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 a7 49 51
2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52
Port Role: T TRUNK = Layer 3 Interface

Figure 3. Main Interface

4.2.1. Header

This area displays links to common functions, including Device Quick Configuration, Change Language, Exit, Operation
Log, Theme Switching, and Customer Service Center. You can click these links to switch to specific configuration pages.

Device Quick Configuration

Change Password

Yo

Figure 4. Header

Device Quick Configuration

The switch is not configured when you log in to the web management system for the first time. You can use the
Device Quick Configuration wizard to configure common settings for the device.

Click Device Quick Configuration
Configuration
tion.

in the drop-down list box in the upper right corner to enter the
page, as shown in the following figure. For details, see the

Device Quick

[web-mgmt-sys_device-quick-config] sec!

-7-
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Device Quick Configuration ~ E 63 ) .

%

Figure 5. Device Quick Configuration

Operation Log

Click Operation Log in the upper right corner to go to the operation log page, as shown in the following figure. This
page displays operation logs of the system. For details, see the Operation Log section.

Device Quick Configuration ~ E] 63 ¢ .

Operation Log

o

Figure 6. Operation Log
Customer Service Center

Click the Customer Service icon in the upper right corner to quickly access the customer service channels,
including the Customer Service channel and Service and Technology channel, as shown in the following figure. You
can click the links to obtain required services.

-8-
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Customer Service Center

Welcome to customer service center.
‘You can get help in the following ways

Customer Service Service and Technology

Use chat with a customer support You can obtain technical

agent documentation and download
Support Center(Intemational
support) >

Figure 7. Customer Service Center

Theme Switching

Click the Theme Switching icon in the upper right corner to switch the theme. The system supports two theme
tones: light and dark, as shown in the following figure.

Device Quick Configuration

1
3

rry
(J
~
(o
&

Figure 8. Theme Switching

Changing Password

To change the password, click the Account icon in the upper right corner and click Change Password

You can change the password only when you know the current password. If you forgot the pass!
word, please refer to the Forgot Password  section.

-9-
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Device Quick Configuration

admin Change Password

Exit
o
Figure 9. Change Password
Click Change Password . The Change Password window is displayed. Enter the old password and new password,
and click Edit .
< Change Password
* Old Password:
* Mew Password:
* Confirm Password:
Figure 10. Change Password
Exit
After the device management is complete, click Exit to exit the web home page and return to the login page, as shown

in the following figure.
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Device Quick Configuration

admin Change Password

Exit

%o

Figure 11. Exit

4.2.2. Navigation Menu

This area displays main tabs of the web management system.

-11-
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ICROSENS Home

= MICROSENS

Model:MS400994M

F

Nework Management IP 192 168.1.200
MAC Address c0ad.7646.9190
Software Version MS40099(2/3/4)M_0S 12.6(3)B0T02P152, Release(11232217)
WEB Version MS-WEB_1.25_Build20241122
Hardware Version 1.41
SN G1T50BZ001163
System Time 2025-05-16 09:08:28
Start Time 2025-05-16 03:52:20
Up Since Sh16minds

Figure 12. Navigation Menu

4.2.3. Main Operation Area

In this area, you can perform configurations on the web management system. When you click the shortcut menu at
the left of the page, the detailed configuration page is displayed.

4.3. Device Quick Configuration

The switch is not configured when you log in to the web management system for the first time. To simplify the configu!

ration, you can use the Device Quick Configuration wizard to configure common settings for the switch.
I You can click Device Quick Configuration in the upper-right corner of the main interface of the
H web management system to open the Quick Setup  wizard.

-12 -
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4.3.1. Layer 2 Mode

MICROSENS

There are four steps in this mode.

1. Device Management

Quick Setup

Device Management Client Interface

© ©

Switch/AP Interface

Mode Matching

Management Interface

* Management Interface

* IP Address

* Subnet Mask

* Gateway

* DNS Server

Reset Time

Time Zone:

System Character Set:

Exit

© Layer 2 Mode Layer 3 Mode

© MGMTport as management interface

VLANport as management interface

Mgmt 0 N

192.168.1.200

255.255.255.0

192.168.1.1

111111111111

© PCTime Custom

UTC+1 (Central European

Figure 13. Device Management
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2. Client Interface

Quick Setup X

© 2] o o

Device Management Client Interface Switch/AP Interface Security

Client Interface + Add

Interface Number Interface Status VLAN Port Description Action

No Data

Figure 14. Client Interface

3. Switch/AP Interface

Quick Setup had

© © o (4]

Device Management Client Interface Switch/AP Interface Security

Switch Interface

Interface Number  Interface Status Allowed VLAN Native VLAN Port Description Action

No Data

Figure 15. Switch/AP Interface

14 -
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4. Security

Quick Setup

MICROSENS

Device Management

Client Interface Switch/AP Interface Security

! Note: Enable the default route function, which will automatically generate the default route pointing to the routing port, and if there are multiple routing ports, the priority will be
: automatically configured according to the entry serial number

Default Route:

STP Loop Guard Mechanism:

Optimized Configuration of Edge

Port

Enable RLDP Loop Guard for

Client Interface

Exit

B Enable
B Enable

B Enable

B Enable

e § ]

Figure 16. Security
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4.3.2. Layer 3 Mode

There are six steps in this mode.
The first four steps are the same as those in Layer 2 mode, so only the last two steps are described here.

1. Router Interface (Layer 3 Mode)

Quick Setup x

© © © © 5] (6]

Device Management Client Interface Switch/AP Interface Security Router Interface Downlink Port Cenfiguration

. Note The routing port is used when the switch is Layer 3 and needs to interconnect with the uplink device (router or other Layer 3 device) for Layer 3, and the interface must be
: a Layer 3 interface at this time. :

Router Interface + Add
Interface Numb
Interface Status IPv4 Address Mask Port Description Action
er
No Data

Figure 17. Router Interface

2. Downlink Port Configuration (Layer 3 Mode)

Quick Setup X

Device Management Client Interface Switch/AP Interface Security Router Interface Downlink Port

Configuration

: Note:Gateways are used for Layer 3 inter-access between different VLANSs, and
: terminals without configured gateways will not be available for Layer 3 access)

Downlink Port Configuration Gateway + Add

VLAN Gateway Status IPv4 Address Mask Port Description Action

No Data

Exit

Figure 18. Downlink Port Configuration

-16 -
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4.4. Home Page

After you log in to the web management system, you will be automatically redirected to the home page. Or, you can
click Home in the navigation menu to switch to the home page.

On this page, you can view the CPU, memory usage, system version, current system time, and other information of
the switch. By analyzing the trend of Top 5 interface traffic, you can identify common network problems on this page
and quickly resolve these problems.

4.4.1. Overview

At the top of the home page, you can view the switch hame, model, management IP address, MAC address, software
version, hardware version, serial number, system time, startup time, and uptime. You can reset the system time on
the System Time  page by choosing O&M Y Device O&M Y System Time

MICROSENS
Model:MS400994M

Management IP 192.166.1.200

MAC Address clad 7646.9190

Software Version MS40099(2/3/4)M_0S5 12.6(3)B0702P152, Release(11232217)
WEB Version MS-WEB_1.25 Build20241122

Hardware Version 1.41

SN G1T50BZ001163

System Time 2025-05-16 09:37:48

Start Time 2025-05-16 03:52:20

Up Since 5h45minZds

Figure 19. Overview

4.4.2. Interfaces

In the upper part of the home page is the interface panel where interface information is displayed. The panel shows
the basic interface configurations, such as interface type, state, aggregated interface, and virtual switching link (SVL)
interface.

17 -
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[ select Panel 1] Agaregate Port (2] up>=1000w) [ up(<=100m) (B shutdown [£] SL Port L] copper Port [] Opical Port

13 5 7 9 1 1315 17 19 21 23 25 27 29 31 33 35 I 39 41 43 45 47 43 51
OOoOoOoOoOo OOoOoOoOoOo OdOoOoOoOoOod oodoOoo oo
OoOoOodooOo OOoOoOoOodo OdOoOoOoOodod oodoOoo OO
2 4 & &8 10 12 14 16 18 20 2 24 26 28 30 32 34 36 38 0 42 44 46 48 50 52

PortRole: T TRUNK = Layer 3 Interface

Figure 20. Interfaces

4.4.3. CPU/Memory Usage

The CPU and memory usage of the switch is displayed at the top of the home page.

1. CPU: indicates the CPU usage of the device.

2. Memory: indicates the memory usage of the device.

Select Device:  1/0 M5400994M Vv
9.2y %
% %
100 100
804 80
60+ 60
40 40
204 20
——u——-u—-_____“_‘_____————_'_<————<-——f—_____“_‘
0 T T T T T 0 T T T T T
09:41:58 09:42:08 09:42:18 09:42:28 09:42:38 09:42:48 09:42:01 09:42:11 09:42:21 09:42:31 09:42:41 09:42:51
Figure 21. CPU/Memory Usage
In the Temperature panel, you can view the temperature of a card slot by selecting a card clot from the Card Slot

drop-down list box.

4.4.4. Temperature/Power Module/Fan

The middle part of the home page displays the temperature, power module status, fan status of the switch at different

positions.
Temperature Normal @ Abnormal Power Module Normal @ Abnormal Fan Normal @ Abnormal
Card slot v
Current Alarm Shutdown Power Hardware Hardware
Card Slot Name Status Model X SIN Power (W) Status Fan Model X SIN Status
Temp Temp Temp Module Version Version
Air Intake Ve MS400994- RE72A0417 Fan-1 MS-FAN NiA NA
0 29 56 0 Pur-1 120 150
nt(air_inlet) AC 120780
Fan-2 MS-FAN NIA NA
Switch Chip(s Pur-2 NA NA NA NA °
0 i 5 87 109
witch)

Figure 22. Temperature/Power Module/Fan
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4.4.5. Bandwidth

TOP 5 Interface Bandwidth Utilization Select Interfi v Kbps v TOP 5§ Export Bandwidth Usage More>>
W ousat et Port Inbound Rate Outbound Rate Port bandwidth

1

0.9

o8 No Data

0.4

0.2

0.1

Figure 23. Bandwidth

You can click More inthe TOP 5 Interface Bandwidth Usage panel to query more details about interface bandwidth
utilization.

¢ Back & Refresh  Clear (@ Clear All

Name Inbound Bandwidth Usage & Outbound Bandwidth Usage Port bandwidth Packet not completeltoo large CRCIFCS error packets Number of Conflicts.

No Data

Total 0 wpage v ¢ 1 > Goto 1

Figure 24. TOP 5 Interface Bandwidth Usage

¥ Back: returns to the home page.
¥ Refresh: re-queries the interface bandwidth utilization.
¥ Clear: deletes statistics about a selected interface, such as the number of error packets and conflicting count.

¥ Clear All: deletes statistics about all interfaces, such as the number of error packets and conflicting count.

4.5. Network
4.5.1. Port Config

Port Management

Choose Network Y Port Config Y Port Management to access the Port Configuration page.

-19-
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MICROSENS

:

. PortSetlings  Aggregate Port  PortMiroring  Rate Limit
0 —-
Home
Porticortiy Port Management
VLAN Management
Loop Guard | Layer 3 Interface
STP Loop Guard Port Port State IP Address Subnet Mask 1Pv6 Address Port Description Action
o
@ RLDP Link Detection VLAN1 Enable 192.168.1.200 255.255.255.0 4 Edit 1 Delete
Route Configuration
o Total 1 1opage - < 1 >  Gowt 1
System PBR
| Layer 2 Interface  Please select line card.
Routing table
Port Port State Port Type Access VLAN Native VLAN Permit VLAN Port Description Action
Static Route
Network Management ... Gio/t Enable ACCESS 1 £ Edit B Details
SNMP/Trap Gior2 Enable ACCESS 1 2 Edit B Details
TelneUSSH Gion Enable ACCESS 1 2 Edit B Details
Advanced Configuration
Gi0l4 Enable ACCESS 1 ¢ Edit B Details
DHCP Sevice
Gi0/5 Enable ACCESS 1 £ Edit B Details
VSU Configuration
MAC Address Table Giole Enable ACCESS 1 2 Edit B Details
Giorr Enable ACCESS 1 2 Edit B Details
Gi0/B Enable ACCESS 1 ¢ Edit B Details
Gi0/g Enable ACCESS 1 £ Edit B Details

1. Port Settings

Figure 25. Port Management

" Configuring multiple ports
Click Configure Ports
and click OK.

and the Configure Multiple Ports

window is displayed. Set configuration parameters

Configure Multiple Ports

Port State Enable ~
Port Description Please Enter
= Port Mode: Access Port hd
* Access VLAN Please Enter Range: 1-4,094
~ Ad d Settings.
Select Port:
G Select Panel m Aggregate Port E VSL Port G Electrical Port |:| Optical Port
9 " 13 1% 17 19 21 23 26 27 29 M 3B ¥ I 39 41 43 45 47

OOOOOOc
OOOOOOc

26 28 30 32 34 3¢ 3}

OOO0O.d
OOO0O.d

40 42 4 45 43

OO OOOOOd
OO OOOO0Od

0 12 14 16 18 20 22 24

13 s 7

I

I I
2 4 6 8

< >

Port Role: 7 TRUNK = Layer 3 Interface
Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.

Select All  Invert Clear

Selected port:

Cancel

Figure 26. Port Settings

" Adding SVI Interface
Click Add SVI Interface
viewed in the

. Set configuration parameters in the displayed window. Click OK. The result can be

Layer 3 Interface list.
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Add SVl Interface

Port State

Port Description Please Enter

* VLAN ID Please Enter

Range: 1- 4,094
* IPv4 Address Please Enter
* Subnet Mask: Please Enter
IPv4 Address2

Please Enter

Subnet Mask2 Please Enter

IPvE AddressiMask

Please Enter

o

Figure 27. Adding SVI Interface

Editing a Layer 3 interface

Click Edit . Set configuration parameters in the displayed window. Click OK. The result can be viewed in the
interface list. When  Port Mode is setto Layer 3 Interface , the result can be viewed in the Layer 3 interface
list. When Port Mode issetto Trunk Port or Access Port |, the result can be viewed in the Layer 2 interface
list.

Edit Layer 3 Interface

Port State:  Enable v

Port Description:  Please Enter

* VLAN ID Range: 1-4,094
*IPV4 Address: | 192.168.1.200
®
* SubnetMask. | 255.255.255.0
IPv4 Address2: | Please Enter L]

SubnetMask2: | Please Enter

IPv6 AddressMask:  Please Enter

Cancel

Figure 28. Editing a Layer 3 Interface

" Deleting a Layer 3 interface
Click Delete . Click OK in the displayed window. The selected port can be removed from in the interface list.
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Tips

0 Are you sure you want to delete?

Figure 29. Deleting a Layer 3 Interface

" Editing a Layer 2 interface

Click Edit . Set configuration parameters in the displayed window. Click OK. The result can be viewed in the
interface list. When  Port Mode is setto Layer 3 Interface , the result can be viewed in the Layer 3 interface
list. When Port Mode issetto Trunk Port or Access Port |, the result can be viewed in the Layer 2 interface
list.

Edit Layer 2 Interface
PortState:  Enable
Port Description:  Please Enter @
* PortMode:  Access Port

* Access VLAN Range: 1-4,094

Port Aftribute:  Optical Port

+ Advanced Setting

Cancel

Figure 30. Editing a Layer 2 Interface

" A Layer 2 interface details
Click Details . You can view detailed information about a selected port.

Port:Gio/1

Port State: Enable

Set Rate: Auto-Negotiation

Actual Rate: Unknown

Set Operating Mode: Auto-Negotiation
Actual Operating Mode: Unknown

Port Aftribute: Optical Port

Figure 31. A Layer 2 Interface Details

2. Aggregate Port

To expand port bandwidth or achieve bandwidth redundancy and backup, multiple physical
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ports (member ports) can be combined into a single logical port (aggregate port). Each
aggregate port can have up to 8 member ports. These member ports transmit network traffic
through the traffic distribution rule.

" Saving configurations
Select an algorithm from the Load Balancing Algorithm drop down list box. Click Save .

Aggregate Port

| Global Config

Note: To distribute network traffic based on the configured load balancing algorithm

Load Balancing Algorithm: || Src IP Address| v

Restore Defaults

| Aggregate Port Settings

 Note: To expand port bandwidth or achieve bandwidth redundancy and backup, muliple physical ports (member ports) can be combined into a single logical port (aggregate port). Each aggregate port can have up to 8 member ports. These member ports transmit network
traffic through the traffic distribution rule.

Name Aggregate Port Number Enable LACP Port Type 1P Address Subnet Mask Action

No Data

Total 0 10/page < 1 > Gowto 1
Figure 32. Saving Configurations

" Restoring default settings
Click Restoring Defaults to restore the load balancing algorithm to the default algorithm.

Aggregate Port
| Global Config

Note: To distribute network traffic based on the configured load balancing algorithm

Load Balancing Algorithm: || Src IP Address| v

| Aggregate Port Settings

 Note: To expand port bandwidth or achieve bandwidth redundancy and backup, muliple physical ports (member ports) can be combined into a single logical port (aggregate port). Each aggregate port can have up to 8 member ports. These member ports ransmit network.
: waffic through the traffic distiibution rule. ;

Name Aggregate Port Number Enable LACP Port Type IP Address Subnet Mask Action

No Data

Total 0 10fpage ~ < 1 > Gowo 1

Figure 33. Restoring default settings
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" Querying the aggregated port list

Aggregate Port

| Global Config

i Note: To distribute network traffic based on the configured load balancing algorithm.

Load Balancing Algorithm:  Src IP Address v

| Aggregate Port Settings

 Note: To expand port bandwidth or achieve bandwidth redundancy and backup, multiple physical ports (member ports) can be combined into a single logical port (aggregate port). Each aggregate port can have up to 8 member ports. These member ports transmit network |

i traffic through the traffic distribution rule.

Name Aggregate Port Number Enable LACP Port Type 1P Address Subnet Mask Action
Aggregate Port10 10 No Layer 3 Interface 1111 2552552550 & Edit Delete
Total 1 1page v < 1 > Gow 1

Figure 34. Querying the aggregated port list

" Adding an aggregated port
Click Add . Set configuration parameters in the displayed window. Click Add . The result can be viewed in the

Aggregate Port list.

Aggregate Port

| Global Config

i Note: To distribute network traffic based on the configured load balancing algorithm.

Load Balancing Algorithm:  Src IP Address v

| Aggregate Port Settings

Note: To expand port bandwidth or achieve bandwidth redundancy and backup, multiple physical ports (member ports) can be combined into a single logical port (aggregate port). Each aggregate port can have up to 8 member ports. These member ports transmit network
traffic through the traffic distribution rule.

Bulk Delete

Name Aggregate Port Number Enable LACP Port Type 1P Address Subnet Mask Action

Aggregate Port10 10 No Layer 3 Interface 1111 255.265.255.0 4. Edit Delete

10fpage v ¢ 1 >  Goto 1

Total 1

Figure 35. Adding an aggregated port-1
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9 1" 13 15 17
OO oOooood
FO OOOOOO

24 26 28 30 32 34 36 38

14 16 18 20 2

Add X
* Aggregate Port Number. Please Enter Range: 1-128 @
Interface Type: @) Layer 2 Interface (Swilching) Layer 3 Interface (Routing) @
Enable LACP: Yes © No
Add Port to the Aggregation Port
G Select Panel E Aggregate Port m VSL Porln up - shutdown E Current Port State D Electrical F'urll:l Optical Port
19 21 23 25 21 29 3N 33 3B 7 3 41 43 45 47 49 51
N I I [ I I Y

OOoOoOoOoOoOo OOoOoOoOd Odd
50 52

40 42 44 46 43

0 12

13 57
OOOOd
I
2 4 6 8

Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse

PortRele: 7 TRUNK = Layer 3 Interface

Select All  Invert Clear
o|El| -

Figure 36. Adding an aggregated port-2

" Deleting multiple aggregated ports

a. Click Bulk Delete
Click OK in the displayed window. The selected aggregated ports can be removed from in the Aggregate

b.
Port list

Tips

@) Ave you sure you want to delete?

Figure 37. Deleting multiple aggregated ports

" Editing an aggregated port
a. Click Edit . Set configuration parameters in the displayed window.

b. Click Save . The result can be viewed in the Aggregate Port list.
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* Aggregate Port Number. Range: 1-128 @
© Layer 3 Interface (Routing)

Interface Type:  Layer 2 Interface (Switching)

Enable LACP: Yes @ No

* SubnetMask 2552552550

/Add Port to the Aggregation Port
|':| Select Panel El Aggregate Port |'2'| vsL Pm‘l- up - shutdown E‘l Current Port State ﬂ Electrical Port [_] Optical Port
2% 27 29 M B B 7 39 41 43 45 47
I |
i o |

46 48

9 1 13 15 17 19 21 23
OO OoOoOoOodOo OooOoOoOood
34 3% 3B 40 a2 4

20 2 2 26 28 3 R

>

0 12 14 16 18

Port Role:  TRUNK = Layer 3 Interface
Select Al Invert Clear Tip:You can select multple ports by holding down the left mouse button and dragging the mouse
Cancel

Figure 38. Editing an aggregated port

" Deleting an aggregated port

a. Click Delete
b. Click OK in the displayed window. The selected port can be removed from in the Aggregate Port list

Tips
@) Ave you sure you wantto delete?

Cancel

Figure 39. Deleting an aggregated port

3. Port Mirroring

Port Mirroring
If Port Mirroring feature is enabled, all packets on the source port will be copied and transmitted to the destination port. A switched port analyzer (SPA} is usually connected to the destination port to analyze packels on the source port.

Multiple source ports can be mirrored to one destination port
Create Port Mirroring Bulk Delete
Sre. Port Dest. Port Monitored Packets Action

SessionD &

No Data

Figure 40. Port Mirroring
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" Creating port mirroring

MICROSENS

After port mirroring is enabled on a source port, all packets on the source port are copied and forwarded to a
destination port. A packet analyzer is usually connected to the destination port to analyze the packets on the

source port.

a. Click Create port mirroring

b. Set configuration parameters in the displayed window.

c. Click OK. The result can be viewed in the list.

Port Mirroring

If Port Mirmaring feature is enabled, all packets on the source port will be copied and transmitted to the destination port. A switched port analyzer (SPA) s usually connected to the destination port o analyze packets on the source port.

Muttiple source ports can be mirrored to one destination port.

Create Port Mirroring Bulk Delete

SessionID %

Src. Port

Dest. Port

Monitored Packets

Action

No Data

Figure 41. Creating port mirroring-1

Create

* Dest. Port

Please Enter Range: 1-4

Ii—l Select Panel Ii—l Aggregate Port Ii—l VSL Port

B Electrical Port | Optical Port

1 3 5 7 g n" 13 15 17 19 21 23

N I Ny A I L B R
N Ny I N B

2 4 6 g 10 12 14 16 18 20 22 24

25 27 29 M 33 3B I3 33 #H

NN I N I O e B
N Iy

26 28 30 32 3 3B 38 40 42

Port Role: 7 TRUNK = Layer 3 Interface

Select All Invert Clear

@ Muitiple source ports can be mirrored to one destination port. Performance may be affected if there are too many source poris.

Ii—l Select Panel I—i—l Aggregate Port Ii—l VSL Port

Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.

B Electrical Port || Optical Port

1 3 5 7 g n 13 15 17 19 21 23

N A ey I O B
Ny Y O O

25 27 29 M 33 3% 37 33 #H

I I O O B
N Iy O

2 4 ] ] 0 12 14 16 18 20 22 24 26 28 30 32 3 36 38 40 42
< >
Port Role: 7 TRUNK = Layer 3 Interface
* Monitored Packets Please Enter A

Cancel

Figure 42. Creating port mirroring-2
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" Deleting multiple mirrored ports
Click Bulk Delete . Click OK in the displayed window. The mirrored ports can be deleted.

Tips. X
@ Are you sure you wantto delete these mirror ports? ©]

Cancel

Figure 43. Deleting multiple mirrored ports
" Editing a mirrored port

Port Mirroring

If Port Mirroring feature is enabled, all packets on the source port will be copied and transmitted to the destination port. A switched port analyzer (SPA) is usually connected fo the destination port to analyze packets on the source port

Muliple source ports can be mirrored to one destination port.

Create Port Mirroring Bulk Delete

Session ID 3 Sre. Port Dest. Port Monitored Packets Action

2 Gi0M9 Gi0i20 © Delete

Figure 44. Editing a mirrored port (1)

a. Click Edit .
b. Set configuration parameters in the displayed window.

c. Click OK. The result can be viewed in the list.

Edit x

Sessiond Range 4 (D

* st Port [ select Panei['1'] Agaregate Port [ ] st Port (] Etectricat Port (] Optical Port
13 5 7 9o B 15 oUW o1 2 BB 7 N0 N B B A 30 41

OOO0OO0O00 OOoooOoOo OOoooOoOodo 4ag
OOO0OO0O00 OOoooOoOo OOooOoOoOodo 4ag

2 4 6 8 10 12 14 16 18 20 2 24 % 28 30 R M 3B 38 40 43

< >

Port Role: 7 TRUNK = Layer 3 Interface

SelectAll Invert Clear Tip: by dragging the mouse.

° port. Performance may be affected f there are too many source ports.
*Dest Port [] setect Panei[ 7] Agoregate Port [ ] vSL Port [] Etectricat Port [] Oplical Port
13 5 7T 9om Mmoot owW w2 B 2% 27 ® N B B ¥ w4

OO00000 Ooobooodo OoOooOooodg 4acc
O0O00O0o0oOo ooooOooo oooooog g

2 4 6 & 10 12 14 16 18 20 2 24 % 28 30 2 M % B 40 43

< >

Port Role: 7 TRUNK = Layer 3 Interface

* Monitored Packets  Qutbound Packets v

o

Figure 45. Editing a mirrored port (2)

-28-
© 2025 MICROSENS GmbH & Co. KG, All Rights Reserved



o MICROSENS

MS400992M / MS400993M / MS400994M

" Deleting a mirrored port

X

Tips

0 Are you sure you want to delete this mirror port? @
e -

Figure 46. Deleting a mirrored port

a. Click Delete

b. Click OK in the displayed window. The mirrored ports can be deleted.

4, Rate Limit

" Configuring port rate limiting

Rate Limit
Port Inbound Rate Outbound Rate Action

No Data

1ofpage v ¢ 1 >  Goto 1

Total 0

Figure 47. Configuring port rate limiting (1)

a. Click Configure Port Rate Limit
b. Set configuration parameters in the displayed window.

c. Click OK. The result can be viewed in the list.
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Configure Port Rate Limit X

“ select Port [_] Select Panel ['1 ] Aggregate Port [ up(>=1000M) [ up(<=100M) [l shutdown vsL [ Electrical Port [ ] Optical
Port @ Port

1 3 5 7 9 1 13 1 17 18 21 23 25 2T 29 31 33 3/ ;7 33

N N N I I N N I I O I i
OOOO0OO0O0O OOOO0O0O00 OOOO0OOoOd O&artr

2 4 6 & 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40

Port Role: T TRUNK = Layer 3 Interface

@ Select All Invert Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse
Inbound Rate Limit lspeed limit values: 64-100000KBps (The rate limit value varies with port types)
Outbound Rate Limit jspeed limit values: 64-100000KBps (The rate limit value varies with port types)

Cancel

®

Figure 48. Configuring port rate limiting (2)

" Deleting multiple rate limiting entries
Click Bulk Delete . Click OK in the displayed window. The rate limiting entries can be deleted.

Tips
@ Are you sure you want to delete these port rate limits?

Cancel

Figure 49. Deleting multiple rate limiting entries

" Editing a port rate limiting entry
Click Edit . Set configuration parameters in the displayed window. Click OK. The result can be viewed in the
list.

Edit Port Rate Limit

Inbound Rate Limit 100000 speed limit values: 64-1000000KBps (The rate limit value varies with port types)

Outbound Rate Limit 1000000 speed limit values: 64-1000000KBps (The rate limit value varies with port types)

Cancel

®

Figure 50. Editing a port rate limiting entry

" Deleting a port rate limiting entry
Click Delete . Click OK in the displayed window. The rate limiting entry can be deleted.
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MICROSENS

Tips.

0 Are you sure you want to delete this port rate limit?

Cancel

Figure 51. Deleting a port rate limiting entry

VLAN Management

Choose Network Y Port Config Y VLAN Management to access the VLAN Management page.

VLAN Management Trunk Management
n el
o I
Sl Port Comig Set Trunk Port
o) Port Management
Network Bulk Add Add Delete Selected VLAN
Loop Guard
S VLAN D VLAN Name VLAN Status Port Action
STP Loop Guard
o?m RLDP Link Detection 1 VLAN0001 STATIC Gil/1-48,Te0/49-52 @ Edit
Route Configuration
-]
System PBR Total 1 10/page v < 1 > Goto 1
Routina tahle
Figure 52. VLAN Management
1. VLAN Management
VLAN Management Trunk Management
Set Trunk Port
I Bulk Add I I Delete Selected VLAN I
VLAN ID VLAN Name VLAN Status Port Action
1 VLANO0O1 STATIC GI0M-30,Gi0132-48 Te0/43-52 ®@
1 VLAN00O4 STATIC Gii31 2 edt @
Total 2 @I 10/page < 1 > Goto 1 I

Figure 53. VLAN Management

" VLAN Adding multiple VLANs
To add multiple VLANS, click
Done .

Bulk Add and the Bulk Add window is displayed. Enter the VLAN ID and click
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Bulk Add

* VLAN ID: Range: 1-4094; Format: (3-5,200)

Figure 54. VLAN Adding multiple VLANs

" Adding a single VLAN
To add a single VLAN, click Add and the Add window is displayed. Set configuration parameters and click
Done .

Add X
* VLAN ID: Range: 1-4094
* VLAN Name:

Select Pori:

Select Panel Aggregate Port u| shutdown Current Port State VSL Port Electrical Port Optical Port
ggreg P P!

13 5 7 9 1 13015 17 18 21 23 % 27 29 31 33 3B 37 39 M 43 45 47
OOOO0OO0O OOOO0OO0O0O0 OOO0OOO0OO OOOoOdcd
NN N N I N I N I I N N N e A N I
2 4 6 8 10 12 16 18 20 2 2 % 28 30 32 3 36 38 0 42 44 46 43
< >

Port Role: 7 TRUMNK = Layer 3 Interface
Select Al Invert Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse

m Cance'

Figure 55. Adding a single VLAN

" Deleting multiple VLANs
To delete the selected VLANS, click black box before each VLAN to select multiple VLANS, then click Delete
Selected VLAN . The error message is displayed. Click OK.

-32-
© 2025 MICROSENS GmbH & Co. KG, All Rights Reserved



Web Manual
MS400992M / MS400993M / MS400994M

Tips

Are you sure you want to delete these VLANS?

Figure 56. Deleting multiple VLANs

" Editing a VLAN
To edit a VLAN, click  Edit , and the Edit window is displayed. Set configuration parameters and click Done .

Edit X
VLAN ID: Range: 1-4094
* VLAN Name: VLANODO4

Select Port:

G Select Panel m Aggregate Port E up - shutdown ﬂ Current Port State E VSL Port G Electrical Port |:| Optical Port

13 5 7 9 13 15 17 13 21 23 % 27 29 3 3B 3B/ 7 9 4 43 5 4
OOO0O0O00O00O0 OOOO0O0O00O OOoOO0OOoOoO OoOoOooOo.d
OOOOO0O0 OOOOO0O0 OOoOOOoOoO OoOoOooOo.d
2 4 6 8 10 12 14 16 18 20 2 2 2% 28 30 32 34 36 38 0 4 4 45 48
< >

Port Role: T TRUNK = Layer 3 Interface
Select Al Invert Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse

m Cance‘

Figure 57. Editing a VLAN

" Deleting a VLAN
To delete a VLAN, click Delete . The Error dialog box is displayed. Click OK.

Tips >

Are you sure you want to delete the selected VLAN?

Figure 58. Deleting a VLAN
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2. Trunk Management

VLAN Management Trunk Management

Set Trunk Port

Buk Delete ()

GioN7

Port

Native VLAN
10

Gi0/18 10

Total 2

" Setting a Trunk port
To set a trunk port, click
meters and click OK.

Set Trunk

Allowed VLANs
10

10

Figure 59. Trunk Management

. The Configure Trunk Port

MICROSENS

Action

5 Delete
¢ edftr velete| D

@ I 10/page

©]

< 1 > Goto 1 I

window is displayed. Set configuration para!

Configure Trunk Port

Port

Select Port G Select Panel E Aggregate Port ﬂ up(>=1000M) - up{==100M) - shutdown E VSL ﬂ Electrical Port |:| Optical

1 3 5 7 9

2 4 6 8 10

13 15 17 19 21 23

OO0O0O0OO0O0 OO4OgO0OO0OO0O OoOoOoOodaOod
OOOOOO0 OOOO0O0O OOoOoOoOoO

14 16 18 20 22 24

Port
25 27 29 31 33 3/ 37 33 4
26 28 30 32 34 3 38 40 42
>

Select All Invert Clear

* Native VLAN

* Allowed VLANS

Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.

Range (1-4094)

VLANIDis 1-4,094.

Cancel

" Deleting multiple trunk ports

Figure 60. Setting a Trunk port

To delete multiple trunk ports, click black box next to each trunk port to select multiple trunk ports, and then

click Bulk Delete

© 2025 MICROSENS GmbH & Co. KG, All Rights Reserved

. The Error dialog box is displayed. Click OK.
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Tips X

@) Are you sure you want to delets these trunk ports? ©)

o

Figure 61. Deleting multiple trunk ports

" Editing a trunk port
To edit a Trunk port, click Edit . The Edit Trunk Port window is displayed. Set configuration parameters and

Click OK.
Edit Trunk Port *
Port  Gi0/17
* Native VLAN 10 Range (1-4094)
* Allowed VLANS 10 VLAN IDis 1 - 4,094.
Cancel
_

Figure 62. Editing a trunk port

" Deleting a trunk port
To delete a selected trunk port, Click Delete . The Error dialog box is displayed. Click OK.

Tips

o Are you sure you want to delete this trunk port?

Figure 63. Deleting a trunk port

4.5.2. Loop Guard

STP Loop Guard

Choose Network Y Loop Guard Y STP Loop Guard  to access the STP Loop Guard page.
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Global Settings Port Settings STP State
- D ———

Home  port Config

The purpose of STP Loop Guard feature is to discover and enable an optimal tree-lie topology in the LAN to ensure stability of the network

o Port Management
STP-a protocol used to avoid broadcast storms caused by fink loops and to provide link redundancy and backup.
Network p 3
etwol VLAN Management (M Disable STP Loop Guard
Py MST Settings

Loop Guard

SECiRY i Note: When adding an instance, you are advised to disable the STP Loop Guard feature, and enable it after the configuration is created, so as to ensure the stability and convergence of the network topology.
STP Loop Guard i - - - - - - . - . - - . -

“’&\H RLDP Link Detection m Delete Selected Instance

Route Configuration Instance Value VLAN Priority Action

0 1-4094 8 4 Edit

Routing table

Total 1 10fpage v < 1 > G 1

Static Route

Figure 64. STP Loop Guard
Enable or disable STP Loop Guard : Click Enable STP Loop Guard to enable or disable STP loop guard.

1. Global Settings

Global Settings Port Settings STP State

The purpose of STP Loop Guard feature is to discover and enable an optimal tree-like topology in the LAN 1o ensure stability of the network.

STP: a protocol used to avoid broadcast storms caused by link loops and to provide link redundancy and backup.
@ @) Enable STP Loop Guard

* Handshake | 2 Time (5): 1-10. Default: 2
*Priority: | 8 Range: 015, Default, 8
Time:
® * Aging Time: | 20 Time (s): 6-40. Defaut: 20 * Forward Delay: | 15 Time {s): 4-30. Defauit- 15
STP Mode: ~ MSTP v
* MST Name: *MST Version: 0 Range: 0-63535. Defauit: 0

MST Settings

® beet saeced nstance | (@)

Instance Value VLAN Priority Action
. ’ ®
Total 1 10/page < 1 > Goto 1

Figure 65. STP Loop Guard - Global Settings
a. Global Settings: Enable STP Loop Guard and set configuration parameters. There are three STP modes,
which are STP, RSTP, and MSTP. Click  Save to submit the global settings.
b. Add instances: Click Add to add instances.
c. Delete instances: Click  Delete Selected instance to delete instances.
d. Editinstances: Click  Edit to edit instances.

2. Port Settings

| You are advised to enable  Port Fast on the port directly connected to a PC.

" Setting the STP loop guard function for multiple ports
Click Bulk Set . The Bulk Set window is displayed. Set configuration parameters. Add or delete the port prior!
ity by clicking Add or Delete . Select multiple ports, and click Save to submit the configuration. Then the
result will be displayed in the list.
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Bulk Set
Protection Mode:
Port Fast

BPDU Guard:  Enable

Connection Type:

POMPHOMY: g+ «xnsonsseessmneaneensee
: | + Acd

Select Port:

[] select Panel[1] Aggregate Port [+] VSL Port [ Copper Port ] Optical Port

13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49

OOOO0O0O00O OOOOOoOoO OoOoOoood 0Ol
o o
50

14 16 18 20 2 20 26 28 30 32 34 36 38 40 42 44 46 4B

>

Port Role: T TRUNK = Layer 3 Interface

Select All Invert Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse

Figure 66. STP Loop Guard - Port Settings

" Editing the STP loop guard function for a single port
Click Edit inthe Action column. A window is displayed. Set configuration parameters. Add or delete the port
priority by clicking  Add or Delete . Click Save to submit the configuration. Then the result will be displayed in
the list.

Port:Gio/
Protection Mode:
Port Fast
BPDU Guard:
Connection Type:

Port Priority: -

i Instance:

i 01 Delete

Figure 67. Editing the STP loop guard function for a single port

3. STP State
Click Configuring Spanning Tree to enable the STP loop guard function.

Global Settings Port Settings STP State

Figure 68. STP Loop Guard - STP State

" Enable Edge Port
Select a disabled edge port and click Edge Port Enabled The icon of Port 21 is changed to enabled state.
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Global Settings Port Settings STP State

STPStale. @ Enable ® Configuring Spanning Tree

STP Mode: usTP
Root Bridge Status. Root Bridge
Instance: 0 v

Select Panel Port

[ setect Panel [1] Aggregate Port 2] up [l shutdown [ ] Gurrent Port State [2] VSL Port [ Gopper Port [ Opical Port

13 5 7 9 M 1315 17 19 25 27 29 31 33 3/ 37 39 41 43 45 47 43 51

OOO0O00O00O0 OOOOdobo OOOOOodO0 ooOodOoOo OO

OOO0O00O00O0 OOOO0OO0O OOoOoOOodoO OooOodOodOo oo

2 4 6 8 10 1 1w o1 13 20 2 2 2%6 28 30 32 34 36 33 40 42 44 46 43 50 52
: T TRUNK = Layer 3 Interface ® Root Port © Designated Port @ Alt Port @ Master Port  STP Port State: @ STP Enabled and Forwarding @ STP Enabled and Blocking © STP Enabled Edge Port Enabled

Figure 69. Enable Edge Port

" Disable Edge Port
Select an enabled edge port and click Edge Port Disabled . The icon of Port 21 is changed to disabled state.

Global Settings Port Settings STP State

STPState: @ Enable ® Configuring Spanning Tree

STP Mode: MSTP
Root Bridge Status. Root Bridge
Instance: 0 v

Select Panel Port

[ Select Panel (7] Aggregate Port [ up [l shutdown [*] Current Port State [=] VSL Port ] Copper Port (] Optical Port

1 13015 17 19 25 27 29 3 33 35 I} 39 41 43 45 47 43 51

9
OO OooOooOond OOO0O0OO0OOO0O OOoOoOoOo Ood
OO0 OOoOO0O0 OooOodOoOdOo OoOoOdOdOo OO

0 12 1 16 18 20 2 24 26 28 30 32 34 3% 38 4 42 a4 48 48 50 52

ayer 3 Interface ® Root Port ® Designated Port ® Alt Port @ Master Port ~ STP Port State: & STP Enabled and Forwarding @ STP Enabled and Blocking © STP Enabled Edge Port Enabled

Figure 70. Disable Edge Port

RLDP Link Detection

Choose Network Y Loop Guard Y RLDP Link Detection to access the RLDP Link Detection page.

P RLDP Link Detection
Home  port Config

Port Management RLDP is used for loop detection on access switches, especially when the downlink HUB of the access switch may form loops (BPDU Guard cannot prevent this type of loops). You are advised to enable RLDP feature for all ports of the access switch connecting clients, in order

to prevent all types of loop on the port.

Network /| \N Management RLDIP can also be enabled for distribution switch but the grain of loop control and prevention is coarse.
RLDP: Rapid Link Detction Protocol, i a protocol for rapid detection of Ethernet link failures:
o Loop Guard
Security @ RLDP Link Detection

STP Loop Guard

o
o I RLDP Link Detection I Global Settings Port Settings RLDP State

Route Configuration
o * Detection Interval: 3 Range (1-155)
system PBR

Routing table * Number of Detections: |~ 2 Range (2-10)

Static Route

Recovery Cycle: Range (30-86400s)
Network Management ...

SNMP/Trap

TelnetssH

Anuanead Canfinuratinn

Figure 71. RLDP Link Detection

Click RLDP Link Detection to enable or disable RLDP.
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RLDP Link Detection

RLDP is used for loop detection on access switches, especially when the downlink HUB of the access switch may form loops (BPDU Guard cannot prevent this type of loops). You are advised to enable RLDP feature for all ports of the access switch connecting clients, in order
to prevent all types of loop on the port

RLDIP ¢an also be enabled for distribution switch but the grain of loop control and prevention s coarse.

RLDP: Rapid Link Detection Protocal, is a protocal for rapid detection of Ethernet link failures.

@) RLDP Link Detection

Global Settings Port Settings RLDP State
* Detection Inferval: 3 Range (1-13s)
* Number of Detections: 2 Range (2-10)
Recovery Cycle: Range (30-86400s)

save

Figure 72. Enable/disable RLDP Link Detection

1. Global Settings

RLDP Link Detection

RLDP i used for loop detection on access switches, especially when the downlink HUB of the access switch may form loops (BPDU Guard cannot prevent this type of loops). You are advised to enable RLDP feature for all ports of the access switch connecting clients, in order
to prevent all types of loop on the port.

RLDIP can also be enabled for distribution switch but the grain of loop control and prevention is coarse.

RLDP: Rapid Link Detection Protocol, is a protocol for rapid detection of Ethernet link failures.

@ RLOP Link Detection

Global Settings Port Settings RLDP State
* Defection Interval: | 3 Range (1-155)

* Number of Detections: | 2 Range (2-10)
Recovery Cycle: Range (30-864005)

Figure 73. RLDP Link Detection - Global Settings

" Save : After you have entered the detection interval, number of detections, and restoration cycle (optional),
click Save to save the global settings.

2. Port Settings

" Port open loop detection, can avoid the loop caused by the broadcast storm problem. It is
recommended to turn on RLDIP loop check on the port where the access device connects
to the userOs IPC.

" RLDP feature should be enabled on both ports for unidirectional and bidirectional link
detection. You are advised to enable this feature on the link between devices.

" Only port violation or alarm can be configured for port aggregation. Loop detection on a
member port of the aggregate port will be synchronized to other members ports of the
aggregate port.
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RLDP Link Detection

RLDP is used for loop detection on access switches, especially when the downlink HUB of the access switch may form loops (BPDU Guard cannot prevent this type of loops). You are advised to enable RLDP feature for all ports of the access switch connecting clients, in
order to prevent all ypes of loop on the port.

RLDIP can also be enabled for distribution switch but the grain of loop control and prevention is coarse.

RLDP: Rapid Link Detection Protocol, is a protocol for rapid detection of Ethemet link failures.

@) RLDP Link Detection

Global Settings RLDP State

Description

i 1.Port open loop detection, can avoid the loop caused by the broadcast storm problem. It is recommended to turn on RLDIP Io0p check on the port where the access device connecs to the user's IPC.
2. RLDIP feature should be enabled on both ports for unidirectional and bidirectional link detection. You are advised to enable this feature on the link between devices
3. Only port violation or alarm can be configured for port aggregation. Loop detection on a member port of the aggregate port will be synchronized to other members ports of the aggregate port

Add RLDP Detection Port Delete RLDP Detection Port

Port Detection Type: Troubleshooting Action

Gioi Loop Detection - Alarm & Edit [ Delete
Gi02 Loop Detection - Alarm £ Edit [ Delete
Gior3 Loop Detection : Alarm £ Edt [ Delste
Gio/a Loop Detection : Alarm £ Edt [ Delete
Giols Loop Detection : Alarm £ Edt [ Delete
Giois Loop Detection : Alarm £ Edt 1 Delete
Gioi7 Loop Detection - Alarm & Edit [ Delete

Figure 74. RLDP Link Detection - Port Settings

Adding an RLDP detection port

Click Add RLDP-enabled port . The Add RLDP Detection Port window is displayed. RLDP involves unidirec!
tional link detection, bidirectional link detection, and loop detection. You can select multiple ports one by one,

or using the Select All , Invert , and Clear button. Click Add to submit the configuration. The result will be
displayed in the list.

Add RLDP Detection Port

Detection Type
Unidirectional ~

| [Bidirectional Alarm(warnin ~
)

L oop Detection Alarm(waming)

"] Select Panel [ ] Aggregate Port (] upt>=1000m) [ up(<=100) [l shutsown (% Disable port forwarding(Block) [ copper Port [ Optical Port

1Bt 7 18 21 23 25 g7 PoftVilaions(shutdown) 39 41 43 45 a7

3

O OOO0OO0O00 OO ossesusaonsyy 1000
[ OO0 0wy OO0O0dnd
4

14 16 18 20 22 24 2% 28 30 32 34 36 38 40 42 4 4 48

|

O

O
2

<

Tip:You can select multiple poris by holding down the left mouse button and dragging the mouse

[©] Cancel

Figure 75. Adding an RLDP detection port

" Deleting RLDP detection ports
Select one or multiple ports. Click Delete or Delete RLDP Detection Port to delete the selected ports.
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Tips

0 Are you sure you want to delete selected items?

Cancel

Figure 76. Deleting RLDP Detection Ports

3. RLDP State

RLDP Link Detection

RLDP s used for loop detection on access switches, especially when the downlink HUB of the access switch may form loops (BPDU Guard cannot prevent this type of loops). You are advised to enable RLDP feature for all ports of the access switch connecting clients, in order
to prevent all types of loop on the port.

RLDIP can also be enabled for distribution switch but the grain of loop control and prevention is coarse.

RLDP: Rapid Link Detection Protocal, is a protocol for rapid detection of Ethemet link failures.

@) RLDP Link Detection

Global Settings Port Settings

Local MAC Address: c0a4 7646 9190

Select Panel Port:

[ select Panel [T Aggregate Port [2 up [l shutdown [ Current Port State [ copper Port [] optical Port
13 5 7 5 1 13015 17 19 21 23 25 27 29 31 B B ;7 39 M 43 45 47 49 51
2 4 6 8 10 12 14 16 18 20 2 24 % 28 30 32 34 3% 3B 0 42 44 45 48 50 52

I RLDP State: & RLDP Monitoring @ Violated PanI

Figure 77. RLDP Link Detection - RLDP State

" RLDP State : You can view the RLDP state of a port enabled with RLDP detection on the panel by clicking it.
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RLDP Link Detection

RLDP'is used for loop detection on access switches, especially when the downlink HUB of the access switch may form laops (BPDU Guard cannot prevent this type of loops). You are advised to enable RLDP feature for all ports of the access switch connecting clients, in order
1o prevent all types of loop on the port.

RLDIP can also be enabled for distribution switch but the grain of loop control and prevention is coarse.

RLDP: Rapid Link Detection Protocol, is a protocol for rapid detection of Ethernet link failures.

@) RLDP Link Detection

Global Settings Port Settings RLDP State

Local MAC Address: c0a4.7646.9190

Select Panel Port:

[ selectPanel [1] Aggregate Port (2] up [l shutdonn [] current Port tate "] copper Port [] opiical Port
1 5 7 9 1 1315 17 19 21 23 25 27 29 31 33 B ] 39 41 43 45 47 49 51
[ OooOoCoO Ooooon OoOoooCoon OoOooCoC OO
[ I | N o N N I IO
2 4 6 8 10 1 14 16 18 20 2 24 % 28 30 32 34 3% 38 40 42 4 45 48 50 52

RLDP State: & RLDP Monitoring @ Violated Port

Recover All

Loop Detection

Alarm

Figure 78. RLDP state of a port

" Restore All  :Youcanclick Restore All  to recover all violated ports.

RLDP Link Detection

RLDP is used for loop detection on access switches, especially when the downiink HUB of the access switch may form loops (BPDU Guard cannot prevent this type of loops). You are advised to enable RLDP feature for all ports of the access switch connecting clients, in order
to prevent all types of loop an the port.

RLDIP can also be enabled for distribution switch but the grain of loop control and prevention is coarse.

RLDP: Rapid Link Detection Protocol,is  protocol for rapid detection of Etheret link failures

@ RLDP Link Detection

Global Settings Port Settings RLDP State

Local MAC Address: c0a4.7646.9190

Select Panel Port

[ select Panel (1] Agaregate Port [ up [l shutdown [¥] current Port State [ copper Port (] Optical Port

9 M 1315 17 19 21 23 25 27 29 3 33 3B ;7 39 41 43 45 47 49 51

3 5 7

oo oo ooy OoOooory o
I o S I o N I Y N N N Y o Y O O
4 6 8

10 12 14 16 18 20 2 24 2% 28 30 32 34 3% 38 40 42 44 46 48 50 52

RLDP State: & RLDP Monitoring ® Violated Port

Figure 79. Restore All

4.5.3. Route Configuration

PBR

Route priority description: The PBR-based route, static route, and default route are in descending order of priority. PBR
matching order description: The policy with the smallest policy priority value is matched first.

Choose Network Y Route Configuration Y PBR  to access the PBR page.
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(]
Home - port Config PBR: This packet routing and forwarding mechanism is more flexble than routing based on the destination network. The device will determine the next-hop address of packets based on the route map.
Route priority description The PBR-based route, stafic route, and defauit route are in descending order of priity.
() Port Management PBR matching order description The policy with the smallest policy priority value is matched first. If packets match one policy, packets do not match subsequent policies. If packets do not match any policy, the device processes packets based on the priority of the route.
Network
VLAN Management
B bsansa
9 Loop Guard
Security
STP Loop Guard Interface with Policy Applied  Policy Priority Next Hop IP ‘Outbound Interface VRF Matching ACL Action
© RLDP Link Detection
o&M
Route Configuration
-]
System PBR
No Data
Routing table
Static Route
Total 0 1page © ¢ 1 >  Gowo 1
Figure 80. PBR
1. Creating a PBR
Click Create PBR . Set the configuration items in the pop-up window. Click Save to deliver the configuration.

Create PBR

* Interface with Policy Applied  Please Select

*Policy Priority  Please Enter

NextHop P Please Enter

Matching ACL  Please Select

Cancel

Figure 81. Creating a PBR

2. Editing a PBR
Click Edit in the Action column of a PBR. Modify the configuration items in the pop-up window. Click Save to

deliver the configuration.
3. Deleting a PBR

You can delete one PBR or delete multiple PBRs in a batch. Select PBRs and click Delete Selected to delete the
PBRs in a batch. Click Delete inthe Action column ofa PBR to delete it.

Confirm on Delete X

o This operation cannot be undone. Are you sure you want to

continue?

Cancel

Figure 82. Deleting a PBR

Routing table

Choose Network Y Route Configuration Y Routing Table to access the Routing Table page. You can select a route type
from the Route filtering drop-down list to filter routes.
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Figure 83. Routing table

Static Route

Static Route: By adding a static route, packets destined for a specified destination network are routed along a prede!
termined path.

Routing Preference:  Source In Source Out Y Forward DNS Proxy Y Policy Routing Y User Routing and Application Routing
Y Static Routing Y Address Base Auto Routing Y Multi-Link Load Balancing and Default Routing

1] The system allows you to configure 32 equal-cost routes with the same destination network seg!
ment. If the upper limit is exceeded, the configuration only takes effect for the first 32 routes.

Choose Network Y Route Configuration Y Static Route to access the Static Route page.

Figure 84. Static Route

1. Adding a Static Route
Click Add Static Route . In the pop-up window, set relevant parameters. After the configuration is complete, click
Done .
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