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1. Introduction

managed switch software provides rich functionality for switches in your networks. This guide describes
how to use Wekbased management interface (Web Ul) to configure managed switch software features.

The Web Ul supportdldrequently used web browsers listed below:
Internet Explorer 8 andbove
Firefox 20.0 andbove
Chrome 23.0 andbove
Safari 5.1.7 andbove

Ly GKS 2S06 ! Ly GKS fSTil O2ftdzvyy aK2ga (GKS O2yFA:
status Green squares indicate the port link is up, while black squares indicate the port link is down. Below
the switch panel, you can find a common toolbar to provide useful functions for users. The rest of the
screen area displays the configuration settings.

Status /' System Information

v Status

System Information s TRBESBABEELAA . FE 1.3 5 7 9 1113 15 17 19 21 23
Logging Message . o LINK EEEEEEY IR IRy D
v Port PWR 2 4 6 8 101214 16182022242628 L‘c’)‘“( |:| bl g gl ! gl g gl g L el el ! | — — | —

- . Console 2 4 6 8 1012 14 16 13 20 22 24 25 26 27 28 USB
Link Aggregation
MAC Address Table
v Network -
System Information Edit 100% T
. ity
« Port Model M324GP-4SFP+ 0%
v POE Setting System Name  Switch B0
70%
« VLAN System Location  Default -
v MAC Address Table System Contact  Defaul 50%
. Serial Number 0123456769 40%
v Spanning Tree "
+ ERPS MAC Address  00:E0'4C:00:00:00 "
- 2 %
v DISCGVEW 1Pv4 Address 192 183.1.200 ;
-4937-63¢4-0-260-4c Ffa00H 0%
v DHCP IPvé Address fddd:4837.83e4:0.260 4 fe00.0/64 07:5800  D7:59:.00 080000 08:01:00  03:02:00
fe80::2e0:4cff-fe00:0/64 Time
o lelditEzs System OID  1.3.6.1.4.127282.1.1
v Routing System Uptime 0 day. 0 hr. 2 min and 56 sec
i Current Time ~ 2022-01-D1 08:02:11 UTG+8 100%
v Security mEN
90% r
v ACL Loader Version  3.6.7.55090 80%
+ QoS Loader Date  May 19 2022 - 15:32:36 0%
+ Diagnostics Firmware Version  1.0.0.7 ’?‘f:
st
Firmware Date  Jun 01 2022 - 13:24:40
¥ Management 40%
%
Telnet Disabled
%
SSH  Disabled o ]
HTTP  Enabled
00 D7:58:00 0000 001 08:02:00

08:00:00
HTTPS Disabled R
Time
SNMP  Disabled

Figure 11 Web User Interface
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2. Status

Use the Status pages to view system information and status.

2.1. Systeminformation

To display System Information web page, cBtktus > System Information

This page shows switch panel, CPU utilization, Memtligation and other system current information.
It also allows user to edit some system information.

Status /)’ System Information

~ Status
System Information FOE
¥ . SYS 1357 81113151719821232527 CIC 7\ 2.3 15||7 3 2 23|
Logging Message - - LINK | E | D
-
v Port PWR 2 4 6 8 10121416182022242628 LINK l:‘ gl g gl bl g g el el gl el el | —
. POE Console 2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28 USB
Link Aggregation

MAC Address Table

v Network
System Information Edit 100%

——
ECPU]
- (Pt Model  M324GP-43FP+ 0% Tl
v POE Setting System Name ~ Switch 0%
70%
v VLAN System Location  Default o
v MAC Address Table BESHCSNSS) Deful 0%
ST T Serial Number 0123456759 40%
v
panning Tree o
+ ERPS MAC Address  D0.E0:4C:00.00:00 20%
. 2 10%
- By IPv4 Address 132 168.1200
g3 C D%
+ DHCP (PUSIRRCNRN 004953 4:0-2el Ac T fell).0i84 075300  07:5800 080000 080100  08:02:00
1680-260:4c 1500054 Time
o Lol System OID | 1361412728211
v Routing System Uptime 0 day, O hr, 2 min and 56 sec
CurrentTime ~ 2022-01-01 08:02:11 UTC+3 100%
v Security ey
30%
v ACL Loader Version ~ 3.6.7.55080 80%
v QoS Loader Date  May 192022 - 15:32:36 70%
« Diagnostics Firmware Version 1007 :2:
Firmware Date  Jun 01 2022 - 13.24:40
v Management 40%
0%
Telnet Disabled
20%
SSH  Dissbled
jsable o ‘
HTTP  Enabled 1

0%
07.53.00 07:59.00 08:00.00 08.01:00 08:02:00

HTTPS Disabled .
Time

SNMP  Disabied

Figure 21 System Information Page
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Field Description
Model Model name of the switch

System Name

System name of the switch. This name will alse as CLI prefix of
SIOK tAYS®{o@X BAKIOKEBE 2 NJ

System Location Location information of the switch

System Contact Contact information of the switch

MAC Address Base MAC address of the switch

IPv4 Address  Current system IPv4 address

IPv6 Addess Current system IPv6 address

System OID SNMP system object ID

System Uptime  Total elapsed time from booting

Current Time Current system time

Loader Version Boot loader image version

Loader Date Boot loader image build date

Firmware Version Currert running firmware image version

Firmware Date  Current running firmware image build date

Telnet Current Telnet service enable/disable state
SSH Current SSH service enable/disable state
HTTP Current HTTP service enable/disable state

HTTPS Current HTTPService enable/disable state

SNMP Current SNMP service enable/disable state

It AOY

Table 21 Current System Information

G9RAUEODdziIG2Yy 2y GKS GFotS GAGES G2
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Status )’ System Information

Edit System Information

System Name | Switch
System Location  |Default

System Contact |Default

Figure 22 Edit System Information dialog

Field Descriptin

System name of the switch. This name will also use as CLI pre
SIOK tAYS®d{o@X BAKIOKEBE 2 NJ

System Location Location information of the switch

System Name

System Contact  Contact information of the switch

Table 22 System Information Eids

2.2. LoggingMessage

To view the logging messages stored on the RAM and Flaslt$tetak> Logging Message
Status )’ Logging Message

Logging Message Table
Viewing | RAM
Showing | All ¥ | entries Showing 1to 3 of 3 entries Q

| LogiD | Time | severity | Description |

1 Jan 012020 08:01:12  notice AAA-0-CONMNECT: New hitp connection for user admin, source 192 168 1.100 ACCEPTED
2  Jan 012020 08:00:07 nofice PORT-5-LINK_UP: Interface GigabitEthernetd link up
3 Jan 012020 00:00:05 notice SYSTEM-5-COLDSTART: Cold startup

First | | Previous | 1| | Mext | | Last

Clear ] [ Refresh

Figure 23: Logging Message page.
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Field Description
Log ID The log identifier.
Time The time stamp for the logging message.
Severiy The severity for the logging message.
Description The description of logging message.
Table 23: Logging Message fields.
Field Description
The logging view including:
Viewing RAM:Show the logging messages stored onR#eM.
- Flash:Show the logging messages stored onFlesh.
Clear Clear the logging messages.
Refresh Refresh the logging messages.
Table 24: Logging Message buttons.
2.3. Port

The Port configuration page displays port summary and status information.

2.3.1. Satistics

To display Port Counters web page, ctiktus > Port > Statistics

This page displays standard counters on network traffic form the Interfaces, EtH&mand RMON MIB.
Interfaces and Etherndtke counters display errors on the traffpassing through each port. RMON
2T RAFTFSNBy

O2 dzy . SN&

LINR GARS |

G241t O2dzyi

button will clear MIB counter of current selected port.
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Status /. Port ) Statistics

o
Al
() Interface
) Etherlike
) RMON
) Mone
) Bsec
® 10sec
() 30sec

Clear

=T e T o [ o o [ - Y e Y o [ e Y = Y e R o |
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o o o o o o o o o O O O

(=T = I = R = = R = N = N = I = N = I = R = R = N = N = N = R =]

Figure 24 Port Counters Page
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Field Descripton

Port Select one port to show counter statistics.

Select the MIB counter to show different counter type
All: Allcounters.
MIB Counter - Interface:Interface related MIBounters
Etherlike:Ethernetlike related MIBcounters
- RMON:RMON related MIBounters

Refresh the web page every period of seconds to get new cour
of specifiedoort

Refresh Rate

Table 25 Port Counters Fields

2.3.2. ErrorDisabled

To display the status of port error disabled, ciBtltus>Port > Error Disabled

Status / Port /' Error Disabled
v Status | O | Port | Reason | Time Left {sec)
GE1 - -
GE2
GE3
GE4
GES
GE&
GET
GE8
GES
GE10
GE11
GE12
GE13
GE14
GE15
GE16
GE17 -

Figure2-5: Error Disabled Status page.

System Information
Logging Message
» Port
Statistics
Error Disabled
Bandwidth Utilization
Link Aggregation
MAC Address Table

v Network

v Port

v POE Setting

+ VLAN

+ MAC Address Table

v 3panning Tree

OooOOooOOooDOoOooOoooOooono

N 5 1aTal

Field Description

Port Interface or port number.

Port will be disabled by one of the following error reason:

Reason . BPDUGUard

-14¢
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UDLD
Self Loop
Broadcast Flood
Unknown MulticastFlood
- UnicastFlood
- ACL
Port Security Violation
- DHCP ratéimit
- ARP ratdimit

Time Left (sec) The time left in second for the error recovery.

Table 26: Error Disabled Status fietd

2.3.3. Bandwidth Utilization

To display Bandwidth Utilization web page, cititus > Port > Bandwidth Utilization

CKAA LI IS Ffft26 dzaSNI G2 ONRGAS LIR2NIaAQ o6FyRgeARID
automatically in every refresh period.
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Status )’ Port )’ Bandwidth Utilization

Refresh Rate |5 v | sec

[ [1000Mbps|__[Link Down] [ [1000Mbps|__[Link Dovin|

0% 10%  20% 30%  40% 50% G0%  70% 80% 90%  100% 0 10 20 30 40 50 60 70 20 a0 100
Transmit (%) Receive (%)

Figure 26 Port Bandwidth Utilization Page

Field Description

Refresh the web page every period of seconds to get new

Refresh Rate bandwidth utilization data

Table 27 Bandwidth Utilization Fields

2.4. LinkAggregation

To display Link Aggregatistatus web page, clicBtatus > Link Aggregation
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Status )’ Link Aggregation

Link Aggregation Table

| LAG | Name | Type | Link Status | Active Member | Inactive Member

LAG1 —
LAG 2 —
LAG 3 —
LAG 4 —
LAGS —
LAG 6 —
LAGT —
LAG S —

Figure 27 Link Aggregation Status Page

Field Description
LAG LAG Name
Name LAG port description

The type of the LAG
- Static: The group of ports assigned to a static LAG are
always activenembers.
LACPThe group of ports assigned to dynamic LAG are
candidate ports. LACP determines which candidades
are active membeports.

Type

Link Status LAG port link status

Active Member  Active member ports of the LAG

Inactive Member  Inactive member pas of the LAG

Table 28 LAG Status Fields

2.5. MACAddressTable

To display MAC Address Table status web page Stiatls > MAC Address Table
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The MAC address table page displays all MAC address entries on the switch including static MAC addre
S GSR 0@ FRYAYAAOGANI G2NJ 2NJ [ dzi2 € SIFENYSR FTNRY KI
SYGNASE YR awSTNBaKE odzidz2y gAtf NBINARSGS I 0

Status /» MAC Address Table

~ Status
System Information MAC Address Table
Logging Message Showing [All [] entries Showing 1 to 15 of 15 entries
» Port
Statistics |VLAN | MAC Address Type ‘ Port ‘
1 ODEDACODDOOD M t CPU
Error Disabled ragemen
. 1 ODOECECICEFE D) GE23
Bandwidth Utilization ynamie
. 1 ODEDACSEABFFO D GE23
Link Aggregation ynamie
1 OAEDAFBISZED Dynamic GE23
MAC Address Table
1 2A46:F1:36:00:A4D Dynamic GE23
v Network 1 50:2873D265:A4  Dynamic GE23
v Port 1 SCEEECTESCEHT  Dynamic cE2:
) 1 70:8B:CD:BAEID6 Dynamic GE23
v POE Setting
1 78:D3:BD:D$:15:D8  Dynamic GE23
v VLAN 1 BDEZ2CTTEFE!  Dynamic GE23
+ MAG Address Table 1 B0:96:6C:2C:OF4C  Dynamic GE23
5 T 1 B0:96:6C:2C:0F4E  Dynamic GE23
v =panning free 1 B0:966C:3SBAAA  Dynamic GE23
v ERPS 1 BO9E6C:AS.BE:2E  Dynamic GE23
+ Discovery 1 CE8:02:01ESAS  Dynamic GE23
DR
v Multicast
Figure 28 MAC Address Status Page

MAC Address MAC address

The type of MAC address
Management5'! ¢ Qa4 o6l asS YI O |
Type purpose
Static:Manually configured bgdministrator
- Dynamic:Auto learned byhardware
The type of Port
Port - CPU5 | ¢CQPH port for managemepurpose
- Other: Normal switchport
Table 29 MAC Address Status Fields

0«
0«
Z

3. Network

Use the Network pages to configure settings for the switch network interface and how the switch
connects to a remote server to get services.
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3.1. IPAddress

To configure the Switch IP/IPv6 address and DNS configurationNebafork > 1P Address
Network /' IP Address

Static

R » Dynamic

PAddress [192.168.1.1

(%]

r

Pod
T

Subnet Mask |25

Default Gateway |'i_-: 168.1.254

Auto Configuration |« Enable
DHCPv6 Client Enable

IPv6 Address |

Prefix Length |-j: 0-128

IPv6 Gateway |

IPv4 Address 192 168.1.1
IPv4 Default Gateway  192.168.1.254
IPvG Address

IPv6 Gateway
Link Local Address fe80::2e(:4cfife00:0/64

Apply

Figure 31: IP Address page.

Field Description

The address ype of switch IP configuration including

Address Type - Static:Static IP configured hbysers will baused.
- Dynamic:Enable the DHCP to obtain the IP address from a BEIQEY.
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IP Address

Specify the switch static IP address on the static configuration.

Subnet Mask

Specify the switch subnet mask on the static configuration.

Default Gateway

DNS Server 1

Speify the default gateway on the static configuration. The default gate\
must be in the same subnet with switch IP adds¥iguration.

Specify the primary usatefined IPv4 DNS server configuration

DNS Server 2

Specify the secondg userdefined IPv4 DNS server configuration

Table 31: IPv4 Address fields.

Field

Description

Auto
Configuration

Enable/Disable the IPv6 auto configuration.

DHCPvV6 Client

Enable/Disable the DHCPV6 client.

IPv6 Address

Specify the IPv6 address, whthe IPv6 auto configuration and DHCPv6
client aredisabled.

IPv6 Prefix

Specify the prefix for the IPv6 address, when the IPv6 auto configuration
DHCPV6 client aiisabled.

Gateway

Specify the IPv6 default gateway, when the IPv6 auto coraigun and
DHCPV4 client astisabled.

DNS Server 1

Specify the primary usatefined IPv6 DNS server configuration.

DNS Server 2

Specify the secondary usdefined IPvé DNS server configuration.

Table 32: IPv6 Address fields.

Field

Description

IPVA Address

The operational IPv4 address of the switch.

IPv4 Gateway

The operational IPv4 gateway of the switch.

IPv6 Address

The operational IPv6 address of the switch.

IPv6 Gateway

The operational IPv6 gateway of the switch.

Link Local
Address

The IP@ link local address for the switch.

Table 33: Operational Status fields.
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3.2. Systemlime
To display System Time page, cNigkwork > System Time

This page allow user to set time source, static time, time zone and daylight saving settings. Time zone
and daylight saving takes effect both static time or time from SNTP server.

Network ' System Time

SNTP
Source From Computer
» Manual Time

Time Zone UTC +300

Address Type o

Server Address |

Server Port |22 1- 65535, default 123

Date |2020-01-01 YYYY-MM-DD

Time |08:14:20 HH:MM: 5%

® MNone
Recurring
Type Mon-recurring
USA
Europen
Offset |50 Min (1 - 1440, default 60

From; Day |Sun » Week | First Month |Jan » Time|
Recurring

To: Day | Sun « Week | First Month | Jan * Time|

From: | vryvmmop |
Non-recurring

To: I YYYY-MM-DD I HH: MM

Current Time = 2020-01-01 08:14:20 UTC+8

Apply

Eigure 32 System Time Page.

-21¢
©2021 MICROSENS GmbH & Co. KG All Rights Reserved



User M |
MS400835M MICROSENS

Field Description
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Select the time source.
Source SNTPTime sync from NTgerver.
From ComputerTime set from browsenost.
- Manual Time:Time set by manaily configure.
Time Zone Select a time zone difference from listing district.
SNTP Description

Address Type
Server Address

Server Port

Select the address type of NTP server. This is enabled when til
source iISSNTP.

Input IPv4 address or hosthame for NTP ser¥his is enabled
when time source iISNTP.

Input NTP port for NTP server. Default is 123. This is enabled \
time source is SNTP.

Manual Time Description
Date Input manual date. This is enabled when time source is manua
Time Input manual time. This is enabled when time source is manual
D_ayllght Saving Description
Time
Select the mode of daylight saving time.
- Disable:Disable daylight savirtgne.
Recurring:Using recurring mode of daylight saviimge.
Non-Recurring:Using nonrecurring mode of daylight
savingtime.
Type USA:Using daylight saving time in the United States t
starts on the second Sunday of March and ends on the
Sunday oNovember
European:Using daylight saving time in the Europe that
starts on the last Sundayin March and endingon the last
Sunday irDctober
Offset Specify the adjust offset of daylight saving time.

Recurring From

Recurring To

Non-recurring
From

Specify the starting time of recurring daylight saving time. This
TASER I PrAftlotS gmédg 5SSt SOGA

Specify the ending time of recurring daylight saving time. This f
| L At otS 6KSY &a&eSOGAY3T dwsS

Specify the starting time of nerecurring daylight saving time. Th
FTASER | O At 0f SwIAKABNNIEYST €S OGAl

Non recurring To

Specify the ending time of recurring daylight saving time. This f
| O Af L o6fS ¢ KSWSGAINMHMOGITAEY T G b 2
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Table 34 System Time Fields

4. Port

Use the Port pages to configure settings for switch pdetesl features.

4.1. PortSetting

To display Port Setting web page, ckakt > Port Setting

This page shows port current status and allow user to edit port configurations. Select port entry and
Ot AO1l G9RAGE confighratidng. (G2 SRAG L2 NI

Port )’ Port Setting

Port Setting Table

Q

| |Entry | Port | Type Description | State | Link Status |  Speed Duplex | Flow Control |
1 GE1 1000M Copper Enabled Down Auto Auto Dizabled
2 GE2 1000M Copper Enabled Down Auto Auto Disabled
3 GE3 1000M Copper Enabled Down Auto Auto Dizabled
4 GE4 1000M Copper Enabled Down Auto Auto Disabled
5 GE5 1000M Copper Enabled Down Auto Auto Dizabled
6 GE6 1000M Copper Enabled Down Auto Auto Disabled
7 GET7 1000M Copper Enabled Down Auto Auto Dizabled

8 GES 1000M Copper Enabled Up Auto (10000M)  Auto (Full)  Disabled (Of)

9 GE% 1000M Fiber Enabled Down Auto Auto Disabled
10 GE10  1000M Fiber Enabled Down Auto Auto Disabled

Figure4-1 Port Setting Table

Field Description
Port Port Name
Type Port media type
Description Port description
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Port admin state.
State - Enabled:Enable theport.
- Disabled:Disable theport.
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Current port link status
Link Status Up: Port is linkup
- Down: Port is linkdown
Speed Current port speed configuration and link speed status
Duplex Current port duplex configuration and link duplex status
Flow Control Current port flow control configuration and link flow control stati

Table 41 Port Setting Table Fields

Port )’ Port Setting

Edit Port Setting

Port GE7-GE10
Description
State |+ Enable
& Auto 10M
Auto - 10M 100M
Speed Auto - 100M 1000M
Auto - 1000M 10G
Auto - 10MA00M
& Auto
Duplex Full
Half
Auto
Flow Control Enable
# Disahle
Apply H Close
Figure 42 Edit Port Setting Dialog
Fleld Description
Port Selected port list
Description Port description
Port admin state.
State Enabled:Enable theport.

- Disabled:Disable theport.
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Port speed capaliiies.
- Auto: Auto speed with altapabilities
- Auto-10M: Auto speed with 10M abilitgnly
- Auto-100M: Auto speed with 100M abilitgnly
Speed - Auto-1000M: Auto speed with 1000M abilitgnly
- Auto-10M/100M: Auto speed with 10M/100Mbilities
10M: Force speed with 1@ ability
- 100M: Force speed with 100Mbility
- 1000M:Force speed with 1000Mbility

Port duplex capabilities.
- Auto: Auto duplex with altapabilities

Duplex Half: Auto speed with 10M and 100M abilipnly
- Full: Auto speed with 10M/100M/1000M abilitgnly
Port flow control.
Flow Control - Auto: Auto flow control bynegotiation.

Enabled:Enable flow contraohbility.
- Disabled:Disable flow controability.

Table 42 Edit Port Setting Fields

4.2. Error Disabled

To display Error Disabled web page, diokt > Error Disabled
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Port )’ Error Disabled
Recovery Interval 300
BPDU Guard Enable
UDLD Enable
Self Loop Enable
Broadcast Flood Enable
Unknown Multicast Flood Enable
Unicast Flood Enable
ACL Enable
Port Security Enable
DHCP Rate Limit Enable
ARP Rate Limit Enable
Figure 43 Error Disabled Page
Field Description

Recover Interval

Auto recovery after this interval for error disabled port.

Enabled to auto shutdown port when BPDU Guard reason occl

BPDU Guard This reason caused by STP BPDU Goectianism.
UDLD Enabled tcauto shutdown port when UDLD violation occur.
Self Loop Enabled to auto shutdown port when Self Loop reason occur.

Broadcast Flood

Unknown
Multicast Flood

Unicast Flood

ACL

Enabled to auto shutdown port when Broadcast Flood reason
occur. This reason caused by broadcast rate exceed broadcas
storm controlrate.

Enabled to auto shutdown port when Unknown Multicast Flood
reason occur. This reason caused by unknown multicast rate
exceed unknown multicast storm contiralte.

Enabled to auto shutdown powhen Unicast Flood reason occur
This reason caused by unicast rate exceed unicast storm contr
rate.

Enabled to auto shutdown port when ACL shutdown port reaso
occur. This reason caused packet match the ACL shutdown po
action.

-26¢

©2021 MICROSENS GmbH & Co. KG All Rights Reserved



User Manual MICROSENS

MS400835M

Enabled to auto shutdown port when Port Security Violation

Port Security reason occur. This reason caused by violation port seguiég.
DHCP Enabled to auto shutdown port when DHCP rate limit reason oc
o This reason caused by DHCP packiet eaceed DHCP rate limit.
rate limit
ARP Enabled to auto shutdown port when ARP rate limit reason occ
rate limit This reason caused by DHCP packet rate exceed ARP rate lim

Table 43 Error Disabled Fields

4.3. LinkAggregation

4.3.1. Group

To display LAG Settjrweb page, clicRort > Link Aggregation > Group

This page allow user to configure link aggregation group load balance algorithm and group member.

Port )’ Link Aggregation /' Group

& MAC Address

Load Balance Algorithm IP-MAC Address

Apply

Figure 44 LAG Global Setting

Field Description

LAG load balance distributi@igorithm
Load Balance ]
Algorithm src-dst-mac:Based on MAC address
9 - srcdst-macip: Based on MAC address andatRiress

Table 44 LAG Global Setting Fields
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Link Aggregation Table

Q
| | LAG | Name | Type | Link Status | Active Member | Inactive Member
e LAGH — —
LAG 2 —
LAG 3 —
LAG 4 —
LAG 5 —
LAG 6 —
LAG 7 —
LAG & —
Figure 45 LAG Group Setting Table
Field Description
LAG LAG Name
Name LAG port description

The type of the LAG
- Static: The group of ports assigned & static LAG are
always activeanembers.
LACPThe group of ports assigned to dynamic LAG are
candidate ports. LACP determines which candidatets
are active membeports.

Type

Link Status LAG port link status

Active Member  Active member ports of the LG\

Inactive Member  Inactive member ports of the LAG

Table 45 LAG Group Setting Fields
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Port )’ Link Aggregation )’ Group
Bt LIk Aggregation GIOUD e

LAG 1

Name

I
Available Port Selected Port
GE3 GE1
GE4 GE2

Member ggg
GE7
GE3
GES9
GE10
Apply ][ Close
Figure 46 Edit LAG Group Setting Dialog
Field Description
LAG Selected LAG group ID
Name LAG port description
The type of the LAG
- Static: The group of prts assigned to a static LAG are
Tune always activeanembers.
yp LACPThe group of ports assigned to dynamic LAG are
candidate ports. LACP determines which candidadets
are active membeports.
Member Select available port to be LAG group member port

4.3.2. PortSetting

Tabk 46 Edit LAG Group Setting Field

To display LAG Port Setting web page, it > Link Aggregation > Port Setting.
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This page shows LAG port current status and allow user to edit LAG port configurations. Select LAG enti
andclicki 9RAG ¢ o6dziG2y G2 SRAG [!'D LERNI O2y FAIdzNI (A 2
Port )’ Link Aggregation )’ Port Setting

Port Setting Table

Q
| | LAG | Type | Description | state | Link Status | Speed | Duplex | Fiow Control
LAG 1 Enabled Down Auto Auto Disahled
LAG 2 Enabled Dawn Auto Auto Dizahled
LAG 3 Enabled Down Auto Auto Disahled
LAG 4 Enabled Dawn Auto Auto Dizahled
LAGS Enabled Down Auto Auto Disahled
LAGS Enabled Down Auto Auto Disahled
LAGT Enabled Down Auto Auto Disahled
LAG 3 Enabled Down Auto Auto Disahled
Figure 47 LAG Port Setting Table
Field Description
LAG LAG Port Name

Type LAG Port media type

Description LAG Port description
LAG Port admin state.
State - Enabled:Enable theport.
- Disabled:Disale the port.
Current LAG port link status
Link Status - Up:Portis linkup
- Down: Port is linkdown
Speed Current LAG port speed configuration and link speed status
Duplex Current LAG port duplex configuration and link duplex status

Current LAG port flow control configuration and link flow contro
status
Table 47 Port Setting Status Fields

Flow Control
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Port ;' Link Aggregation ;' Port Setting
B POt S etting
Port LAG1
Description
State  |#/| Enable
® Auto 10M
Auto - 10M 100M
Speed Auto - 100m 1000mM
Auto - 1000M 106
Auto - 10M/100M
Auto
Flow Control Enable
= Disable
Apply H Close ]
Figure 48 Edit LAG Port Setting Dialog
Field Description
Port Selected port list
Description Port description
Port admin state
State Enable:Enable theport.
- Disable:Disable theport.
Port speed capabilities.
- Auto: Auto speed with akkapabilities
- Auto-10M: Auto speed with 10M abilitgnly
- Auto-100M: Auto speed with 100M abilitgnly
Speed - Auto-1000M: Auto speed with 1000M abilitgnly
- Auto-10M/100M: Auto speed with 10M/100Mabilities
10M: Force speed with 10M ability
- 100M: Force speed with 100Mbility
- 1000M: Force speed with 1000Mbility
Port flow control.
Flow Control - Auto: Auto flow control bynegotiation.

Enabled:Enable flow contrahbility.
- Disabled:Disable flow controdbility.

Table 48 Port Setting Status Fields
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4.3.3. LACP

To display LACP Setting web page, Elmit > Link Aggregation > LACP.

This page allow user to configure LACP global and port configurations. Sele¢t poRs Of A O1 @& 9 F
button to edit port configuration.

Port /' Link Aggregation ;' LACP

System Priority 32768

Apply

Figure 49 LACP Global Setting

Field Description

Configure the system priority of LACP. This decides the systen
priority field in LACP PDU.

Table 49 LACP Global Setting Fields

System Priority

LACP Port Setting Table

| | Entry | Port | Port Priority | Timeout |
GE1
GE2
GE3
GE4
GE5
GE6
GE?
GES
GES
GE10

Long
Long
Long
Long
Long
Long
Long
Long

Woa =l @ th s W R

Long

S S Gy

-y
=}

Long

Hgure 410 LACP Port Setting Table
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Field Description

Port Port Name

Port Priority LACP priority value of the port

The periodic transmissions type of LACP PDUs.
Timeout - Long:Transmit LACP PDU with slow perid@igs).
- Short: Transmit LACPP DU with fast perigdis).

Table 410 LACP Port Setting Table Fields

Port )’ Link Aggregation ;; LACP

Port| GE1-GE3

Port Priority 1
. & Long
Timeout Short
Apply ] [ Cloze ]
Figure 411 Edit LACP Port Setting
Field Description
Port Selected port list

Port Priority Enter the LACP priority value of the port

The peridic transmissions type of LACP PDUs.
Timeout - Long:Transmit LACP PDU with slow perid@i@s).
- Short: Transmit LACPP DU with fast periadis).

Table 411 Edit LACP Port Setting Fields

4.4. EEE

To display EEE web page, chckt > EEE
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This page allowser to configure Energy Efficient Ethernet settings.
Port )» EEE

EEE Setting Table

| |Entry | port | state |

GE1 Dizabled
GE2 Disabled
GE3 Disabled
GE4  Disabled
GES5 Disabled
GE6 Disabled
GE7 Disabled
GES Disabled
GE9 Disabled
GE10 Disabled

S W e =l @ W g L P

Figure 412 EEE Setting Table

Field Description

Port Port Name

Port EEE admin state.
State - Enabled:EEE isnabled
- Disabled:EEE islisabled

Port EEE operational status.
Operational Status - Enabled:EEE isperating
- Disabled:EEE is noperating

Table 412 EEE Setting Table Fields

Port )’ EEE

Edit EEE Setting

Port GE1-GE3
State |« Enable
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Figure 413 Edit EEE Setting Dialog

Field Description

Port Selected port list

Port EEE admin state.
State - Enable:Enable EEE
- Disable:DisableEE

Table 413 Edit EEE Setting Fields

4.5. JumboFrame

To display Jumbo Frame web page, dlokt > Jumbo Frame

This page allow user to configure switch jumbo frame size.

Port ;) Jumbo Frame

Enable
Jumbo Frame

Apply

Figure 414 Jumbo Frame Page

Field Description

Enable or diable jumbo frame. When jumbo frame is enabled,
Jumbo Frame  switch max frame size is allowed to configure. When jumbo frar
is disabled, default frame size 1522 willused.
Table 414 Jumbo Frame Fields
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5. VLAN

A virtual local area network, virtual LAN or VLASNa group of hosts with a common set of
requirements that communicate as if they were attached to the same broadcast domain, regardless of
their physical location. A VLAN has the same attributes as a physical local area network (LAN), but it allow
for end stations to be grouped together even if they are not located on the same network switch.
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VLAN membership can be configured through software instead of physically relocating devices or
connections.

5.1. VLAN

Use the VLAN pages to configure settinh¥I0AN.

5.1.1. CreateVLAN
To display Create VLAN page, cUtiAN > VLAN > Create VLAN

This page allows user to add or delete VLAN ID entries and browser all VLAN entries that add statically c
dynamic learned by GVRP. Each VLAN entry has a unique nameamugelit VLAN name in edit page.

VLAN )’ VLAN )’ Create VLAN

Available VLAN Created VLAN

VLAN 2 VLAN 1
VLAN 3
VLAN 4
VLAN Iy a5
VLAN 6
VLAN T
VLAN &
VLAN 9 -

Apply

VLAN Table
Showing | All ¥ | entries Showing 11to 1 of 1 entries Q

| | vLAN | Name | Type | VLAN Interface State
1 default  Default Disabled

First | Previous | 1| MNext | Last

| Edt || Delete |

Figure 51 Create VLAN Page

Field Description

VLCAN has not created yer.
Available VLAN  Select available VLANs from left box then move to right box to
add.

Created VLAN  VLAN had been created.
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Select created/LANs from right box then move to left box to
delete.

Table 51 Create VLAN Fields

VLAN ) VLAN )’ Create VLAN

Name |vLANOOOZ

Figure 52 Edit VLAN Name Dialog

Field Description

Name Input VLAN name.

Table 52 Edit VLAN Name Fields

5.1.2. VLANConfiguration

To display VLAN Configuration page&kVLAN > VLAN > VLAN Configuration

This page allow user to configure the membership for each port of selected VLAN.
VLAN J) VLAN ) VLAN Configuration

VLAN Configuration Table

VLAN | VLANOODOZ v

Q
| Entry | Port | moue | Membership | pvip | Forbidden
1 GE1  Trunk * Excluded Tagged Untagged
2 GE2 Trunk ® Excluded Taoged Untagged
3 GE3  Trunk * Excluded Tagged Untagged
4 GE4 Trunk ® Excluded Tagged Untagged
5 GE5  Trunk ® Excluded Tagged Untagged
6 GE6  Trunk * Excluded Tagged Untagged
7 GE7 Trunk ® Excluded Tagged Untagged
8 GE8  Trunk ® Excluded Tagged Untagged

9 GE9  Trunk * Excluded Tagged Untagged
10 GE10 Trunk ® Excluded Tagged Untagged
11 LAGT  Trunk ® Excluded Tagged Untagged
12 LAG2 Trunk ® Excluded Tagged Untagged
13 LAG3  Trunk ® Excluded Tagged Untagged
14 LAG4  Trunk ® Excluded Tagged Untagged
15 LAG5S Trunk ® Excluded Tagged Untagged
16 LAGE  Trunk ® Excluded Tagged Untagged
17 LAGT7  Trunk ® Excluded Tagged Untagged
18 LAGS  Trunk ® Excluded Tagged Untagged

Apply

Figure 53 VLAN configuration Page
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Field Description
VLAN Select specified VLAN ID to configure VLAN configuration.
Port Displa the interface of port entry.
Mode Display the interface VLAN mode of port.

Select the membership for this port of the specified VLAN ID.
- Forbidden:Specify the port is forbidden in théLAN.
Excluded:Specify the port is excluded in tMAN.

Membership TaggedSpecify the port is tagged member in EAN.
Untagged:Specify the port is untagged membertire
VLAN.
PVID Display if it is PVID of interface.

Table 53 VLAN Configuration Settings Fields

5.1.3. Membership
To display Membership pageiotVLAN > VLAN > Membership

This page allow user to view membership information for each port and edit membership for specified
interface
VLAN )’ VLAN ); Membership

Membership Table

Q
| | Entry | Port | Mode | Administrative VLAN | Operational VLAN
1 GE1  Tmumk 1UP 1P
2 GE2  Tumk 1UP 1up
3 GE3  Tumk 1UP 1P
4 GE4 Tk 1UP e
5 GE5S Tunk 1UP 1P
6 GE6 Tumk 1UP 1P
7 GET Tumk 1UP e
8 GEZ Tumk 1UP 1P
9 GE9 Tunk 1UP 1P
10 GE10 Trumk 1UP 1up
11 LAGT Tmumk  1UP 1P
12 LAG2 Tunk 1UP e
13 LAG3 Trumk  1UP 1P
14 LAGE Tumk 1UP 1P
15 LAGS Tumk 1UP e
16 LAGE Trumk 1UP 1P
17 LAGT Tumk 1UP 1P
18 LAGS Trumk 1UP P

Figure 54 Membership Page

-38¢
©2021 MICROSENS GmbH & Co. KG All Rights Reserved



User M |
MS400835M MICROSENS

Field Description
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Port Display the interface of port entry.

Mode Display the interface VLAN modéport.

Administrative

VLAN Display the administrative VLAN list of this port.

Display the operational VLAN list of this port. Operational VLA
Operational VLAN means the VLAN status that really runs in device. It may differe
to administrative VLAN.

Table 54 Membership Fields

VLAN ' VLAN )’ Membership

Edit Port Setting

Port GE2
Mode  Trunk
1UP

Membership
Forhidden

® Tagged
Untagged

Apply ] [ Close

Figure 55 Edit Membership Dialog

Frefd Description
Port Display the interface.
Mode Display the VLAN mode of interface.

Select VLANS of left box and select one of following membership
then move to rightbox to add membership. Select VLANSs of right
box then move to left box to remove membership. Tagging
membership may not choose in differ VLAN port mode.
Select the time source.

Forbidden:Set VLAN as forbidd&LAN.

ExcludedThis option is alwaydisabled

- TaggedSet VLAN as taggé&d AN.

Membership
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Untagged:Set VLAN as untagged VLAN.

PVID:Check this checkbox to select the VLAN ID to be the

port-based VLAN ID for this port. PVID may auto select or

OFyQili &aStSO0 Ay RAFFSNI aSGdAy3a
Table 55 Edit Membersip Fields

5.1.4. PortSetting
To display Port Setting page, chékAN > VLAN > Port Setting

CKAA LI IS Fff26 dzaSNI G2 O2yFTAIdzNE LIRNLIa =[!Db &
depend on different VLAN port mode.

VLAN ;’ VLAN ) Port Setting

Port Setting Table

Q
| | Entry | Port | Mode | PVID | AcceptFrame Type Ingress Filtering uplink | TPID |
1 GE1 Trunk 1 Al Enabled Disabled 0x8100
2 GE2 Trunk 1 Al Enabled Disabled  0x8100
3 GE3 Trunk 1 Al Enabled Disabled 0x8100
4 GE4 Trunk 1 Al Enabled Disabled  0x8100
5 GES Trunk 1 Al Enabled Disabled 0x8100
6 GEB Trunk 1 Al Enabled Disabled 0x8100
v 7 GET Trunk 1 Al Enabled Disabled  0x8100
3 GES8 Trunk 1 Al Enabled Disabled 0x8100
9 GE9 Trunk 1 Al Enabled Disabled  0x8100
10 GE10 Trunk 1 Al Enabled Disabled 0x8100
11 LAG1T Trunk 1 Al Enabled Disabled 0x8100
12 LAG2 Trunk 1 Al Enabled Disabled 0x8100
13 LAG3 Trunk 1 Al Enabled Disabled 0x8100
14 LAG4 Trunk 1 Al Enabled Disabled 0x8100
15 LAGS Trunk 1 Al Enabled Disabled 0x8100
16 LAGE Trunk 1 Al Enabled Disabled 0x8100
17 LAGT Trunk 1 Al Enabled Disabled 0x8100
18 LAGE Trunk 1 Al Enabled Disabled 0x8100

Figure 56 Port Settirg Page

Field Description
Port Display the interface.
Mode Display the VLAN mode of port.
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PVID Display the Porbased VLAN ID of port.

Accept Frame Type Display accept frame type of port

Ingress Filtering  Display ingress filter status of port
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Uplink

Display uplink status.

TPID

Display TPID used of interface.

Table 56 Port setting Fields

VLAN )’ VLAN )’ Port Setting

Edit Port Setting

Port GE7

Hyrid

Mode Access
® Trunk

Tunnel

PVID 1

Accept Frame Type

Ingress Filtering

Uplink |« Enable
TPID | 0x9100 v

Apply

] [ Close

Figure 57 Edit Port Setting Dialog

Field

Port

Description

Display selected port to be edited.

Mode

PVID
Accepted Type

Ingress Filtering

Uplink

Select the VLAN mode of the interface.
- Hybrid: Support all functions as defined in IEEE 802.1Q
specification.
- AccessAccepts only untagged frames and join an untagged
VLAN.
Trunk: Anuntaggedmemberof one VLANat most,andisa
tagged member of zero or moké ANSs.

Specify the porbased VLN ID (In npn v ® LG Qa 2yt & |
Hybrid and Trunknode.

Specify the acceptabigame-i 8 LIS 2F (G KS &LISOATA
only available with Hybrichode.

Set checkbox to enable/disable ingress filterinQ @& 2yt & | @I
with Hybridmode.

{Si OKSO1062E G2 SylotSkRA&IOES
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with trunk mode.

TPID {StSOG ¢tL5 dzaSR 2F AYyOGSNFIO

Table 57 Edit Port Setting Fidk

5.2. VoiceVLAN

Use the Voice VLAN pages to configure settings of Voice VLAN.

5.2.1. Property

To display Property page, cligk AN> Voice VLAN> Property

This page allow user to configure global and per interface settings of voice VLAN.
VLAN J’ Voice VLAN )’ Property

State Enable

VLAN MNone v

CoS/802.1p Enable
Remarking B

Aging Time 1440

Figure 58 Property Page
Field Description

State Set checkbox to enable or disable voice VLAN function.

VLAN Select Voice VLAN ID. Voice VLAN ID cannot be default VLAN.
Cos/802.1p _Select a v_alue of VPT. Qualified packets will use this VPT value as

inner priority.
: Set checkbox to enable or disable 1p remarking. If enabled,

Remarkirg

qualified packets will be remark by thiglue.

Input value of aging time. Default is 1440 minutes. A voice VLAN
Aging Time entry will be age out after this time if without any packet pass
through.
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Table 58 Property Fields
Port Setting Table
Q
| |Entry | port | state | mode | Qos Policy
1 GE1 Disabled  Auto  Voice Packet
2 GE2 Disabled Auto  Voice Packet
3 GE3 Disabled Auto  Voice Packet
4 GE4 Disabled Auto Voice Packet
5 GE5 Disabled Auto  Voice Packet
6 GEB Disabled Auto  Voice Packet
7 GE7 Disabled Auto  Voice Packet
4 GE& Disabled Auto  Voice Packet
9 GE9 Disabled  Auto  Voice Packet
10 GE10 Disabled Auto  Voice Packet
11 LAG1 Disabled Auto Voice Packet
12 LAG2 Disabled Auto Voice Packet
13 LAG3 Disabled Auto Voice Packet
14 LAG4 Disabled Auto  Voice Packet
15 LAGS Disabled Auto Voice Packet
Figure 59 Property Port Page
Field Description
Port Display port entry.
State Display enable/disabled status of interface.
Mode Display voice VLAN mode.
QoS Policy Display voice VLAN remark will effect whikind of packet

VLAN )’ Voice VLAN )

Edit Port Setting

Table 59 Property Port Fields
Property

Port GE1
State Enable
® Auto
LElE Manual

® \oice Packet

All

Figure 510 Edit Property Port Dialog
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Field Description
Port Display selected port to be edited.
State Set checkbox to enable/disabled voice VLAN function of interfa

Select port voice VLAMNode
Auto: Voice VLAN auto detect packets that match OUI ta
Mode and add received port into voice VLAN ID taggednber.
Manual: User need add interface to VLANtégged
membermanually.
Select port QoS Policy mode
Voice PacketQoS attrilutes are applied to packets with
OUls in the source MAdcidress.
All: QoS attributes are applied to packets that are classif
to the VoiceVLAN.

QoS Policy

Table 510 Edit Property Port Fields

5.2.2. VoiceOUI

To display Voice OUI page, cNdkAN> Voice VLAN> VoiodJl

This page allow user to add, edit or delete OUI MAC addresses. Default hadeJipeel OUI MAC.
VLAN )’ Voice VLAN )’ Voice OUI

Voice OUI Table
Showing | All ¥ | entries Showing 1to & of 8 enfries Q

| | ou | Description
00:EOCEE 3COM
00:03:.6B8 Cisco
00CEDTS  Veritel
00:DO:1E  Pingtel
00:01:E3  Siemens
00:60:B9  NEC/Philips
00:0F:E2  H3C
00:09:6E  Avaya

First | | Previous | | 1| Mext| | Last

add || Edt || Deele |

Figure 511 Voice OUI Page

Field Description
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Oul Display OUI MAC address.

Description Display description of OUI entry.

Table 511 Voice OUI Mac Setting Fis

VLAN ) Voice VLAN )’ Voice OUI

Add Voice OUI

oul

Description

Oul  00EDEE

Description  [3COM

Figure 512 Add and Edit Voice OUI Dialog

Field Description

oul LyLldzi h'!'L a!/ FRRNBaao /I yQi

Input description of the specified MAC address to the voice VL,
OUl table

Table 512 Add and Edit Voice OUI ks

Description

5.3. ProtocolVLAN

Use the Protocol VLAN pages to configure settings of Protocol VLAN.

5.3.1. ProtocolGroup

To display Protocol Group page, cNdkAN > Protocol VLAN > Protocol Group

This page allow user to add or edit groups settings of protocol VLAN.
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VLAN )’ Protocol VLAN )’ Protocol Group

Protocol Group Table

Showing | All ¥ | entries Showing 1 to 3 of 3 entries Q
| | Group ID Frame Type Protocol Value
1 Ethernet_lI 0:3333
2 |EEE802.3_LLC_Other 0xd4444
3 RFC_1042 0x5555
First | | Previous | | 1| Next| | Last

Add || Edt || Delete |

Figure 513 Protocol Group Page

Field Description

Group ID Display group ID of entry.

Frame Type Display frame type of entry.

Protocol Value  Display protocol value of entry.

Table 513 Protocol Group Fields
VLAN ' Protocol VLAN )’ Protocol Group

Add Protocol Group

Group ID 4
Frame Type Ethernet_lI v

Protocol Value  0x

GroupID 1

Frame Type Ethernet_lI v

Protocol Value  0x 3333

Figure 514 Add and Edit Protocdbroup Dialog

Field Description
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Group ID Select group ID of list. The range from 1 to 8.

Select frame type of list that maps packets to protedefined
VLANs by examining the type octet within the packet heade
discover the type of protocol assoogat with it.

Frame Type - Ethernet_ll:packet type is Ethernet version 2.
IEEE802.3_LLC_Othpacket type is 802.3 packet with LL
other header.

- REC_1042%acket type is rfc 1042acket.
Input protocol value of the target protocol. Packets matclsth
protocol value classified to specified VLAN ID.

Protocol Value

Table 514 Add and Edit Protocol Group Fields

5.3.2. GroupBinding

To display Group Binding page, cNdkAN> Protocol VLAN > Group Binding

VLAN ’’ Protocol VLAN )’ Group Binding

Group Binding Table
Showing | All v | entries Showing 1 to 1 of 1 entries Q

| | Port | Group D | VLAN |

GE1 1 22

[ aad H Eait H Deleia ] First | | Previous | | 1 | | Next | | Last

This page allow user to bind protocol VLAN group to each ptmt\WiAN ID.

Figure 515 Group binding Page

Field Description
Port Display port ID that binding with protocol group entry
Group ID Display group ID that port binding with
VLAN Display VLAN ID that assign to packets which match protocol ¢

Table 515 Group Binding Fields
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VLAN ' Protocol VLAN )’ Group Binding
Add Group Binding e
Available Port Selected Port
GET
Port
Group ID 1ir
VLAN [2222
Apply H Close l
Figure 516 Add and Edit Group Binding Dialog
Field Description

Select ports in left box then move to right to binding with protor
group. Or select ports in right box then move to left to unbind w

Port protocol group Only interface has hybrid VLAN mode can
selected and bound with protocol group. Only available on Add
dialog.

Group ID S_elect a Group ID to associate with port. Only available on Adc
dialog.

VLAN Input VLAN ID that will assign to packets whigkitch protocol
group.

Table 516 Group Binding Fields

5.4. MACVLAN

Use the MAC VLAN pages to configure settings of MAC VLAN.
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5.4.1. MACGroup

To display MAC Group page, cNdkAN > MAC VLAN > MAC Group

This page allow user to add or edit groups settiogIAC VLAN.
VLAN > MAC VLAN ) MAC Group

MAC Group Table

Showing | All ¥ | entries Showing 1 to 3 of 3 entries Q
| |croupip | mMACAddress | Mask |

1 02:03:04:05:06:07 48

2 04:05:08:07:08:09 9

3 AABB:CC:DD:EEFF 32

- First | Previous | 1 | Mext| | Last
Add || Edt || Deete |
Figure 517 MAC Group Page
Field Description
Group ID Display group ID of entry.

MAC Address  Display mac address of entry.

Mask Display mask of mac address for classified packet.

Table 517 MAC Group Fields
VLAN > MAC VLAN > MAC Group

Add MAC Group

Group ID

MAC Address
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Edit MAC Group

Group ID 1

MAC Address | 02:03:04:05:06:07
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Figure 518 Add and Ed MAC Group Dialog

Field Description

Input group ID that is a unique ID of mac group entry. The rang

Group 1D from 1 to 2147483647. Only available on Aldlog

MAC Address  Input mac address for classifying packets.

Mask Input mask of mac address

Table 518 Add and Edit MAC Group Fields

5.4.2. GroupBinding

To display Group Binding page, cNdkAN> MAC VLAN > Group Binding

This page allow user to bind MAC VLAN group to each port with VLAN ID.
VLAN ;> MAC VLAN ) Group Binding

Group Binding Table
Showing | Al * | entries Showing 1 to 1 of 1 entries Q

| | Port | GroupiD | VLAN |

GE1 1 3333

Figure 519 Group binding Page
Field Description
Port Display port ID that binding with MAC group entry
Group ID Display group ID that port binding with
VLAN Display VLAN ID that assign to packets which match MAC grot

Table 519 Group Binding Fields

-51¢
©2021 MIGRROSENS GmbH & Co. KG All Rights Reserved



User Manual
MS400835M

VLAN )> MAC VLAN )’ Group Binding

Add Group Bindin

MICROSENS

Available Port Selected Port
GE1

Port

Group ID 1

VLAN

Apply ][ Close

Port GE1
GroupID 1

VLAN 3333

Figure 520 Add and Edit Group Binding Digj

Field Description

Select ports in left box then move to right to binding with M.
group. Or select ports in right box then move to left to unbind w

Port MAC group. Only interface has hybrid VLAN mode can be sele
and bound with protocol grgo. Only available on Adtialog.
Select a Group ID to associate with port. Only available on Adc
Group ID .
dialog.
VLAN Input VLAN ID that will assign to packets which match MAC gr¢

Table 520 Group Binding Fields

5.5. SurveillanceVLAN

Use theSurveillance VLAN pages to configure settings of Surveillance VLAN.

5.5.1. Property
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To display Property page, cligkAN> Surveillance VLAN> Property
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This page allow user to configure global and per interface settings of Surveillance VLAN.

VLAN ' Surveillance VLAN )’ Property

State ¢ Enable
VLAN VLANOODZ v
CoS/802.1p < ENa0ie
Remarking v
Aging Time  |1440
Figure 521 Prgerty Page
Field Description
State Set checkbox to enable or disable Surveillance VLAN function.
Select Surveillance VLAN ID. Surveillance VLAN ID cannot be «
VLAN
VLAN.
Cos/802.1p _Select a v_alue of VPT. Qualified packets will use this g as
inner priority.
Remarkin Set checkbox to enable or disable 1p remarking. If enabled,
g gualified packets will be remark by thialue.
Input value of aging time. Default is 1440 minutes. A video VLA
Aging Time entry will be age out &t this time if without any packet pas

through.

Port Setting Table

Table 521 Property Fields

| | Entry | Port | state | Mode | QoS Policy

GE1
GE2
GE3
GE4
GE5
GE6
GE7
GE3
GE9
GE10
LAG1T

4
R B R R I

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto

Video Pachket
Video Packet
Video Packet
Video Packet
Video Packet
Video Packet
Video Packet
Video Packet
Video Packet
Video Packet
Video Packet

Figure 522 Property Port Page
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Field Description
Port Display port entry.
State Display enable/disabled status of interface.
Mode Display voice VLAN mode.

QoS Policy Display Surveillance VLAN remark will effect which kind of pack

Table 522 Property Port Fields
VLAN )’ Surveillance VLAN )’ Property

Edit Port Setting
Port GEG
State (¢ Enable

Mode * Auto
Manual

* Video Packet

QoS Policy Al

Figure 523 Edit Property Port Dialog

Field Description

Port Display selected port to be edited.

Set checkbox to enable/disabled SurveillakdAN function of
interface.
Select port Surveillance VLAN mode
- Auto: Video VLAN auto detect packets that match OUI te
and add received port into surveillance VLAN ID tag
member.
Manual: User need add interface to VLANtéQged
membermanually.
Select port QoS Policy mode
Video PacketQoS attributes are applied to packets with
OUls in the source MAdcidress.
All: QoS attributes are applied to packets that are classif
to the Surveillanc&LAN.

State

Mode

QoS Policy

Table 523 Edit Property Brt Fields
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5.5.2. SurveillanceDUI

To display Surveillance OUI page, cUtlAN> Surveillance VLAN> Surveillance OUI

This page allow user to add, edit or delete OUI MAC addresses.
VLAN )’ Surveillance VLAN )’ Surveillance OUI

Surveillance OUI Table
Showing | All v | entries Showing 0 to 0 of 0 entries Q

| | oul | Description |

0 results found.

- First = Previous |1 || Mext | Last
[ adg  |[ Edt || Deete |

Figure 524 Surveillance OUI Page

Field Description

Oul Display OUI MA@&ddress.

Description Display description of OUI entry.

Table 524 Surveillance OUI Fiesd

VLAN J’ Surveillance VLAN )’ Surveillance OUI

Add Surveillance OUI

oul

Description

Apply ] [ Close ]

Figure 525 Add and Edit Surveillance OUI Dialog
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Field Description
oul LyLdzi h!L a!/ RRNBaao /I yQi
Descriotion Input descriptionof the specified MAC address to the Surveillan
P VLAN OUI table
Table 525 Add and Edit Surveillance OUI Fields
5.6. GVRP

5.6.1. Property

To display GVRP Global and Port Setting web pageVtliad> GVRP> Property

This page allow user to enable or digalBVRP function and GVRP port setting

VLAN )» GVRP )’ Property

State Enable

Join  20ms
Leave 60 ms

LeaveAll 1000 ms

Figure 526 GVRP Setting Page
Field Description
State Set the enabling status of GVRP functionality

- Enable:if Checked Enable GVRP, else is DisakIerP

Operational Timeout

Join GVRP Join time out.
Leave GVRP leave time out.
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Leave All GVRP leave all time out.

Table 526 GVRP Setting Fields
Port Setting Table

Q
| |entry | Port | state | VLAN Creation | Registration
1 GE1 Disabled Enabled Mormal
2 GE2 Disabled Enabled Mormal
3 GE3 Disabled Enabled Mormal
4 GE4 Disabled Enabled Mormal
5 GE5 Disabled Enabled Mormal
6 GEB Disabled Enabled MNormal
7 GE7 Disabled Enabled Mormal
& GE2 Disabled Enabled MNormal
9 GES Disabled Enabled Mormal
10 GE10 Disabled Enabled Mormal
11 LAG1 Disabled Enabled Mormal
Figure 527 GVRP port Setting Page
Field Descripton
Entry Entry of number
Port Port Name
State Display port GVRP state
Vlan Creation Display port GVRP creation vlan state
Registration Display port GVRP registration mode

Table 527 GVRP port setting Fields
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VLAN > GVRP )’ Property

Edit Port Setting

Port GE1.GE3
State Enable
VLAN Creation ¥/ Enable

» Mormal
Registration Fixed
Forbidden
Apply ][ Close ]

Figure 528 GVRP port Setting Edit Page

Field Description

Port Display the selected port list

Set the enabling status of GVRP port
- Enable:Enable/Disable port of GVRRate.
Set the enabling status of GVRP port create VLAN
- Enable:Enable/Disable port create dynamidtAN.
Set the register mode of GVRP port

Normal: Normalmode.

Fixed:The port wil not learn any dynamic VLAN. Only se
Register Mode static VLAN information to neighbor and allow static VL
packet pass.

Forbidden: The port will not learn any dynamic VLAN &
only allow default VLAN packpéss

State

Vlan Creation

Table 528 GVRP port setting Edit Fields

5.6.2. Membersip

To display GVRP VLAN database web page\Vtliak> GVRP> Membership

This page allow user to browser all VLAN member settings that learned by GVRP protocol or configure
by user.
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VLAN ) GVRP ;) Membership

Membership Table

Showing | All ¥ | entries Showing 1 to 1 of 1 entries Q

|\||'LAN | Member Dynamic Member | Type |
1 GE1-GE10,LAGT-LAGS Static
First | | Previous | | 1 || Mext | | Last
Figure 529 GVRP VLAN Information Page
Field Description
VLAN VLAN ID
Member VLAN port members include static and dynamic member

Dynamic Ports GVRP learned dynamic ports

Vlan Type The type of VLAN is static or dynamic.

Table 529 GVRP Port Status Fields

5.6.3. Statistics

To display GVRP port statistics web gadickVLAN> GVRP> Statistics

This page allow user to display GVRP port statics by type and clear GVRP port statistics by port.
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VLAN ;> GVRP )’ Statistics

Port GE1 v

® All
L Receive
SRR Transmit
Error
Mone
Refresh Rate 5 sec
& 10sec
30 sec
Figure 530 GVRP Port Statistics Display Setting
Field Description
Port Port ID

Type of statistics
All: Display Receiver, Transmit and Error pmbatistics
Statistics - ReceiveDisplay Receive postatistics
Transmit:Display Transmit postatistics
- Error:Display Error porstatistics

Web refresh rate
None:Not auto refresh display postatigics
Refresh Rate - 5 sec:Refresh display port statistics pes&conds
10 secRefresh display port statistics per 4€conds
- 30 secRefresh display port statistics per 88conds

Table 530 GVRP Port Statistics Display Setting Fields
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Join empty
Empty

Leave Empty
Join In

Leave In

=T e T o [ - I e B e |

Leave All

Join empty
Empty

Leave Empty
Join In
Leave In

Leave All

[ == R e R o [ - B o N = |

Invalid Protocol ID
Invalid Attribute Type
Invalid Attribute Value
Invalid Attribute Length

2 o o o o

Invalid Event

Figure 531 GVRP Portt&tistics

Field Description
Join empty The number of Receive or Transmit Join empty attribute value
Empty The number of Receive or Transmit Empty attribute value.

Leave Empty The number of Receive or Transmit Leave Empty attribute val

Join In Thenumber of Receive or Transmit Join In attribute value.

The number of Receive or Transmit Leave In empty attribute

Leave In
value.
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Leave All The number of Receive or Transmit Leave All attribute value.

Invalid Protocol ID The number of Receive InvéProtocol ID

Invalid Attribute

The number of Receive Invalid Attribut Type
Type

Invalid Attribute

The number of Receive Invalid Attribute value.
Value

Invalid Attribute

The number of Receive Invalid Attribute Length.
Length

Invalid Event The numbeiof Receive Invalid Event.

Table 531 GVRP Port Statistics Fields

6. MAC Addres3able

Use the MAC Address Table pages to show dynamic MAC table and configure settings for static MAC
entries.

6.1. DynamicAddress

To configure the aging time of the dynanaddress, clicklIAC Address Table Dynamic Address
MAC Address Table )’ Dynamic Address

Aging Time 300

Apply

Dynamic Address Table

Showing | All v | entries Showing 1to 1 of 1 entries Q

| | vian| macaddress | Port |
1 00-0E:C6:D852EC GES

First | | Previous | [ 1 | | Next | | Last

[ Refresh | [ Add Static Address |

Figure 61: Dynamic Address Setting page.

Linld Daoceorintian
LI A~ A | L= = A ] § IHLIUII
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The time in seconds that an entry remains in the MAC address table. Its valic
range is from 10 to 630 seconds, and the default value iss8006nds..
Table 61: Dynamic Address Setting fields.

Aging Time

6.2. StaticAddress

To display the static MAC address, cMXC Address Table > Static Address
MAC Address Table ) Static Address

Static Address Table
Showing | All ¥ | entries Showing 0 to 0 of 0 entries Q

| | vLAN | MAC Address | Port |

0 results found.

- First | | Previous | 1| Mext| | Last
| add || Edt || Delele |

Figure 62: Static Address Page.

Field Description

MAC Address The MAC address to which packets ballstatically forwarded.

VLAN Specify the VLAN to show or clear MAC entries.

Port Interface or port number.

Table 62: Static Address Setting fields.

6.3. Filtering Address

To configure and display the MAC filtering settings, 8H&C Address Table ltéring Address
MAC Address Table )’ Filtering Address

Filtering Address Table
Showing | All v | entries Showing 1 to 1 of 1 entries Q

| |viaN | MAC Address |
1 00-00:00:00:00:02

First | | Previous | 1 || Next | Last
| Agd || Eat || Deete |

Figure 63: Filtering Address page.
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Field Description

MAC Address  Specify unicast MAC address in the packets to be dropped.

VLAN Specify the VLAN ID for the specific MAC address.

Table 63: Filtering Address Setting fields.

/. SITP

The Spanning Tree Protocol (STP) is a network protocol that ensuresfadedppology for any
bridged Ethernet local aremetwork.

7.1. Property

To configure and display STP property configuration, §tiekning Tree> Property.
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Spanning Tree ) Property

State v Enable

STP
Operation Mode » RSTF
MSTF

® Long

Path Cost Short

Filtering

BPDU Handling ® Flooding

Priority 32768
Hello Time 2
Max Age |20
Forward Delay 15

Tx Hold Count G

Region Name |00:E0Q:4C:00:00:00

Revision 0

Max Hop |20

MICROSENS

Bridge ldentifiter  32768-00:E0:4C:00:00:00
Designated Root Bridge  0-00:00:00:00:00:00

Root Port  MN/A
Root Path Cost 0O
Topology Change Count 0

Last Topology Change  OD/OH/OM/OS

Apply

Figure 71: STP Property.

Field Description

State Enable/Disable th&panning Treen the switch.

Operation Mode

Specify theSpanning Treeperation mode.
- STP Enable the Spanning Tree (Sdp8ration.
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RSTPEnable the Rapid Spanning Tree (RSg&tation.
- MSTP: Enable the Multiple Spanning Tree (MSpejation.
Specify the path cost method.
Long Specifies that the default port gacosts are within the range:
Path Cost 1-200,000,000..

Short Specifies that the default port path costs are within taege:
1-65,535.

BPDU Handling

Specify the BPDU forward method when the STP is disabled.
Filtering Filter the BPDU when STHRlisabled.
- Flooding Flood the BPDU when STRigabled.

Priority

Specify the bridge priority. The valid range is from 0 to 61440, and th
value should be the multiple of 4096. It ensures the probability that tr
switch is selected as the root bridge, and tbhever value has the higher
priority for the switch to be selected as the root bridge of ttyegology.

Hello Time

Specify the STP hello time in second to broadcast its hello message
other bridges by Designated Ports. Its valid range is fromlDseconds.

Max Age

Specify the time interval in seconds for a switch to wait the configurai
messages, without attempting to redefine its osonfiguration.

Forward Delay

Specify the STP forward delay time, which is the amount of time that
port remains in the Listening and Learning states before it enters the
Forwarding state. Its valid range is from 4 tos&@onds.

TX Hold Count

Specify the thold-count used to limit the maximum numbers of packe
transmission per second. The idatange is from 1 t&O0.

Region Name

The MSTP instance name. Its maximum length is 32 characters. The
default value is the MAC address of #witch.

Revision The MSTP revision number. Its valid rage is from 0 to 65535.
Max Hoos Specify the omber of hops in an MSTP region before the BPDU is
P discarded. The valid range is 1 to 40.
Table 71: STP Property field.
Field Description

Bridge Identifier

Bridge identifier of the switch.

Designated Root
Identifier

Bridge identifier of the designat root bridge.

Root Port

Operational root port of the switch.

Root Path Cost

Operational root path cost.

Topology Change

Numbers of the topology changes.
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Count

Last Topology The last time for the topology change.

Change

Table 72: STP Ogrational Status field.

7.2. PortSetting

To configure and display the STP port settings, &ekining Tree> Port Setting
Spanning Tree )’ Port Setting

Port Setting Table

| | Entry | Port | state | PathCost | Priority | BPDU Filter | BPDU Guard | Operational Edge | Operational Point-to-Point | Port Role
1 GE1 Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled
2 GEZ  Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled
3 GE3  Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled
4 GE4 Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled
5 GE5 Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled
6 GE& Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled
7 GE7  Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled
& GES Disabled 20000 128 Disabled Disabled Disabled Enabled Disabled
9 GE% Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled
10 GE10 Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled
11 LAG1 Disabled 20000 128 Dizabled Dizabled Disabled Disabled Dizabled
12 LAGZ Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled
13 LAG3 Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled
14 LAG4 Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled
15 LAGS Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled
16 LAGE Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled
17 LAGT Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled
18 LAGE Disabled 20000 128 Disabled Disabled Disabled Disabled Disabled
Edit || Protocol Migration Check

Figure 72: STP Port Setting page.
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Field Description
Port Specify the interface ID or the list of interface IDs.
State Theoperational state on the specified port.
Path Cost STP path cost on the specified port.
Priority STP priority on the specified port.
BPDU Filter  The states of BPDU filter on the specified port.
BPDU Guard The states of BPDU guard on the specified port.
OpeErda;gnal The operational edge port status on the specified port.
Operational

Point-to-Point

The operational pointo-point status on the specified port.

Port Role
Port State

Designated
Bridge

The current port role on the specified port. The possible values are:
G5A8RHE dal AGSNEY aw22(¢é3 &.5ISEAAGEL

The current port state on the specified port. The possible values are:
G5Aal 0f SRS 45A306CRNWEARRAVES® NY

The bridge ID of the desigteal bridge.

Designated Port

ID

The designated port ID on the switch.

Designated Coslt

The path cost of the designated port on the switch

Table 73: STP Port Setting fields.

Field

Description

Protocol

Restart the Spanning Tree Proto¢8ITP) migration process {negotiate

Migration Check with its neighborhood) on the specific interface.

Table 74: STP Port Setting buttons.
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Spanning Tree ;' Port Setting

Edit Port Setting

Port

State
Path Cost
Priority
Edge Port

BPDU Filter
BPDU Guard

Point-to-Point

Port State

Designated Bridge
Designated Port ID
Designated Cost
Operational Edge
Operational Point-to-Point

Apply || Close

GE1-GE4

«| Enable

0

128 v
Enable
Enable
Enable

* Auto
Enable
Dizahle

Disabled
0-00:00:00:00:00:00
128-1

20000

False

False

Figure 73: Edit STP Port Setting page.

Field Description

State Enable/Disable the STP on the specified port.

Path Cost Speify the STP path cost on the specified port.

Priority Specify the STP path cost on the specified port.

Specify the edge mode.
Enable Force to true state (as link tohast).
Disable Force to false state (as link tdbadge).

Edge Port

In the edgemode, the interface would be put into the Forwarding state

immediately upon link up. If the edge mode is enabled for the interface a
there are BPDUSs received on the interface, the loop might be occurred ir
short time before the STP state change.
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The BPDU Filter configuration avoids receiving/transmitting BPDU from 1
. specified ports.
BPDU Filter Enable:Enable BPDU filter function.
- Disable:Disable BPDU filtdunction.
The BPDU Guard configuration to drop the received BRi2Ctly.
BPDU Guard Enable:Enable BPDU guafdnction.

- Disable:Disable BPDU guafdnction.
Specify the Pointo-Point port configuration:
Auto: The state is depended on the duplex setting of plogt
Enable:Force to truestate.
- Disable:Force to falsestate.
Table 75: Edit STP Port Setting fields.

Point-to-Point

7.3. MSTInstance

To configure MST instance setting, cilanning Tree>MST Instance
Spanning Tree )» MST Instance

MST Instance Table

Q
| | msTi | priority |  Bridge Identifiter Designated Root Bridge | Root Port | Root Path Cost | Remaining Hop | VLAN |
0 32768 32768-00:E0:4C:00:00:00  0-00:00:00:00:00:00 NiA 0 0 14004
1 32768 32768-00:EQ:4C-00:00:00  0-00:00:00:00:00:00 NiA 0 0
2 32768 32768-00:E0:4C:00:00:00  0-00:00:00:00:00:00 NiA 0 0
3 32768 32768-00:E0:4C:00:00:00  0-D0:00:00:00:00:00 NiA 0 0
4 32768 32768-00:E0:4C-00:00:00  0-00:00:00:00:00:00 NiA 0 0
5 32768 32768-00:E0:4C:00:00:00  0-00:00:00:00:00:00 NiA 0 0
§ 32768 32768-00:E0:4C-00:00:00  0-00:00:00:00:00:00 NiA 0 0
7 32768 32768-00:E0:4C-00:00:00  0-00:00:00:00:00:00 NiA 0 0
8 32768 32768-00:E0:4C:00:00:00  0-D0:00:00:00:00:00 NiA 0 0
9 32768 32768-00:E0:4C:00:00:00  0-00:00:00:00:00:00 NiA 0 0
10 32768 32768-00:E0:4C-00:00:00  0-00:00:00:00:00:00 NiA 0 0
11 32768 32768-00:E0:4C:00:00:00  0-00:00:00:00:00:00 NiA 0 0
12 32768 32768-00:E0:4C-00:00:00  0-00:00:00:00:00:00 NiA 0 0
13 32768 232768-00:E0:4C-00:00:00  0-00:00:00:00:00:00 NiA 0 0
14 32768 32768-00:E0:4C-00:00:00  0-00:00:00:00:00:00 NiA 0 0
15 32768 32768-00:E0:4C-00:00:00  0-00:00:00:00:00:00 NiA 0 0

Figure 74: MST Instance page.

Field Description
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MSTI MST instance ID.

Priority The bridge priority orthe specified MSTI.

Bridge Identifier The bridge identifier on the specified MSTI.

Designated Root

Bridge The designated root bridge identifier on the specified MSTI.

Root Port The designated root port on the specified MSTI.

Root Path Cost Thedesignated root path cost on the specified MSTI.

Remaining Hop The configuration of remaining hop on the specified MSTI.

VLAN The VLAN configuration on the specified MSTI.

Table #6: MST Instance fields.
Spanning Tree > MST Instance

Edit MST Instance Setting

Available VLAN Selected VLAN

VLAN

[==T B = R R e

Priority 32758

Bridge Identifiter 32763-00:E0:4C:00:00:00
Designated Root Bridge  0-00:00:00:00:00:00
Root Port
Root Path Cost 0

Remaining Hop 0

Figure 75: Edit MST Instance page.
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Held Description

VLAN Select the VLAN list for the specified MSTI.
Specify the bridge priority on the specified MSTI. The valid range is from
61440, and the value must be the multiple of 4096. It ensures the probak

Priority that the switch isselected as the root bridge, and the lower values has the
higher priority for the switch to be selected as the root bridge of the STP
topology.

Table #7: Edit MST Instance fields.

7.4. MST PorSetting

To configure and display MST port setting, cBo&nning Tree> MST Port Setting
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Spanning Tree »» MST Port Setting

MST Port Setting Table

MSTI (0 =
¢
| | Entry | Port | Path Cost | Priority | Port Role | Port State | Mode | Type | Designated Bridge | Designated Port ID | Designate:
1 GE1 20000 128 Disabled Disabled RSTF  Boundary 0-00:00:00:00:00:00 1281
2 GE2 20000 128 Disabled Disabled RSTF Boundary 0-00:00:00:00:00:00 128-2
3 GE3 20000 128 Disabled Disabled RSTF  Boundary 0-00:00:00:00:00:00 128-3
4 GE4 20000 128 Disabled Disahled RSTF  Boundary  0-00:00:00:00:00:00 128-4
5 GES 20000 128 Disabled Disahled RSTF  Boundary  0-00:00:00:00:00:00 128-5
6 GEB 20000 128 Disabled Disabled RSTF  Boundary 0-00:00:00:00:00:00 128-6
T GET7 20000 128 Disabled Disabled RSTF Boundary 0-00:00:00:00:00:00 128-7
3 GE8 20000 128 Disahled Forwarding RSTPF  Boundary  0-00:00:00:00:00:00 128-3
9 GE%9 20000 128 Disabled Disabled RSTF  Boundary 0-00:00:00:00:00:00 128-9
10 GE10 20000 128 Disabled Disahled RSTF  Boundary  0-00:00:00:00:00:00 128-10
11 LAG1T 20000 128 Disabled Disahled RSTF  Boundary  0-00:00:00:00:00:00 128-11
12  LAG2 20000 128 Disabled Disabled RSTF  Boundary 0-00:00:00:00:00:00 12812
13 LAG3 20000 128 Disabled Disabled RSTF  Boundary 0-00:00:00:00:00:00 12813
14  LAG4 20000 128 Disabled Disabled RSTF  Boundary 0-00:00:00:00:00:00 128-14
15 LAGH 20000 128 Disabled Disabled RSTF  Boundary 0-00:00:00:00:00:00 128-15
16  LAGE 20000 128 Disabled Disahled RSTF  Boundary  0-00:00:00:00:00:00 12816
17 LAGT 20000 128 Disabled Disahled RSTF  Boundary 0-00:00:00:00:00:00 12817
18  LAGSE 20000 128 Disabled Disabled RSTF  Boundary 0-00:00:00:00:00:00 128-18
Figure 76: MST Port Setting page.
Field Descriptior
MSTI Specify the port setting on the specifistSTI
Port Specify the interface ID or the list of interfags.
Path Cost The port path cost on the specifidédSTI.
Priority Theport priority on the specifiedMSTI.
PortRole The current port role on the specified port. The possible vatues
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a5Aalo0of SRéEXT dal aGSNEXT awz22iéX a5

The current port state on the specifiedq. The possible values are:

PortState i 5aal 6t SRET G5AAOHCRNYEANEAVES®NY
Mode The operational STP mode on the specified port.
The possible value for the port type are:
Boundary The port attaching an MST Bridge to a LAN thabisnthe
Type same region.
Internal: The port attaching an MST Bridge to a LAN that is rtbein
samereqgion.
Designated The bridge ID of the designated bridge
Bridge g g ge.

Designated Port

D The designated port ID on the switch.

Designated Cosi Thepath cost of the designated port on the switch

Remaining Hop The remaining hops count on the specified port.

Table 78: MST Port Setting fields.
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Spanning Tree ;) MST Port Setting

Edit MST Port Setting

MICROSENS

MSTI
Port

Path Cost
Priority

Port Role

Port State

Mode

Type

Designated Bridge
Designated Port ID
Designated Cost

Remaining Hop

GE1-GE4

0

128 v

Disabled

Disabled

RSTP

Boundary
0-00:00:00:00:00:00
1281

20000

20

Figure 77: Edit MST Port Setting page.

Field Description

Path Cost Specify the STP port path cast the specified MSTI.

Priority Specify the STP port priority on the specified MSTI.

Table 79: Edit MST Port Setting fields.

7.5. Statistics

To display the STP statistics, clplnning Tree> Statistics

-74¢
©2021 MICROBNS GmbH & Co. KG All Rights Reserved



User Manual
MS400835M

Spanning Tree

Statistics Table

Refresh Rate |0 ¥

) Statistics

sec

MICROSENS

Entry | Port

Receive BPDU

Transmit BPDU

config | TCN | msTP

config | TCN | mMsTP

GE1
GE2
GE3
GE4
GES
GEG
GE7
GES
GES
GE10
LAGT
LAG2
LAG3
LAGY
LAGS
LAGE
LAGT
LAGE

W0 = W g L R

B T T Y
=@ e = D

—
==

0 0

SooD O o D o o o o o o o o o O o0
[ QY e Y o Y Y Y Y e Y Y N e Y e N e o Y Y = [ e |
=R =T == - == - - - - - - - - - - -

0 0

SooD O o D o o o o o o o o o O o0
=R == - - - - - - - - - - - -]
=R =T == - == - - - - - - - - - - -

Clear ][ R

efresh l [ View ]

Figure 78: STP Statistics page.

Field

Description

Refresh Rate  The option to refresh the statistics automatically.

Receive BPDU

The counts of the received CONFIG BPDU.

(Config)

Receive BPDU
(TCN)

The counts of the received TCN BPDU.

Receive BPDU The counts of the received MSTP BPDU.
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(MSTP)

Transmlt_BPDU The counts of the transmitted CONFIG BPDU.
(Config)

Tran(sTngtNI?PDU The counts of the transmitted TCN BPDU.

Transmit BPDU The counts of the transmitted MSTP BPDU.

(MSTP)
Clear Clear the statistics for the selected interésc
View View the statistics for the interface.
Table 710: View STP Statistic fields.
Field Description
Clear Clear the statistics for the selected interfaces
View View the statistics for the interface.

Table 711: View STP Statistic buttons.
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Spanning Tree )’ Statistics

STP Port Statistic
Port GE1

& MNone

Refresh Rate 5 sec

10 sec
30 sec

Config 0
TCN 0
MSTR 0

Config 0
TCN 0
MSTR 0

Reifresh H Clear ][ Close l

Figure 7-9: View STP Port Statistics page.

Field Description

Refresh Rate  The option to refresh the statistics automatically.

Clear Clear the statistics for the selected interfaces

Table 712: View STP Port Statistic buttons.

8. Discovery

8.1. LLDP

LLDP is a onavay protocol; there are no request/response sequences. Information is advertised by
stations implementing the transmit function, and is received and processed by stations implementing
the receive function. The LLDP category contains LLDP aRdMHEID pages.
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8.1.1. Property

To display LLDP Property Setting web page, Ristovery > LLDP > Property

Discovery /' LLDP )’ Property

State v Enable

TLV Advertise Interval 30
Hold Multiplier 4
Reinitializing Delay 2

Transmit Delay 2

Fast Start Repeat Count 3

Figure 81 LLDP Property Setting
Field Description
State Enable/ Disable LLDP protocol on this switch.

Select LLDP PDU handliaction to be filtered, bridging or flooded
when LLDP is globally disabled.
Filtering: Deletes thepacket.
Bridging:(VLANaware flooding) Forwards the packet to all
VLAN members.
- Flooding:Forwards the packet to aflorts

LLDP Handling

TLV Advertise  Select the interval at which frames are transmitted. The default is

Interval 30 seconds, and the valid range 83767 seconds.
Holdtime Select the multiplier on the transmit interl/go assign to TTL (range
Multiplier 2¢10, default = 4).
-78¢
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Reinitialization ~ Select the delay before a-iaitialization (range 410 seconds,
Delay default = 2).

Transmit Delay Select the delay after an LLDP frame is sent (ran§&91 seconds

default =3).
Fast Start Repeat Select fast start repeat count when port link up (rangé&Q,
Count default = 3).

Table 81 LLDP Property Setting Fields

8.1.2. PortSetting

To display LLDP Port Setting, ciigcovery > LLDP > Port Setting
Discovery )» LLDP ) Port Setting

Port Setting Table

| | Entry | Port | Mode | Selected TLV

GE1 Normal — 802.1 PVID
GE2 Mormal 8021 PVID
GE3 Normal — 802.1 PVID
GE4  Normal 2021 PVID
GES Mormal 8021 PVID
GEG MNormal — 802.1 PVID
GE7 Normal — 802.1 PVID
GES8 Normal — 802.1 PVID
GE9 MNormal — 802.1 PVID
GE10 Mormal 2021 PVID

W = @t e Lo R

=1

Figure 82 LLDP Port SettinPage

To Edit LLDP port setting web page, select the port which to set, click dedion

-79¢
©2021 MICROSENS GmbH & Co. KG All Rightsé&eserv



User Manual MICROSENS

MS400835M

Discovery ) LLDP ;) Port Setting

Edit Port Setting

Port GE1

Transmit

Receive
#* Mormal

Disable

Mode

Available TLV Selected TLV

Port Description 8021 PVID
Optional TLV | |System Name

System Description

System Capabilities

502.3 MAC-PHY A

Available VLAN Selected VLAN

VLAN 1
802.1 VLAN Name  |vLAN 2
VLAM 3

Figure 83 LLDP Port Edit Page

Field Description

Port Select specified port or all ports to configure LLDP state.

Select the transmission state of LR.Port interface.
Disable:Disable the transmission of LLPBUS.
Mode - RX OnlyReceive LLDP PDUs only.
TX OnlyTransmit LLDP PDuosly.
- TX And RXTransmit and receive LLDP PDgdth.
Select the LLDP optional TLVs to be carried (multiple selection
allowed).
- SystemName
Port Description
- SystemDescription
Optional TLV - SystemCapability
- 802.3 MAGPHY
802.3 LinkAggregation
802.3Maximum FrameSize
- Management Address
- 802.1PVID
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802.1 VLAN Name iﬁé&\j\%é?e VLAN Name ID to be carried (multiple selection is

Table 82 LLDP Port Configuration Fields

8.1.3. MED NetworkPolicy

To display LLDP MED Network Policy SettintkDiscovery > LLDP > MED Network Policy

Discovery )’ LLDP ); MED Network Policy

MED Network Policy Table
Showing | All v | entries Showing 1 to 1 of 1 entries Q

| | PpolicyD | Application | VLAN | VLAN Tag | Priority | DscP |
1 Woice Signaling 2 Tagged 0 0

- First | Previous | 1| Mext @ Last
[ Add || Edt || Delete |

Figure 84 LLDP MED Network Policy Page

To Add LLDP MED Network Policy entry, Click buttizh
To Edit LLDP MED Network Policy entry, select the entry which to edit, Click Bditon

Add MED Network Policy

PolicylD |1 +

Application Voice T
VLAN
& Tagged
L L Untagged
Priority 0w
DSCP 0o
Apply H Close ]

Figure 85 LLDP MBE Network Policy Setting Page
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Field

Description

Policy ID

Select specified network policy ID to configure.

Application

VLAN

Select the network policy application type.

- Voice

- VoiceSignaling
Guest Voice
Guest Voice Signaling
SoftphoneVoice

- Video Confeencing

- App StreamingVideo

- VideoSignaling

Set the VLAN ID, range from 1 to 4094.

VLAN Tag

Priority

Set the VLAN tag status.
- TaggedTraffic isagged.
- Untagged:Traffic isuntagged.

Set the L2 priority, range from 0 to 7.

DSCP

Set theDSCP value, range from 0 to 63

Table 83 LLDP MED Network Policy Configuration Fields

8.1.4. MED PoriSetting

To display LLDP MED Port Setting, 8iskovery > LLDP > MED Port Setting
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MED Port Setting Table

MICROSENS

Q
Network Policy
Entry | Port State = — Location | Inventory
Active | Application
1 GE1 Enabled Yes No No
2 GE2 Enabled  Yes No No
3 GE3 Enabled Yes No No
4 GE4 Enabled  Yes No No
5 GE5 Enabled Yes No No
6 GES Enabled  Yes No No
7 GE7 Enabled Yes No No
8 GES Enabled  Yes No No
9 GE9 Enabled Yes No No
10 GE10 Enabled  Yes No No

Figure 86 LLDP MED Setting Page

To Edit LLDP MED port settinglwpage, select the port which to set, click buttedit

-83¢

©2021 MICROSENS GmbH & Co. KG All Rightsdkserv




User Manual MICROSENS

MS400835M
Discovery ); LLDP ) MED Port Setting
BditMED Port Setting
Port GE1
State |« Enable
Available TLV Selected TLV
Location Metworlk Policy
Optional TLV Inventory
Available Paolicy Selected Palicy
1 (Voice Signaling)
Network policy
Loeaion
Coordinate
Civic
ECS ELIN
Apply H Close ]
Figure 87 LLDP MED Add/Edit Page
Field Description
Port Select specified port or all ports to configure LLDP MED.
State Select LLDP MED enable status

Select LLDP MED optionaVE (multiple selection is allowed)
Network Policy
Location
-_Inventory
Network Policy Sel_ect the network poIicy_IDs to be bound to ports. T_he networl
policy should be created in MED Network Policy padiesat
Table 14 LLDP MED Port Configurati Fields

Optional TLV
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Field Description
Coordinate Set Coordinate
Civic Set Civic

ECS ELIN Set ECS ELIN
Table 84 LLDP MED Port Location Configuration Fields

8.1.5. PacketView

To display LLDP Overloading, diiscovery > LLDP > Packet View
Discovery )» LLDP )’ Packet View

Packet View Table

Q
| | Entry | port | in-use Bytes) | Available (Bytes) | Operational Status
1 GE1 38 1450 Mot Overloading
2 GE2 33 1450 Not Cverloading
3 GE3 38 1450 Mot Overloading
4 GE4 38 1450 Mot Overloading
5 GE5 38 1450 Mot Overloading
6 GEB& 38 1450 Mot Overloading
T GET7 38 1450 Mot Overloading
8 GES8 38 1450 Mot Overloading
9 GES 38 1450 Mot Overloading
10 GE10 39 1449 Mot Overloading
Figure 88 LLDPverloading Page
Field Description
Port Port Name

In-Use (Bytes)  Total number of bytes of LLDP information in each packet.

Total number of available bytes left for additional LLDP

Available (Bytes) information in eachpacket.
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Operational Satus  Overloading or not

Table 85 LLDP Overloading Fields

If need detail information, select the port, then clid&tail
Discovery /) LLDP )’ Packet View

Port GE1

Size (Bytes) 21
Operational Status  Transmitied

Size (Bytes) 9
Operational Status  Transmitied

Size (Bytes) 0
Operational Status  Transmitied

Size (Bytes) 0
Operational Status  Transmitied

Size (Bytes) 0
Operational Status  Transmitted

Size (Bytes) 0
Operational Status  Transmitted

Size (Bytes) 0
Operational Status =~ Transmitiad

Size (Bytes) 0

Mraratinnal Ctatoe Tramernittod
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Size (Bytes) 0O
Operational Status  Transmitied

Size (Bytes) &
Operational Status  Transmitted

In-Use (Bytes) 32
Available (Bytes) 1450
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Figure 89 LLDP Overloading Detail Page

Field Description

Port Port Name

Total mandatory TLV byte size.

Mandatory TLVs Status is sent avverloading.

Total MED Capabilities TLV byte size.

MED Capabilities Status is sent apverloading.

Total MED Location byte size.

MED Location Status is sent apverloading.

MED Network  Total MED Network Policy byte size.
Policy Status is sent or overloading.

Total MED Inventory byte size.

MED Inventory Status is sent avverloading.

MED Extended  Total MED Extended Power via MDI byte size.
Power via MDI  Status is sent or overloading.

Total 802.3 TLVs byte size.

802.3 TLVs Status is sent apverloading.

Total Optional TLV byte size.

Optional TLVs Status is sent or overloading.
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Total 802.1 TLVs byte size.

802.1TLVs Status is sent apverloading.

Total Total number of bytes of LLDP information in each packet.

TaHe 86 LLDP Overloading Detial Fields

8.1.6. Locallinformation

To display LLDP Local Device, €hskovery > LLDP > Local Information

Discovery )’ LLDP ) Local Information

Device Summary

Chassis ID Subtype MAC address
Chassis ID  00:E0:4C:00:00:00
System Name  Switch
System Description G20
Supported Capabilities  Eridge
Enabled Capabilities Eridge
Port ID Subtype Local

Port Status Table

Q
| | Entry | port | LLDP State | LLDP-MED State
1 GE1 Mormal Enabled
2 GE2 Mormal Enabled
3 GE3 MNormal Enabled
4 GE4 Mormal Enabled
5 GE5 Mormal Enabled
6 GE6 Mormal Enabled
7 GE7 Mormal Enabled
8 GEB MNormal Enabled
9 GES Mormal Enabled
10 GE10  Normal Enabled

Use the LLDP Local Information to view LLDP local device information.
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Figure 810 LLDP Local Information Page

Field Description

Chassis ID Subtypc Type of chassis ID, such as the MAC address.

Identifier of chassis. Where the chassis ID subtype is a MAC

Chassis D address. the MAC address of the switchisplayed.

System Name  Name of switch.

System

. Description of the switch.
Descrption

Capabilities Primary functions of the device, such as Bridge, WLAN AP, or

Supported Router.
Capabilities Primary enabled functions of the device.
Enabled

Port ID Subtype  Type of the port identifier that is shown.

LLDPStatus LLDP Tx and Rx abilities.

LLDP Med Status LLDP MED enable state.

Table 87 LLDP Local Information Fields

/| tA01 GRSGIFIAfTE¢ odzilGz2zy 2y (GKS LI 3AS G2 OASs
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Discovery )) LLDP )’ Local Information

Chassis ID Subtype  MAC address
Chassis ID  00:E0:4C:00:00:00
System Name  Switch
System Description  1G80
Supported Capabilities  Eridge
Enabled Capabilities Eridge
PortlD GE1
Port ID Subtype Local
Port Description W\

| Address Subtype | Address | Interface Subtype | Interface Number |
0 results found.

Auto-Negotiation Supported MN/A
Auto-Negotiation Enabled  N/A
Auto-Negotiation Advertised Capabilities MN/A
Operational MAU Type N/A

802.3 Maximum Frame Size N/A

Aggregation Capability  N/A
Aggregation Status  N/A
Aggregation PortID  N/A

Capabilities Supported  Capabilitiss . Netwark policy
Current Capabilities  Capabilitiss . Netwark policy
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Capabilities Supported Capabilities , Metwork policy
Current Capabilities  Capabilities , Network policy
Device Class  MNetwork Connectivity

PoE Device Type  MN/A
PoE Power Source  MN/A
PoE Power Priority  MN/A

PoE Power Value  M/A
Hardware Revision MN/A
Firmware Revision MN/A

Software Revision MN/A
Serial Number M/A
Manufacturer Name  N/A
Model Name  M/A
AssetlD MN/A

Civic  N/A
Coordinate  N/A
ECSELIN MN/A

| Application Type | VLAN | VLAN Type | Priority | DSCP |
0 results found.

Figure 811 LLDP Local Information Detail Page

8.1.7. Neighbor

To display LLDP Remote Device, €iskovery > LLDP > Neighbor

Use the LLDP Neighbor page to view LLDP neighbors information.
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Discovery )» LLDP ) Neighbor

Neighbor Table

Showing | Al ¥ | entries Showing 0 to 0 of 0 entries Q

| | Local Port | Chassis ID Subtype | Chassis ID | Port ID Subtype | PortID | System Name | Time to Live |
0 results found.

First  Previous 1 Mext Last
| cear || Reresn || Detail |
Figure 812 LLDP Neighbor Page
Field Description
Local Port Number of the local port to which the neighbs connected.

Chassis ID Subtypt Type of chassis ID (for example, MAC address).

Chassis ID Identifier of the 802 LAN neighboring device's chassis.

Port ID Subtype  Type of the port identifier that is shown.

Port ID Identifier of port.

System Name  Pulished name of the switch.

Time interval in seconds after which the information for this
neighbor is deleted.
Table 88 LLDP Neighbor Fields

Time to Live

A ¥ s oA

/| tA01 aRSGIFIAfTE (G2 OASH aStSOGSR ySAIAKoOo2NI RSOl A
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8.1.8. Statistics

To display LLDP SHitcs status, clicRiscovery > LLDP > Statistics

The Link Layer Discovery Protocol (LLDP) Statistics page displays summarypamtlipiermation for
LLDP frames transmitted and received on the switch

Discovery )’ LLDP )’ Statistics

Global Statistics

Insertions 0
Deletions 0
Drops 0
AgeOuts 0

[ Clear ][ Refresh ]

Statistics Table

Q
Transmit Frame Receive Frame Receive TLV Neighbor
Entry | Port

‘ ‘ Total Total | Discard | Error | Discard | Unrecognized | Timeout
1 GE1 0 0 0 0 0 0 0

2 GE2 0 0 0 0 0 0 0

3 GE3 0 0 0 0 0 0 0

4 GE4 0 0 0 0 0 0 0

5 GE5 0 0 0 0 0 0 0

6 GE6 0 0 0 0 0 0 0

7 GE7 0 0 0 0 0 0 0

8 GES 344 0 0 0 0 0 0

9 GE9 0 0 0 0 0 0 0

10 GE10 0 0 0 0 0 0 0

Clear ] [ Refresh
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Figure 814 LLDP Statistics Page

Field Desciption

The number of times the complete set of information advertised
Insertions a particular MAC Service Access Point (MSAP) has been insert
into tables associated with the remosgstems.

The number of times the complete set of infleation advertised by
MSAP has been deleted from tables associated with the remote

Deletions
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systems.

The number of times the complete set of information advertised
Drops MSAP could not be entered into tables associated with the rem:
systems because aisufficientresources.
The number of times the complete set of information advertised
Age Outs MSAP has been deleted from tables associated with the remote
systems because the information timeliness intervaldsred.

Port Interface or portnumber.

Transmit Frame

Total Number of LLDP frames transmitted on the corresponding port.

Receive Frame Number of LLDP frames received by this LLDP agent on the
Total corresponding port, while the LLDP agent is enabled.

Receive Frame Number ofLLDP frames discarded for any reason by the LLDP .
Discard on the corresponding port.

Receive Frame Number of invalid LLDP frames received by the LLDP agent on
Error corresponding port, while the LLDP agent is enabled.

Receive TLV ~ Number of TLVef LLDP frames discarded for any reason by the
Discard LLDP agent on the corresponding port.

Receive TLV ~ Number of TLVs of LLDP frames that are unrecognied while the
Unrecognized  LLDP agent is enabled

Nglghbor Number of age out LLDP frames.
Timeout
Table 89 LLDP Statistics Fields
9. Multicast

9.1. General

Use the General pages to configure settings of IGMP and MLD common function.

9.1.1. Property
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To display multicast general property Setting web page, Midkicast> General> Property
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This page allow user &et multicast forwarding method and unknown multicast action.
Multicast )’ General )’ Property

) # Flood
Unknown Multicast Drop

Action Forward to Router Port

* DMAC-VID
P4 DIP-VID

* DMAC-VID
IPve DIP-VID

Apply

Figure 91 Multicast General Properties Page

Field Description

Set the unknown multicast action
Drop: drop the unknown multicasiata.

Unknown Multicast Flood:flood the unknown mulcastdata.

Action Router port:forward the unknown multicast data toouter
port.
Set the ipv4 multicast forward method.
IPv4 - MAGVID:forward methoddmac+vid.

- DIRVID:forward methoddip+vid.

Set the ipv6 multicast forward method.
IPv6 - MAGYVID:forward methoddmac+vid.
DIRVID:forward method dip+vid(dip is ipv6 low B&).

Table 91 Multicast General Property Setting Fields

9.1.2. GroupAddress

To display Multicast General Group web page, dliakicast> General> Group Address

This page allow use¢o browse all multicast groups that dynamic learned or statically added.

-97¢
©2021 MICROSENS GmbH & Co. KG All Rights Reserved



User Manual MICROSENS

MS400835M

Multicast /) General )’ Group Address

Group Address Table

IP Version | IPvd v
Showing | All ¥ | entries Showing 0 to 0 of 0 entries Q

| | vLAN | Group Address | Member | Type | Life (sec) |

0 results found.

First | | Previous | 1| | Next| | Last

[ Add  |[ Edt || Delete |[ Refresn |

Figure 92 Multicast Group Address Table Page

Field Description
IP Version
IP Version - IPv4:ipv4 multicast group
- IPv6:ipv6 multicastgroup
VLAN The VLAN ID agroup.

Group Address The group IP address.

Member The member ports of group.
Type The type of group. Static or Dynamic.
Life(Sec) The life time of this dynamic group.

Table 92 Multicast Group Addess Table Fields
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Add Group Address

MICROSENS

Group Address

VLAN 1
IP Version IPvd v
Group Address
Available Port Selected Port
GE1
GE2
GE3
Member GE4
GES5
GEB
GET
GE3 -
Apply H Close ]
Figure 93 Multicast Group Address Add Page
Field Description
VLAN The VLAN ID dafroup.
IP Version
IP Version IPv4:ipv4 multicast group

Group Address

- IPv6:ipv6 multicastgroup

The group IP address.

Member

The member prts of group.
Available Port:Optional portmember
- Selected PortSelected portnember

Table 93 Multicast Group Address Add Fields

-99¢

©2021 MICROSENS GmbH & Co. KG All Rights Reserved



User M I
MS400835M MICROSENS
Multicast )’ General ) Group Address

Edit Group Address

VLAN 1
Group Address 224.1.1.1

Available Port Selected Port
GE2 GE1

Member

Figure 94 Multicast Group Address Edit Page

Field Description

VLAN The VLAN ID of edited group.

Group Addess The group IP address.

The member ports of group.
Member - Available Port:Optional portmember
- Selected PortSelected portmember
Table 94 Multicast Group Address Edit Fields

9.1.3. RouterPort

To display multicast router port table web pagkclcMulticast> General> Router Port

This page allow user to browse all router port information. The static and forbidden router port can set
by user.
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Multicast /» General ) Router Port

Router Port Table
IF Version | IPvd4 v
Showing | All v | entries Showing 11to 1 of 1 entries Q

| | vLAN | member | static Port | Forbidden Port | Life (Sec)
1 GE1-GE3 GE1-GE3

First | Previous | | 1| | Next | Last
[ Add | Edt |[ Refresn |
Figure 95 Multicast Router Table Page
Field Description
IP Version
IP Version - IPv4:ipv4 multicast router
- IPv6:ipv6 multicastrouter
VLAN The VLAN ID router entry
Member Router Port member (include static and learned port member).
Static Port Static router port member

Forbidden Port Forbidden router port member

Life (Sec) The expiry time of the nater entry.

Table 95 Multicast Router Table Fields
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Multicast )’ General /' Router Port

Add Router Port

Available VLAN Selected VLAN

VLAN

IP Version IPvd v

Tyoe & Static
yp Forbidden

Available Port Selected Port

GE1
GE2

GE3
Port GEA
GES
GEB
GET
GES hd

Figure 96 Multicast Router Add Page

Field Description

The VLAN ID for router entry
VLAN - Available VLANOptional VLANnember
Selected VLANSelected VLAN member

IP Version
IP Version - IPv4:ipv4 multicast router
- IPv6:ipv6 multicastrouter
The router port type
Type . Stati_c:static routerport o _
- Forbidden:¥ 2 ND A RRSY N dzu &ihamicJ2 NJ
router portmember
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The member ports of router entry.
Port - Available Port:Optional router portmember
- Selected Port Selected router porinember
Table 96 Multicast Router Add Fields

Multicast »» General ) Router Port

Edit Router Port

VLAN 1
IP Version IFv4

T #» Static

ype Forbidden
Available Port Selected Fort
GE4 GE1
GE5 GE2
GE6 GE3

Port GET
GES
GEg
GE10
LAGT -

Apply ][ Close l
Figure 97 Multicast Router Edit Page
Field Description
VLAN VLAN ID of Selected router entry
IP Version Selected IP version

The router port type
Type Stati(_::staticrouter port o _
- Forbidden:¥ 2 N®D A RRSY N dzu &iamicJ2 NJ
router portmember
The member ports of router entry for selected port type.
Port - Available Port:Optional router porimember
- Selected PortSelected router porinember
Table 97 Multicast Router Edit Fields
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9.1.4. ForwardAll

To display multicast Forward All web page, diltkticast> General> Forward Al

This page allow user to add and edit forward all entry.
Multicast )’ General »» Forward All

Forward All Table

IP Version | [Pvd v
Showing | All ¥ | entries Showing 1 to 2 of 2 entries Q

| | viaN | static Port | Forbidden Port |

2 GE2-GE3
3 GE1-GE2
[ Add l [ Edit l [ Delete l First Previous 1 Mext Last
Figure 98 Multicast Forward All Table Page
Field Description
IP Version
IP Version - IPv4:ipv4 multicast forwardll
- IPv6:ipv6 multicast forwardall
VLAN VLAN ID of forward all entry
Static Port Known multicast group always forward port member
ForbiddenPort Known multicast group always not forward port member

Table 98 Multicast Forward All Table Fields
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Multicast )’ General >’ Forward All

Add Forward All

Available VLAN Selected VLAN
1

VLAN

IP Version IPvd v

Type : E;E:Eicdden
Available Port Selected Port
GE1
GE2
GE5
GE&
GET
GES v
Apply || Close
Figure 99 Multicast Forward All Add Page
Field Description
The VLAN ID for forward all entry
VLAN - Available VLANOptional VLANnember
Selectal VLAN Selected VLAN member
IP Version
IP Version - IPv4:ipv4 multicast forwardll

- |IPv6:ipv6 multicast forwardall

The forward all port type
Type - Static:static forward alport
- Forbidden:forbidden forward allport

The member ports of router entry.
Port - Available Port:Optional router portmember
- Selected PortSelectedouter port member
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Table 99 Multicast Forward All Add Fields

Multicast /’ General )’ Forward All

Edit Forward All

VLAN 3
IP Version  [Fvd

Type & Static
yp Forbidden

Available Port Selected Port

GE3 GE1
GE4 GE2
GE5

GEG

GE7

GES

GE9

GE10 =~

Port

Figure 910 Multicast Forward All Edit Page

Field Description

VLAN VLAN ID of Selected forward all entry

IP Version Selected IP version

The forward all port type
Type - Static:static forward allport
- Forbidden:forbidden forward allport

The member ports of forward all entry for selected port type.
Port - Available Port:Optional router portmember
- Selected PortSelected router porinember

Table 910 Multicast Forward All Edit Fields

9.1.5. Thratling
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To display multicast magroup number and action setting web page, chdllticast> General>
Throttling
Multicast )© General )’ Throttling
Throttling Table

IF Version | IPvd4 v

| | Entry | Port | Max Group | Exceed Action

1 GE1 256 Deny
2 GE2 256 Deny
3 GE3 256 Deny
4 GE4 256 Deny
5 GEb5 256 Deny
6 GEB 256 Deny
7 GE7 256 Deny
8 GES8 256 Deny
9 GE9 256 Deny
10 GE10 256 Deny
11 LAGT 256 Deny
12 LAG2Z 256 Deny
13 LAG3 256 Deny
14 LAG4 256 Deny
15 LAGS 256 Deny
16 LAGE 256 Deny
17 LAGY 256 Deny
18 LAGE2 256 Deny

This page allow user to configure port can learned max group number and if port group number arrived
max group number action

Figure 911 Multicast Throttling Table Page

Field Description

IP Version
IP Version - IPv4:ipv4 for igmp snooping throttling
IPv6:ipv6 for mid snoopinghrottling

Entry Entry of number
Port Port Name
Max Group Max number of group for port
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Exceed Action Disphy the port exceed max number group learning group actio

Table 911 Multicast Throttling Table Fields

Multicast ) General »» Throttling

Edit Throttling

Port GEZ2 GE4
IP Version [Fv4

Max Group |256

Exceed Action ® Deny

Replace
Apply ” Close l
Figure 912 Multicast Throttling Edit Page
Field Description
Port Display the selected port list
IP Version Display the selected IP version
Max Group Max number of group for port

Excess Max number of port learning group action
Exceed Action - Deny:do not learning group.
- Replacerandom replace one exigtroup
Table 912 Multicast Throttling Table Edit Fields

9.1.6. Filtering Profile

To display Multicast Profile Setting web page, diickticast> General> Filtering Profile

This page allow user to add, edit or delete fleofor IGMP or MLD snooping.
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Multicast ;) General ; Filtering Profile

Filtering Profile Table
IP Version |IPv4 v
Showing | Al v | entries Showing 1to 1 of 1 entries Q

| | ProfileID | StartAddress | End Address | Action |
1224111 224123 Allow

First | Previous | 1 || Mext | Last

[ add  |[ Eat || Deete |

Figure 913 Multicast Profile Table Page

Field Description

IP version:
IP Version - IPv4:1IGMP snooping profile
- IPv6:MLD snoopingprofile

Profile ID Display profile ID

Start Address The start group address of (e

End Address The end group address of profile

Action Display profile action

Table 913 Multicast Profile Table Fields

Multicast )) General )’ Filtering Profile

Add Profile

Profile ID

IP Version IPvd »

Start Address
End Address
Action ®  Allow
Deny
Apply H Close
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Figure 914 Multicast Profile Add Page

Field Description
Profile ID Profile ID
IP version:
IP Version - IPv4:1IGMP snoping profile

- IPv6:MLD snoopingrofile

Start Address The start group address of profile

End Address The end group address of profile

The action of profile:

Action - Allow: permit all packets that match therofile.
- Deny:deny all packets that match therofile.

Table 914 Multicast Profile Add Fields

Multicast )’ General . Filtering Profile

Edit Profile

Profile ID 1
IP Version  |Pv4

Start Address 224.1.1.1
End Address |224.1.23

® Allow

Action Deny

Figure 915 Multicast Profile Edit Page

Field Description
Profile ID Edit Profile ID
IP Version Display the edit profile ip version

Start Address The start group address of profile
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End Address The e group address of profile

The action of profile:
Allow: permit the group can learned that match tipeofile.
Deny:deny the group to learn the groupthat match the
profile.
Table 915 Multicast Profile Edit Fields

Action

9.1.7. FilteringBinding

To dispiay Multicast port filter binding profile web page, cligkilticast> General> Filtering Binding

This page allow user to bind/remove profile for each port
Multicast ;) General ) Filtering Binding

Filtering Binding Table

IP Version |IPvd v

| | Entry | port | profile D
GE1

1

2 GE2
3 GE3
4 GE4
5 GE5
6 GEB
7 GE7
3 GES
9 GES
10 GE10
11 LAG1
12 LAG2
13 LAG3
14 LAG4
15 LAGS
16  LAGE
17 LAGT
18 LAGE

Figure 916 Multicast Filtering Table Page
Field Description
ip ‘V‘CIDIUII
IP Version - IPv4:ipv4for igmp snooping throttling

- IPv6:ipv6 for mld snoopindhrottling

Entry Entry of number
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Port Port Name

Profile ID Port binding Profile ID

Table 916 Multicast Filtering Table Fields
Multicast )’ General ) Filtering Binding

Edit Filtering Binding

Port GE1-GE2
IP Version  |Fv4d

«| Enable
Profile ID
1
Apply ” Close ]
Figure 917 Multicast Filtering Edit Page
Field Description
Port Selected Port List
IP Version Display Selected Port filtering IP version
Profile 1D If check Enable, can select or change profile ID,

Else it will delete port filter profile binding

Table 917 Multicast Filtering Edit Fields

9.2. IGMPSnooping

Use the IGMP Snooping pagesconfigure settings of IGMP snooping function.

9.2.1. Property

To display IGMP Snooping global setting and VLAN Setting web pagdudiicast> IGMP Snooping>
Property
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This page allow user to configure global settings of IGMP snooping and configaifec SpieAN settings
of IGMP Snooping.
Multicast )» IGMP Snooping )’ Property

State Enable

@ IGMPY2
UEELT IGMPV3

Report Suppression |« Enable

Apply

VLAN Setting Table

Q

Last Member
Query Interval

Last Member
Query Counter

Router Port
Auto Learn
Disabled Enabled 2 125 10 2 1 Disabled
Disabled Enabled 125 10 Disabled
Disabled Enabled 125 10 Disabled
Disabled Enabled 125 10 Disabled
Disabled Enabled 125 10 Disabled

Query Max
Response Interval

Query
Interval

Query
Robustness

VLAN | Operational Status Immediate Leave

(=S T VR Ry
BORIOR R
BRI R R

1
1
1
1

Figure 918 IGMP Snooping Property Page

Field Description

Set the enabling status of IGMP Snooping functionality
State - Enable:If Checked Enable IGMP Snooping, else is
Disabled IGMP Snooping.

Set the ignp snooping version
Version - IGMPv2:0Only support process igmp packet.
- IGMPv3:Support v3 basic and?.
Set the enabling status of IGMP v2 report suppression

Report Suppression - Enable:lf Checked Enable IGMP Snoopingef@ort
suppression, else Disable the report suppresfimetion
VLAN The IGMP entry VLAN ID

Operation Status The enable status of IGMP snooping VLAN functionality

Router Port Auto Learn The enabling status of IGMP snooping router port auto learni

The Query Robustness allows tuning for the expected packe

uery Robustness
Query loss on asubnet.

Query Interval The interval of querier to send general query
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Query Max Response
Interval

In Membership Query Messages, it specifies the maxin
allowed time before sending a responding report in units of 1
second.

Last Member Query
count

The count tlat Querierswitch sends Groufspecific Queries
when it receives a Leave Group message for a group.

Last Member Query
Interval

The interval that Querieswitch sends Groufpecific Queries
when it receives a Leave Group message for a group.

Immediate leae

The immediate leave status of the group will immediate leave
when receive IGMP Leave message.

Table 918 IGMP Snooping Property Fields

Multicast )’ IGMP Snooping /' Property

Edit VLAN Setting

VLAN 35
State Enable

Router Port Auto Learn «| Enable

Immediate leave Enable

Query Robustness 2

Query Interval

Query Max Response Interval

Last Member Query Counter

Last Member Query Interval

Status

Query Robustness

Query Interval

Query Max Response Interval
Last Member Query Counter
Last Member Query Interval

125

10

2

1

Disabled
2

125 (Sec)
10 (Sec)
2

1(Sec)

Figure 919 IGMP Snooping VLAN Edit Page
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Field Description

VLAN The selected VLAN List

Set the enablig status of IGMP Snooping VLAN functionality
State - Enable:If CheckedEnableIGMP SnoopingVLAN,elseis
Disabled IGMP _SnoopiiiAN.
Set the enabling status of IGMP Snooping router port learnin
Router Port Auto Learn - Enable:lf checked Enable learning rew port by query
and PIM, DVRMP, else Disable the learning rquier
Immediate Leave the group when receive IGMP Leave mess
Immediate leave - Enable:lf checked Enable immediate leave, ethsable
immediateleave
The Admin Qery Robustness allows tuning for the expected
packet loss on aubnet.

Query Robustness

Query Interval The Admin interval of querier to send general query

The Admin gquery max response intefvaln Membership Query
Messages, it specifieséirmaximum allowed time before
sending a responding report in units of 1/4€cond.

The Admin last member query count that Querssvitch sends
GroupSpecific Queries when it receives a Leave Group mes
for agroup.

The Admin last member query interval that Quetssvitch
sendsGroupSpecificQuerieswhen it receivesa LeaveGroup
message for group.

Query Max Response
Interval

Last Member Query
Counter

Lag Member Query
Interval

Operational Status

Operational IGMP snooping status must both IGMP snooping

Status ) )
global and IGMP snooping enable the status wikiable.

Query Robustness  Operational Query Robustness

Query Interval Operational Query Interval

Query Max Response

Interval Operational Query Max Response Interval

Last Manber Query

Counter Operational Last Member Query Count
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Last Member Query

Interval Operational Last Member Query Interval

Table 919 IGMP Snooping VLAN Edit Fields

9.2.2. Querier

To display IGMP Snooping Querier Setting web page Miitticast> IGMPSnooping> Querier
Multicast )) IGMP Snooping ' Querier

Querier Table

| | VLAN | state | Operational Status | Version | Querier Address

1 Disabled Disabled
2 Disabled Disabled
3 Disabled Disabled
5 Disabled Disabled
10 Disabled Disabled

This page allow user to configure querier settings on specific VLAN of IGMP Snooping.
Figure 920 IGMP Snooping Querier Table Page

Field Description
VLAN IGMP Snooping querier entry VLAN ID
State The IGMP Snooping querier Admin 8tat

Operational Status The IGMP Snooping querier operational status

Querier Version  The IGMP Snooping querier operational version.

Querier IP The operational Querier IP address on the VLAN

Table 920 IGMP Snooping Querier Table Fields
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Multicast »» IGMP Snooping /) Querier

Edit Querier

VLAN 210
State |« Enable

wson* 212
Apply H Close ]
Figure 921 IGMP Snooping Querier Edit Page
Field Description
VLAN The Selected Edit IGMP Snooping querier VLAN List
Set the enabling status of IGMP Querier Election on the chose
State VLANS
Enabled:if checked Enable IGMP Querier else Dis#BMP
Querier
Set the query version of IGMP Querier Election on the chose
VLANS
Version - IGMPv2:Querier version 2.
IGMPv3:Querier version 3. (IGMP Snooping version sho
be IGMPv3)

Table 921 IGMP Snooping Querier Edit Fields

90.2.3. Statistics

To display IGMP Snoopingtsstics, clickMulticast> IGMP Snooping> Statistics

This page allow user to clear igmp snooping statics.
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Multicast » IGMP Snooping /' Statistics

Total

Valid

InValid

Other

Leave

Report

General Query
Special Group Query

o o o o o o o o O

Source-specific Group Query

Leave 0

Report 0

General Query 0

Special Group Query 0

Source-specific Group Query 0
Clear l [ Refresh ]

Figure 922 IGMP Snooping Statistics Page

Field Description

Receive Packel

ETotal Total RX igmp packet, include ipv4 multicastedat CPU.
Valid The valid igmp snooping process packet.
InValid The invalid igmp snooping process packet.
EDther The ICMP protocol is not 2, and is not ipv4 multicast data packet.
I Leave IGMP leave packet.
mReport IGMP join and report packet
||
||
-119¢

©2021 MICROSENS GmbH & Co. KG All Rights Reserved



User M |
MS400835M MICROSENS

mGenerl Query  IGMP General Query packet

mSpecial Group

Query IGMP Special Group General Query packet

meSourcespecific

Group Query IGMP Special Source and Group General Query packet

Transmit Packet

HElLeave IGMP leave packet

mReport IGMP join and report packet

IGMP general query packet include querier transmit general qui

mGeneral Query packet

BSpecial Group  IGMP special group query packet include querier transmit speci
Query group query packet

ESourcespecific

Group Query IGMP Special Source and Groum&al Query packet

Table 922 IGMP Snooping Statistics Fields

9.3. MLDSnooping

Use the MLD Snooping pages to configure settings of MLD snooping function.

9.3.1. Property

To display MLD Snooping global setting and VLAN Setting web pag®luttickst> MLD Snooping>
Property

This page allow user to configure global settings of MLD snooping and configure specific VLAN settings
of MLD Snooping.
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Multicast > MLD Shooping )’ Property

State Enable
: & MLDv1
UEETI MLDv2

Report Suppression |« Enable

Apply

VLAN Setting Table

Q
Router Port ue e uery Max Last Member Last Member
VLAN | Operational Status e S e Immediate Leave
Auto Learn | Robustness | Interval | Response Interval | Query Counter | Query Interval
1 Disabled Enabled 2 125 10 2 1 Disabled
2 Disabled Enabled 2 125 10 2 1 Disabled
3 Disabled Enabled 2 125 10 2 1 Disabled
5 Disabled Enabled 2 125 10 2 1 Disabled
10 Disabled Enabled 2 125 10 2 1 Disabled
Figure 923 MLD Snooping Property Page
Field Description

Set the enabling status of IGMP Snogpianctionality
State - Enable:lf Checked Enable IGMP Snooping, else is
Disabled IGMP Snooping.

Set the MLD snooping version
Version - MLDv1:0Only support process MLD packet.
- MLDv2:Support v2 basic andl.
Set the enabling status of MLD v1 report suppression

Report Suppression - Enable:lf Checked Enable MLD Snoopingeort
suppression, else Disable the report suppressimation
VLAN The MLD entry VLAN ID

Operation Status The enable status of MLD snooping VLAN functionality

Router Port Auto Learn The enabling status of MLD snooping router port auto learnin

The Query Robustness allows tuning for the expected packe

Query Robustness loss on a subnet.
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Query Irterval The interval of querier to send general query

In Membership Query Messages, it specifies the maxin
allowed time before sending a responding report in units of 1
second.

Query Max Response
Interval

Last Member Query  The count that Queer-switch sends Groufpecific Queries
count when it receives a Leave Group message for a group.

Last Member Query  The interval that Querieswitch sends Groufpecific Queries
Interval when it receives a Leave Group message for a group.

The mmediate leave status of the group will immediate leave
when receive MLD Leaweessaqge.
Table 923 MLD Snooping Property Fields

Immediate leave
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Multicast ;) MLD Snooping ’

Edit VLAN Setting

VLAN

State

Router Port Auto Learn

Immediate leave

Query Robustness

Query Interval

Query Max Response Interval

Last Member QGuery Counter

Last Member Query Interval

MICROSENS

Property

Enable
+ Enable

Enable

125

10

2

1

Status Disabled
Query Robustness 2
Query Interval 125 (Sec)
Query Max Response Interval 10 (Sec)
Last Member Query Counter 2
Last Member Query Interval 1 (Sec)
Apply ][ Close ]
Figure 924 MLD Snooping VLAN Edit Page
Field Description
VLAN The selected VLAN List
Set the enabling stagiof MLD Snooping VLAN functionality
State Enable: If CheckedEnableMLD SnoopingVLAN,elseis

Disabled MLD SnoopiviLAN.

Router Port Auto Learn

Set the enabling status of MLD Snooping router port learning
Enable:lf checked Enable learning router port gyery
and PIM, DVRMP, else Disable the learning rquder

Immediate leave

Immediate Leave the group when receive MLD Leave messa
- Enable:lf checked Enable immediate leave, else disable
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immediate leave

Query Robustness

Query Interval

The Admin Query Robustness allows tuning for the expected
packet loss on aubnet.

The Admin interval of querier to send general query

Query Max Response
Interval

Last Member Query
Counter

Last Member Query
Interval

Operational Status

The Admin query max response intefvaln Membership Query
Messages, it specifies the maximum allowed time before
sending a responding report in units of 1/4€cond.

The Admin last member query couthtat Querierswitch sends
GroupSpecific Queries when it receives a Leave Group mes
for agroup.

The Admin last member query interval that Quesnngtch
sends Grougspecific Queries when it receives a Le@veup
message for aroup.

Status

Query Robustness

Operational MLD snooping status must both MLD snooping
global and MLD snooping enable the status wikbable.

Operational Query Robustness

Query Interval

Operational Query Interval

Query Max Response
Interval

Operational Query Max Response Interval

Last Memler Query
Counter

Operational Last Member Query Count

Last Member Query
Interval

Operational Last Member Query Interval

9.3.2. Statistics

Table 924 MLD Snooping VLAN Edit Fields

To display MLD Snooping Statistics, dicitticast> MLD Snooping> Statistics

This page allow user to clear MLD snooping statics.
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Multicast ;» MLD Snooping /’ Statistics

Total

Valid

InValid

Other

Leave

Report

General Query
Special Group Query

= = I R = R = N = N = R = [ = |

Source-specific Group Query

Leave 0
Report 0
General Query 0
Special Group Query 0
Source-specific Group Query 0
Clear l [ Reiresh
Figure 925 MLD Snooping Statistics Page
Field Description

Receive Packel

ITotal Total RX MLD packet, include ipv4 multicast data to CPU.
Valid The valid MLD snooping process packet.
mValid The invalid MLD snooping process packet.

The ICMPV6 type is not MLD, and is not ipv6 multicast data packet,

m Other and is not IPV6 routegrotocol.
mlLeave MLD leave packet.

miEport MLD join and report packet
||

-125¢
©2021 MICROSENS GmbH & Co. KG All Rights Reserved



User Manual MICROSENS

MS400835M

mGeneral Query  MLD General Quenyacket

mSpecial Group

Query MLD Special Group General Query packet

meSourcespecific

Group Query MLD Special Source and Group General Query packet

Transmit Packet

HElLeave MLD leave packet

mReport MLD join and report packet

mGeneral Query  MLD general gery packet

ESpecial Group

Query MLD special group query packet

ESourcespecific

Group Query MLD Special Source and Group General Query packet

Table 925 MLD Snooping Statistics Fields

9.4. MVR

Use the MVR pages to configure settings of MVR fanct

9.4.1. Property

To display multicast MVR property Setting web page, Mickicast> MVR> Property

This page allow user to set MVR property.
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Multicast ;> MVR )’ Property

State
VLAN

Mode

Group Start
Group Count

Query Time

+ Enable
2 0r

» Compatible
Dynamic

224111
]

1

Maximum

Current

Apply

128
]

Figure 926 Multicast MVR Properties Page

Field Description
Enable:if checked enable the MVR statelse disabléhe
State
MVRstate
VLAN The MVR VLAN ID
Set the MVR mode.
Compatible:compatiblemode
Mode . h .
Dynamic:dynamic mode, will learn group memben
sourceport
Group Start MVR group range start
Group Count MVR group continue count
Query Time MVR query time when receive MVR leave MVR group packet
Maximum The max number of MVR group database
Current The learned MVR group current time

Table 927 MVR Property Fields
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9.4.2. PortSetting

To display MVR port role and immediate leave state settia page, clicKMulticast> MVR> Port
Setting

This page allow user to configure port role and port immediate leave
Multicast ;> MVR ) Port Setting

Port Setting Table

| |Entnf| Port | Role |Imrnediﬂte Leave
GE1 MNone Disabled
GE2 MNone Disabled
GE3 MNone Disabled
GE4 MNone Disabled
GES MNone Disabled
GE& Mone Disabled
GET Mone Disabled
GES Mone Disabled
GE9 Mone Disabled
10 GE10 Mone Disabled
11 LAG1 MNone Disabled
12 LAG2 Mone Disabled
13 LAG3 Mone Disabled
14 LAG4 Mone Disabled
15 LAGS Mone Disabled
16 LAGG Mone Disabled
17 LAGT Mone Disabled
18 LAGE Mone Disabled

(1= TR R TS T O T R N e

Figure 928 Multicast MVR Port Setting Table Page

Field Description
Entry Entry of number
Port Port Name
Role Port Role for MVR, thigpe is None/Receiver/Source

Immediate Leave  Status of immediate leave

Table 929 MVR Port Setting Fields
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Multicast ;> MVR )’ Port Setting

Edit Port Setting

Port GE1-GE2,GE4-GES

* None
Role Receiver
Source

Immediate Leave « Enable

Apply H Close ]
Figure 930 Multicast MVR Port Setting Edit Page
Field Description
Port Display the selected port list
MVR port role
None:port roleisnone
Role

Receiverport role isreceiver
- Sourceport role issource
MVR Port immediate leave
Immediate Leave - Enable:if checkedis enableimmediate leave, else disable
immediate leave.
Table 931 MVR Port Setting Edit Fields

9.4.3. GroupAddress
To dsplay Multicast MVR Group web page, cMildticast> MVR> Group Address

This page allow user to browse all multicast MVR groups that dynamic learned or statically added.
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Multicast )> MVR ) Group Address

Group Address Table

Showing | All v | entries Showing 0 to 0 of 0 entries Q

| | vLAN | Group Address | Member | Type | Life (Sec) |

0 results found.
First | | Previous | 1 || Mext| | Last

[ Add || Edt || Delete |[ Refresh |

Figure 932 Multicast MVR Group Address Table Page

Field Description

VLAN The VLAN ID of MVR group.

Group Address The MVR group IP address.

Member The member ports of MVR group.
Type The type of MVR group. Static or Dynamic.
Life(Sec) The life time of this dynamic MVR group.

Table 933 MVR Group Address Table Fields

Multicast /> MVR »» Group Address

Add Group Address

VLAN 2

Group Address

Available Port Selected Port

Member
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Figure 934 Multicast MVR Group Address Add Page

Field

Description

VLAN

The VLAN ID of MVR group.

Group Address

MVR group IP address.

Member

The member ports of MVR group.
Available PortOptional port member, it is only receiver pc
when MVR modés compatible, it include source port whe
mode isdynamic
- Selected PortSelected portnember

Edit Group Address

Table 935 MVR Group Address Add Fields

____________________
....................

i
Member |

____________________

| Available Part

2240.1.5

Selected Part

GE1
GEZ
GER
GET
GES&
GEQ
GE10
GEN

~ GE3
GE4

GEA&

hd

Figure 936 Multicast MVR Group Address Edit Page

Field

Description

VLAN

The VLAN ID of edited MVR group.

Group Address

The edited MVR group IP address.

Member

The nember ports of MVR group.

Available Port: Optional port member, it is only receiver
port when MVRmodeis compatible.it include sourceport
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when mode is dynamic
Selected PortSelected portnember
Table 937 MVR Group Address Edit Fields
10. Secuity

Use the Security pages to configure settings for the switch security features.

10.1. RADIUS

To display RADIUS web page, dekurity > RADIUS

This page allow user to add, edit or delete RADIUS server settings and modify default parameter of
RADIUServer.

Security ;> RADIUS

Retry |3
Timeout |3

Key String

Apply

Figure 161 RADIUS Default Setting

Field Description

Retry Set default retry number

Timeout Set default timeout value

Key String Set default RADIUS key string

Table 101 RADIUS Default Setting Fields
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RADIUS Table
Showing | All v | entries Showing 1 to 1 of 1 entries Q

| | Server Address | Server Port | Priority | Retry | Timeout | Usage |
192.168.1.98 1812 1 3 3 Al

[ aad H Eai H Delet ] First | Previous 1  Mext | Last

Figure 162 RADIUS Table

Field Desciption

Server Address RADIUS server address

Server Port RADIUS server port

RADIUS server priority (smaller value has higher priority). RA
session will try to establish with the server setting which has hig

Priority priority. If failed, it willtry to connect to the server with
next higherpriority.
RADIUS server retry value. If it is fail to connect to server, it wil
Retry . P : .
keep trying until timeout with retryimes.
. RADIUS server timeout value. If it is fail to connect to seivill
Timeout . "
keep trying untitimeout.
RADIUS server usage type
Login:For loginauthentifation
Usage

802.1x:For 802.1x authentication
- All: For altypes

Table 162 RADIUS Table Fields
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Security > RADIUS

MICROSENS

Add RADIUS Server

(® Hostname
O IPva
) IPv6

|192.168.1.98 |

[1812 | (0- 65535, defauit 1812)

1 | (0-65535)

|# Use Default

|+ Use Default

|3 {1-10, default 3)

|+ Use Default

|3 Sec (1- 30, default 3)

(' Login
) 802.1X
@ Al

Security »» RADIUS

Edit RADIUS Server

192.168.1.98

112 | (0- 65535, defauit 1812)
[1 | (0-65535)

|« Use Default

Use Default

|3 (1-10, default 3)

|« Use Default

|3 Sec (1 - 30, default 3)

() Login
) 802.1X
® Al
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Figure 163 Add/Edit RADIUS Server Dialog

Field Description

In add dialog, user need to specify server Address Type
Hostname:Use domain name as senaadress
IPv4:Use IPv4 aserver address
- IPv6:Use IPv6 as serveddress
In add dialog, user need to input server address based on addi
type. In edit dialog, it shows current edit seragidress.

Address Type

Server Address

Server Port Set RADIUS server port

Set RADIUServer priority (smaller value has higher priorit
RADIUS session will try to establish with the server setting whicl

Priority highest priority. If failed, it will try to connect to the server
with next higherpriority.
Set RADIUS server retry valuf it is fail to connect to server, it wi
Retry . e . .
keep trying until timeout with retryimes.
. Set RADIUS server timeout value. If it is fail to connect to serve
Timeout . . o
will keep trying untitimeout.
Set RADIUS server usage type
Login:Fa loginauthentifation
Usage

802.1x:For 802.1xauthentication
- All: For altypes

Table 163 Add/Edit RADIUS Server Fields

10.2. TACACS+

To display TACACS+ web page, 8edurity > TACACS+

This page allow user to add, edit or delete TACACS+ servegsedtid modify default parameter of
TACACS+ server.
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Security ) TACACS+

Timeout 5
Key String
Figure 164 TACACS+ Default Setting
Field Description
Timeout Set default timeout value

Key String Set default TACACS+ key string

Table 164 TACACS+ Default Setting Fields

TACACS+ Table
Showing | All v | entries Showing 1 to 1 of 1 entries Q

| | server Address | server Port | Priority | Timeout |

192.168.1.97 49 1 5
First | | Previous | | 1 | | Mext | | Last

| Agd || Edt || Delete |

Figure 165 TACACS-able

Field Description

Server Address TACACS+ server address

Server Port TACACS+ server port

TACACS+ server priority (smaller value has higher priority). TA(
session will try to establish with the server setting which has hig

Priori . . .
ority priority. If failed, it will try to connect to the server
with next highempriority.
) TACACS+ server timeout value. If it is fail to connect to server,
Timeout

will keep trying until timeout.

Table 165 RADIUS Table Fields
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Security > TACACS+

Add TACACS+ Server

MICROSENS

# Hostname
Address Type IPvd
IPv6

Server Address | 192.168.1.97
Server Port 49
Priority 1

«| Use Default
Key String

«| Use Default
Timeout

[ Apply ][ Close ]

Security /> TACACS+

Edit TACACS+ Server

Server Address  192.168.1.97
Server Port |49
Priority 1
¥ Use Default

Key String

#| Use Default
Timeout

Figure 166 Add/Edit TACAGSServer Dialog

Field Description

In add dialog, user need to specify server Address Type

Address Type

Hostname:Use domain name as servaddress
IPv4:Use IPv4 as server address

- IPv6:Use IPv6 as servaeddress
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In add dialog, user need to input server address based on addi

rver Addr 2 . }
Server Address type. In edit dialog, it shows current edit seregidress.

Server Port Set TACACS+ server port

Set TACACS+ server ptio (smaller value has higher priority
TACACS+ session will try to establish with the server setting v

Priority has highest priority. If failed, it will try to connect to the server
with next higherpriority.
: Set TACACS+ server timeout valug.igffail to connect to server,
Timeout o ) e
it will keep trying until timeout.
Table 166 Add/Edit TACACS+ Server Fields
10.3. AAA

10.3.1. Method List

To display Method List web page, clgécurity > AAA > Method List

This page allow user to add, edit or delete loginlzld KSY G A OF GA2y tAald aSiaAay:
deleted.). The line combined to this list will authenticate login user by methods in this list. If the first
method is failed, it will try to use the next priority method to authenticate if is&xi

With RADIUS and TACACS+ methods, the failed means connecting to server fail. With Local method, tt
failed means cannot find the user in local database.

Security »» AAA ) Method List

Method List Table
Showing | All ¥ | entries Showing 1 to 2 of 2 entries Q

| | Name | Sequence |

default (1) Local
TEST (1) TACACS+
First | | Previous | | 1 | | Mext | | Last

[ Add || Edt || Delet
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Figure 167 Method List Table
Field Description

Name

Login authentication list name. Bmame should be different fron
other existindists.

Sequence

Priority of login authentication method.
None:Authenticated with anyondition.
Local:Use local accounts databaseaothenticate
TACACS+tise remote TACACS+ serveauthenticate.
RADUS:Use remote Radius serverdathenticate.
- Enable:Use local enable password smithenticate

Table 167 Method List Table Fields

Security »» AAA ' Method List

Add Method List

Method 1

Method 2

Method 3

Method 4

® Empty
Mone
Local
Enable
RADIUS
TACACS+

& Empty
None
Local
Enable
RADIUS
TACACS+

= Empty
None
Local
Enable
RADIUS
TACACS+

* Empty
None
Local
Enable
RADIUS
TACACS+
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Security /> AAA ) Method List

Edit Method List

Name

Method 1

Method 2

Method 3

Method 4

TEST

Empty
MNone
Local
Enable
RADIUS
® TACACS+

» Empty
None
Local
Enable
RADIUS
TACACS+

Empty
None

* Local
Enable
RADIUS
TACACS+

» Emptly
Nane
Local
Enable
RADIUS
TACACS+

Figure 168 Add/Edit Method List Dialog

Field Description

Name

Login authentication list name. This name should be different fi

other existindists.

Select first priority of login authentication method.

Method 1

None: Authenticated with anyondition.
Local:Use local accounts databaseaothenticate
TACACS+ise remote TACACS+ serveauthenticate.
RADIUSUse remote Radius serveradathenticate

- Enable:Use local enable password émthenticate

Select second priority of login authentication method.

Method 2

None: Authenticated with anyondition.
Local:Use local accounts databaseaothenticate
- TACACS+ise remote TACACS+ serveatmhenticate.
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RADIUSUse remote Radius server aoithenticate.
- Enable:Use local enable password émithenticate
Select thrid priority of login authentication method.
None:Authenticated with anyondition.
Local:Use local accounts datase toauthenticate
TACACS+ise remote TACACS+ serveadthenticate.
RADIUSUse remote Radius serverdathenticate.
- Enable:Use local enable password smithenticate
Select fourth priority of login authentication method.
None:Authenticated with anycondition.
Local:Use local accounts databaseaothenticate
TACACS+ise remote TACACS+ serveauthenticate.
RADIUSUse remote Radius serverdathenticate.

- Enable:Use local enable password &wthenticate
Table 168 Add/Edt Method List Fields

Method 3

Method 4

10.3.2. LoginAuthentication

To display the login authentication combined web page, Gwsurity> AAA>Login Authentication

This page allow user to combine AAA login authentication list to all management interfaces.

Security /» AAA )’ Login Authentication

Console default v | (1) Local

Telnet default v | (1) Local
S5H TEST v | (1) TACACS+

HTTP default v | (1) Local

HTTPS |TEST v | (1) TACACS+

Apply

Figure 109: login Authentication Page

Field Description

Console Specify login authentication list combined on console
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Telnet Specify login authentication list combined on Telnet
SSH Specify login authentication list combined on SSH
HTTP Specify login authertation list combined on HTTP

HTTPS Specify login authentication list combined on HTTPS

Table 109: Login Authentication Page Fields

10.4. ManagementAccess

Use the Management Access pages to configure settings of management access.

10.4.1. ManagementVLAN

To dsplay Management VLAN page, cligcurity > Management Access > Management VLAN

This page allow user to change management VLAN.

Security /» Management Access /7’ Management VLAN

1 - default v

Management VLAN
Figure 1010 Management VLAN Page
Field Description

Select management VLAN in option list.
Management Management onnection, such as http, https, snmp etc.., has 1
VLAN same VLAN of management VLAN are allow connecting to de
Others will be dropped.

Table 1010 Management VLAN Fields

10.4.2. ManagementService

To display Management Service cl8#curity > Management Aess > Management Service
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This page allow user to change management services related configurations.

Field

Security /» Management Access ;> Management Service

Telnet
S§SH
HTTP
HTTPS
SNMP

Enable
Enable
#| Enable
Enable
Enable

Console

Telnet

S§SH

HTTP

HTTPS

10 W

10

10

10

10

Console

3 0 - 120, default 3

3 0 - 120, defa
3 0 - 120, defa

Console |0 Sec (0 - 65535, defa
Telnet 0 Sec (0
S§SH 0 Sec (0
Figure 1011 Management Service Page
Description

-143¢

©2021 MICROSENS GmbH & Co. KG All Rights Reserved



User Manual MICROSENS

MS400835M

Management service admin state.
Telnet: Connect CLI throudgielnet
Management - SSHConnect Clthrough SSH
Service - HTTPConnect WEBUI through HTTP
HTTPSConnect WEBUI through HTTPS
- SNMP:Manage switch trougiSNMP
Set session timeout minutes for user access to user interface. (
minutes means neveaimeout.
Rdry count is the number which CLI password input
tolerance count. After input error password exceeds this count,
the CLI will freeze after siletime.
After input error password exceeds password retry count, the C
will freeze after silentime.

Session Timeout

Password Retry
Count

Silent Time

Table 1011 Management Service Fields

10.4.3. ManagementACL

To display Management ACL page, dekurity > Management Access > Management ACL

This page allow user to add or delete management ACL rule. A rule cannoeteddelnder active.

Security /» Management Access )’ Management ACL

ACL Name

Apply

Figure 1612 Management ACL Page

Field Description

ACL Name Input MAC ACL name

Table 1012 Management ACL Fields
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Management ACL Table
Showing | All ¥ | entries Showing 1 to 3 of 3 entries Q

| | ACLName | state | Rule |

aaa Deaclive 0
bbb Deactive 0
CCC Deaclive 0
First | | Previous | 1  Mext | Last
Active || Deactive || Delete |
Figure 1013 Management ACL Table Page
Field Description

ACL Name Display Management ACL name

State Display Minagement ACL whether active.

Rule Display the number Management ACE rule of ACL

Table 1013 Management ACL Table Fields

10.4.4. ManagementACE
To display Management ACE page, @iekurity > Management Access > Management ACE

This page allow user to adeldit or delete ACE rule. An ACE rule cannot be edited or deleted if ACL
under active. New ACE cannot be added if ACL usctere.

Security /> Management Access ) Management ACE

Management ACE Table

ACL Name |aaa v

Showing | All ¥ | entries Showing 1 to 2 of 2 entries Q
| | priority | Action | Service | Port | Address / Mask
1 Deny Snmp GE1.GE2.GEG N/A
2  Deny Snmp GE1,GE4 MNiA
[ aad H Edit H Delete ] First | Previous | 1| MNext | Last

Figure 1014 Management ACE Page
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Field Description
ACL Name Select the ACL name to which an ACE is being added.
Priority Display the priority of ACE.
Action Display the action of ACE
Service Display the service ACE.
Port Display the port list of ACE.

Address / Mask

Display the source IP address and mask of ACE.

Table 1014 Management ACE Fields
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Add Managemet ACE

All
Hitp
Https
Snmp
SSH
Telnet
Permit
Deny

®0 00®@000

Available Port

o

@

[}
@
o
o
&
2

Selected Port

GE1 N

GE4
GES

GET

GES =z

® Al
O IPv4
O IFvE

66> l B
GE6 @

a

1[p55.255 255 255

1[i2s8

(1-128)

Security /> Management Access /> Management ACE

Edit Managemet ACE

W
W
o

All
Hitp
Hitps
Snmp
SSH
Telnet

Permit
Deny

o0 co®CO@:

Available Port

Selected Port

GE2 =

cEs

GE5 E]
GE7

GEs

GEQ E]

GE10
LAG1 e

GE1 -
GE3
GE6

® Al
O IPv4
O IPVE

+|255.255.255 255

/[i22

(1-128)

Figure 1015 Add and Edit Management ACE Dialog
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Field

Description

ACL Name

Display the ACL name to which an ACE is being added.

Priority

Service

Action

Port

Specify the priority of the ACE. ACEs with higher sequence are
processed first (1 is the highest priority). Only availablé&dd
Dialog.

Select the type service of rule.

- All: All services
HTTPOnNly HTTRBervice.
HTTPsOnly HTTPservice.
SNMP:Only SNMRBervice.

- SSHOnNIly SSH service.

- Telnet:Only Telnetservice.

Select the action after ACE match packet.
Permit: Forward packets that meet the ACHteria.
- Deny:Drop packets that meet the ACHteria.

Select ports which will be matched.

IP Version

IPv4

IPv6

Select the typ of source IP address.
- All: All IP addresses catcess.
IPv4:Specify IPv4 address aacess
- IPv6:Specify IPv6 address aacess

Enter the source IPv4 address value and mask to which will be
matched.

Enter the source IPv6 addressuabind mask to which will be
matched.

Table 1015 Add and Edit Management ACE Fields

10.5. Authentication Manager

10.5.1. Property

To display authentication manager property web page, Se&urity > Authentication Manger >

Property

This page allow user tdReA

Fdz KSYGAOFGA2y 3t 201 f
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Security /» Authentication Manager ' Property

802 1x
Authentication Type MAC-Based
WEB-Based

Enable
Guest VLAN

MAC-Based User ID Format  CUCUOOuOooid v

Figure 1016 Authentication Manager Global Setting
Field Description

Set checkbox to enable/disable following authentication types
802.1x:Use IEEE 802.1x d@ authentication
MAGCBased:Use MAC address to dmithentication

- WEBBased:Prompt authentication web page for ustr
do authentication

Set checkbox to enable/disable guest VLAN, if guest VLAN is

enabled, you need to select one avaieMLAN ID to be quegiD.

Select madased authentication RADIUS username/password |

format.

XXXXXXXXXXXX
XXXXXXXXXKXXX
XX XXX XXX XX
XXXXEXX XX XX XX
XIEXIXIXHKX XXX
XXEXHRXHEXHRX XXX
o XX XX XX XX XX XX
MAGBased User © XXX XX XX XX
ID Format o XXXXEX XXX X XXX
XXXXEXXXXXXXX
XXX XXEXXX
XXXEXXXHRXKXX
XXX XXXXKXXXX
XXXX . XXXX . XXXX
XXXXXXXKXXXXX
XXXXXXEXXXXXX
o XXXXHIXX XXX
- XOOKXXXXX

Authentication
Type

Guest VLAN
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XXXXXKXXXXXX
XXXXXX. XXXXXX

Table 1016 Authentication Manager Global Setting Fields
Port Mode Table

Q
‘ Authentication Type )
Entry | Port Host Mode Order | Method | Guest VLAN | VLAN Assign Mode
802.1x MAC-Based | WEB-Based
1 GE1 Disabled  Disabled Disabled  Multiple Authentication 802.1%x RADIUS  Disabled Static
2 GE2 Disabled Disabled Disabled Multiple Authentication 802.1x RADIUS Disabled Static
3 GE3 Disabled  Disabled Disabled  Multiple Authentication 802.1x RADIUS  Disabled Static
4 GE4 Disabled Disabled Disabled Multiple Authentication 802.1x RADIUS Disabled Static
5 GE5 Disabled  Disabled Disabled  Multiple Authentication 802.1x RADIUS  Disabled Static
6 GEB Disabled Disabled Disabled Multiple Authentication 802.1x RADIUS Disabled Static
7 GET Dizabled Disabled Disabled Multiple Authentication 8021 RADIUS Disabled Static
8 GE8 Disabled  Disabled Disabled  Multiple Authentication 802.1%x RADIUS  Disabled Static
9 GES Disabled Disabled Disabled Multiple Authentication 802.1x RADIUS Disabled Static
10 GE10 Disabled  Disabled Disabled  Multiple Authentication 802.1x RADIUS  Disabled Static
Figure 1617 Port Mode Table
Field Description
Port Port name
Authentication ~ 802.1X authentication typestate
Type - Enabled:802.1X i®nabled
(802.1X) - Disabled:802.1X islisabled
Authentication MAGBased authentication type state
Type - Enabled MAGBased authentication isnabled
(MAGBased) - Disabled:MAGBased authentication disabled
Authentication ~ WEBBased authentication type state
Type - Enabled:WEBBased authentication isnabled
(WEBBased) - Disabled:WEBBased authentication gisabled

Authenticating host mode
- Multiple Authentication: In this mode, every client need t
pass authenticate proceduradividually.
Multiple Hosts: In this mode, only one client need to t
authenticated and other clients will get the same acc
accessibily. Webauth cannot be enabled in thimode.

Host Made
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Single Hostin this mode, only one host is allowed to be
authenticated.lt is the sameasMulti-auth mode with max
hosts number confiqure to he

Order

Method

Guest VLAN

VLAN Assign
Mode

Support following authentication type orderombinations. Web
Authentication should always be the last type. The authentica
manager will go to next type if current type is not enabled
authenticated fail.
802.1x
- MAGBased
- WEBBased
802.1xMAGCBased
802.1XxWEBBased
- MAGBased802.1x
- WEBBasedd02.1x
- 802.1x MAGBasedWEBBased
- 802.1x WEHBasedMAGBased

Support following authentication method order combinatior
These orders only available on MB@sed authentication and WE!
Based authentication. 802.1x only support Radius method.
Local! aS 5! ¢ Q& f 2dOduthentRatidnl o6 I
Radius:Use remote RADIUS server toaldhentication
Local Radius
- Radiud ocal

Port guest VLAN enable state
Enabled:Guest VLAN is enabled port
- Disabled:Guest VLAN is disabled port

Support following VLAN assign mode and only apply when sout
iIsSRADIUS
- Disable: Ignore the VLAN authorization result and ke
original VLAN dfost.
Reject: If get VLAN authorized information, just use
However, if there is no VLAN authorized informaticeject
the host and make mnauthorized.
Static:If get VLAN authorized information, just use it. If the
is no VLAN authorized information, keepiginal
VLAN ohost.

Table 16017 Port Mode Table Fields
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Security ) Authentication Manager )’ Property
Edit Port Mode
Port GE1-GE3
802.1x
Authentication Type MAC-Based
WEB-Based
# Multiple Authentication
Host Mode Multiple Hosts
Single Host
Available Type Select Type
MAC-Bazed 802.1x
Order | WEB-Based
Available Method Select Method
Local RADIUS
Method
Guest VLAN Enable
Dizahle
VLAN Assign Mode Reject
# Static
Apply ] [ Close ]
Figure 1618 Edit Port Mode Diag
Field Description

Port Selected port list

Authentication

Type Set checkbox to enable/disable authentication types.

Select authenticating host mode
Host Mode - Multiple Authentication: In this mode, every client need tc
pass authenticate proceduradividually.
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Multiple Hosts: In this mode, only one client need to t
authenticated and other clients will get the same acc
accessibility. Welauth cannot be enabled in thimode.
Single Hostin this mode, only one host is allowed to |
authenticded. It is the sameasMulti-auth mode with max
hosts number configure to bk

Support following authentication type order combinations. Web
Authentication should always be the last type. The authentica
manager will go to next type ifurrent type is not enabled o
authenticated fail.

802.1x
- MAGBased
Order - WEBBased
802.1xMAGBased
802.1XxWEBBased
- MAGBased802.1x
- WEBBased302.1x
- 802.1x MAGBasedWERBased
- 802.1x WEHBasedMAGBased
Support following authentication method order combinations.
These orders only available on MB@sed authentication and
WEBBased authentication. 802.1x only support Radius methoc
Method Local! &S 5! ¢ Qa f 2d0duthentRatianl o I ¢
Radius:Use remote RADIUS server toadthentication
Local Radius
- Radiud ocal
Guest VLAN Set checkbox to enable/disable guest VLAN
Support following VLAN assign mode and only apply when sou
iIsSRADIUS
- Diséble: Ignore the VLAN authorization result and ke
original VLAN dfiost.
VLAN Assign Reject: If get VLAN authorized information, just use
Mode However, if there is no VLAN authorized information, rej

the host and make minauthorized.

Static:If get VLAN authorizedformation, just use it. If there
is no VLAN authorized information, keepiginal

VLAN ohost.

Table 1018 Edit Port Mode Fields
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10.5.2. Port Setting

To display the authentication manager Port Setting web page,®&ckrity> Authentication Manager
> Port Setting

This page allow user to configure authentication manger port settings
Security ) Authentication Manager )’ Port Setting

Port Setting Table

Common Timer 802.1x Param
Entry | Port | Port Control | Reauthentication | Max Hosts — = = = = =
‘ Reauthentication | Inactive | Quiet | TX Period | Supplicant Timeout | Se
1 GE1 Dizabled Disabled 256 3600 i) 60 30 30
2 GE2 Dizabled Disabled 256 3600 i) 60 30 30
3 GE3 Dizabled Disabled 256 3600 a0 50 30 30
4 GE4 Dizabled Disabled 256 3600 a0 50 30 30
5 GEb5 Dizabled Disabled 256 3600 i) 60 30 30
5 GEBG Dizabled Disabled 256 3600 i) 60 30 30
T GET Dizabled Disabled 256 3600 i) 60 30 30
3 GESB Dizabled Disabled 256 3600 i) 60 30 30
9 GES Dizabled Disabled 256 3600 it} 50 30 30
10 GE10 Disahled Disabled 256 3600 it} 50 30 30
Figure 1619: Authentication Manager Port Setting Table
Field Description
Port Port name
Support following authentication port control pes.
Disable:Disable authentication function and all clients have network
accessibility.
Force AuthorizedPort is force authorized and all clients have network
Port Control accessibility.
Force UnauthorizedPort is force unauthorized and all clients have no
network accessibility.
Auto: Need passing authentication procedure to get network
accessibility.
Reautheticate state
Reauthentication - Enabled:Host will be reauthenticated after reauthenticatigeriod
- Disabled:Host will not be reauthenticated after rethenticationperiod
In Multiple Authentication mode, total host number cannot not exceed max
Max Hosts

hostsnumber

Common Timer  After reauthenticate period, host will return to initial state and need to pass
(Reauthentication) authentication procedre again.
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If no packet from the authenticated host, the inactive timer will increase. Afte

inactive timeout, the host will be unauthorized and corresponding session wi
deleted. In multihost mode, the packet is counting olmet authorized host only

Common Timer
(Inactive)
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and not all packets on the port.

Common Timer

(Quiet)

802.1X Params
(TX Period)

802.1X Params
(Supplicant
Timeout)

When port is in Locked state after authenticating fail several times, the host
be locked in quiet period. After this quiet period, the host is allowed to
authenticate again.

Number of seconds that the device waits for a response to an Extensible
Authentication Protocol (EAP) request/identity frame from the supplicant (clie
before resending theequest.

The maximum number of EAP requests that can be sent. If a response is no
received after the defined period (supplicant timeout), the authentication
process is restarted.

802.1X Params
(Server Timeout)

Number of seconds that lapses before EAP rastgiare resent to the supplicant

802.1X Params
(Max Request)

Number of seconds that lapses before the device resends a request to the
authentication server.

Web-Based Paramr Allow user login fail number. After login fail number exceed, thst moll enter

(Max Login)

Lock state and is not able to authenticate until quiet period exceed.

Table 1019: Authentication Manager Port Setting Table Fields
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Security /> Authentication Manager ;' Port Setting

Edit Port Setting

Port| GE1-GE3

® Disabled
Force Authorized

Port Control Force Unauthorized
Auto
Reauthentication Enable

Max Hosts 256

Reauthentication 3500

Inactive G0

Quiet |60

TX Period 30
Supplicant Timeout 3D
Server Timeout 30

Max Request 2

Infinite
Max Login

Figure 1620: Authentication Manager Port Setting Dialog

Field Description

Port Port name

Support following authentication port control types.
Disable:Disable authentication function and all clients have network
accessibility.
Port Control - Force AuthorizedPort is force authorized and all clients have network
accessibility.
Force UnauthorizedPott is force unauthorized and all clients have no
network accessibility.
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Auto: Need passing authentication procedure to get network
accessibility.

Reauthentication

Set checkbox to enable/disable reuauthentication

Max Hosts

Common Timer
(Reauthentication)

In Multiple Authenticatiormode, total host number cannot not exceed max
hostsnumber

After re-authenticate period, host will return to initial state and need to pass
authentication procedure again.

Common Timer
(Inactive)

Common Timer

(Quiet)

802.1X Params
(TX Period)

802.1X Params
(Supplicant
Timeout)

If no packet from thewuthenticated host, the inactive timer will increase. After
inactive timeout, the host will be unauthorized and corresponding session wi
deleted. In multihost mode, the packet is counting on the authorized host onl
and not all packets on thegort.

When port is in Locked state after authenticating fail several times, the host
be locked in quiet period. After this quiet period, the host is allowed to
authenticateagain.

Number of seconds thahe device waits for a response to an Extensible
Authentication Protocol (EAP) request/identity frame from the supplicant (clie
before resending theequest.

The maximum number of EAP requests that can be seatdéponse is not
received after the defined period (supplicant timeout), the authentication
process is restarted.

802.1X Params
(Server Timeout)

Number of seconds that lapses before EAP requests are resent to the suppli

802.1X Params
(Max Request

Number of seconds that lapses before the device resends a request to the
authentication server.

Web-Based Param
(Max Login)

Set checkbox to set max login number to be infinite or specify max login nun

Table 1020: Authentication Manager Port Setig Table Fields

10.5.3. MAGBased Local Account

To display MABased Local Account web page, cBelcurity > Authentication Manger > MABased

Local Account

This page allow user to add/edit/delete MAased authentication local accounts.
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Security ) Authentication Manager ;> MAC-Based Local Account

MAC-Based Local Account Table

Showing | All v | entries Showing 1 to 1 of 1 entries Q
Timeout (Sec)
MAC Address Control VLAN — =
Reauthentication | Inactive
00:00:00:00:00:04  Force Authorized NIA 3600 &0
- First | | Previous | | 1 || Mext | Last
| Agd || Edt || Deete |

Figure 1621 MAGBased Local Account Table

Field Description

Authenticated host MAC address, and each MAC allow only on
entry in locadatabase.
Control Type
Control - Force AuthorizedHost will be forcauthorized
- Force UnauthorizedHost willbe forceunauthorized

MAC Address

VLAN Assigned VLAN ID for the authenticated host.

Timeout

(Reauthentication) Assigned reauthentication period for the authenticated host.

Timeout

. Assigned inactive timeout for the authenticated host.
(Inactive)

Table 1621 MAGBased Local Account Table Fields

-158¢
©2021 MICROSENS GmbH & Co. KG All Rights Reserved



User M I
MS400835M MICROSENS
Security /) Authentication Manager ) MAC-Based Local Account

Add MAC-Based Local Account

MAC Address
Force Authorized
R & Force Unauthorized
User Defined
VLAN

User Defined

Reauthentication
3600 Sec 0 - 2147483647
User Defined
Inactive

Security /> Authentication Manager )’ MAC-Based Local Account

Edit MAC-Based Local Account

MAC Address  00:00:00:00:00:04

# Force Authorized

Fort Control Force Unauthorized

User Defined
VLAN

#| User Defined

Reauthentication
3600 Sec (300 - 2147483647
«| User Defined
Inactive -
&0 Sec (60 - 65535

Figure 1622 Add/Edit MAGBased Local Account Dialog
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Field Description
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MAC Address Authe_ntlcated host MAC address, and each MAC allow only on
entry in locabatabase.

Control Type

Control - Force AuthorizedHost will ke forceauthorized
- Force UnauthorizedHost will be forcainauthorized
VLAN Assigned VLAN ID for the authenticated host.
Timeout

(Reauthentication) Assigned reauthentication period for the authenticated host.

Timeout

. Assigned inactivémeout for the authenticated host.
(Inactive)

Table 1622 Add/Edit MAGBased Local Account Fields

10.5.4. WEBBased Local\ccount

To display WEBased Local Account web page, cBekcurity > Authentication Manger > WHEased
Local Account

This page allow user tadd/edit/delete WEBBased authentication local accounts.

Security /» Authentication Manager ;) WEB-Based Local Account

WEB-Based Local Account Table

Timeout (Sec)

Username | VLAN

Showing | All v | entries Showing 1 to 2 of 2 entries Q
Reauthentication | Inactive
admini1 MN/A 3600 50

admin NIA 3600 80

[ Add ][ it H Delete ] First | | Previous | | 1 | | Mext | | Last

Figure 1623 WEBBased Local Account Table

Field Description

Username Authenticating account user name
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VLAN Assigned VLAN ID for the authenticated host.

Timeout

ut . — . hent host.
(Reauthentication) Assigné reauthentication period for the authenticated host

Timeout

. Assigned inactive timeout for the authenticated host.
(Inactive)

Table 1623 WEBBased Local Account Table Fields
Security /) Authentication Manager ;> WEB-Based Local Account

Add WEB-Based Local Account

Username |adminii

User Defined
VLAN

#| User Defined
Reauthentication
3600

«| User Defined
Inactive
G0
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Security /> Authentication Manager ;) WEB-Based Local Account

Edit WEB-Based Local Account

Username  adminii

Password

Confirm Password | -----

User Defined
VLAN

«| User Defined

Reauthentication -
3600 Sec (300 - 2147483647
#| User Defined
Inactive
&0 Sec (60 - 65535
Apply ][ Close
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Figure 1624 Add/Edit WEBBased Local Account Dialog
Field Descripton
Username Authenticating account user name
Password Authenticating account password

Confirm Password Confirm authenticating account password

VLAN Assigned VLAN ID for the authenticated host.

Timeout

ut : o : henti host.
(Reauthentication) Assigned reauthentication pex for the authenticated host

Timeout

. Assigned inactive timeout for the authenticated host.
(Inactive)

Table 1624 Add/Edit WEBBased Local Account Fields
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10.5.5. Sessions

To display Sessions web page, cBekurity > Authentication Manger > Sessions
This page show all detail information of authentication sessions and allow user to select specific session
G2 RSEtSGS o6& OftAO1TAY3d a4/ tSIFEN ¢ odziiz2y o

Security /> Authentication Manager /) Sessions

Sessions Table

Showing | All v | entries Showing 0 to 0 of 0 entries Q

Operational Information Authorized Information
‘ Session ID | Port | MAC Address | Current Type | Status ST Session | Inactived | Quiet VLAN Reauthentication | Inactive
Time Time Time Period Timeout
0 results found.
First | | Previous | | 1 || Next| | Las

[ Clear H Refresh ]

Figure 1625 Sessions Table

Field Description
Session ID Session ID is unique of each session
Port Portname which the host located

MAC Address Host MAC address

Show current authenticating type
802.1x:Use IEEE 802.1X to dathenticating
MAGBased: Use MAGBased authentication to do
authenticating
WEBBased: Use WEBBased authentication to do
authenticating

Show host authentication session status
Disable:This session is ready to teleted
Running:Authentication process isinning
Authorized: Authentication is passed and getting network
accessibility.
UnAuthorized:Authentiction is not passed and not gettin
network accessibility.
Locked: Host is locked and do not allow to do

Current Type

Status
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authenticating until quiet period.
- Guest:Host is in the guesyLAN.
Operational :
(VLAN) Shows host operational VLAN ID.
Operational . “ S A® L x4 A P
. : Ly al!l dziK2NAI SRe auluSZ Au ak
(Session Time)
Operational Ly d&! dziK2NAT SRé adlFasSs Al ak
(Inactived) packet.
Operational = g1 291 SRe Al GSE Al aK264
(Quiet Time)
Authorized . .
(VLAN) Shows VLAN ID given from authorized procedure.
Authorized
(Reauthentication Shows reauthentication period given from authorized procedurt
Period)
Authorized
(Inactive Shows inactive timeout given from authorized procedure.
Timeouts)

Table 1625 Sessions Table Fields

10.6. Port Security

To display Port Security web page, ciacurity > Port Security

This page allow user to configure port security settings for each interface. When port security is enabled
on interface, action wilbe perform once learned MAC address over limitation.
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Security /' Port Security

State Enable

Rate Limit 100

Apply

Port Security Table

| | Entry | port | state | Address Limit | Total | Configured | Violate Number | Violate Action | Sticky |
1 GE1 Disabled 1 0 0 0 Protect Disabled
2 GE2 Disabled 1 0 0 0 Protect Disabled
3 GE3 Disabled 1 0 0 0 Protect Disabled
4 GE4 Disabled 1 0 0 0 Protect Disabled
5 GE5 Disabled 1 0 0 0 Protect Disabled
6 GE6 Disabled 1 0 0 0 Protect Disabled
7 GET7 Disabled 1 0 0 0 Protect Disabled
8 GES8 Disabled 1 0 0 0 Protect Disabled
9 GE9 Disabled 1 0 0 0 Protect Disabled
10 GE10 Disabled 1 0 0 0 Protect Disabled
Figure 1626 Port Security Page
Field Description
Port Select one or multiple ports to configure.

Select the status of port security
State - Disable:Disable port securitfunction.
- Enable:Enable port securitjunction.

MAC Address  Specify the number of how many mac addresses can be learne

Select the action if learned mac addresses
Forward:Forward this packet whose SMAC is new to
system and exceed the learnktighit number.
Discard:Discard this packet whose SMAC is new to syste
and exceed the learninlgmit number.
Shutdown:Shutdown this port when receives a packet
whose SMAC is new to system and exceed the leatimniig
number.

Action

Table 1026 Port Security Fields

10.7. ProtectedPort
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To display Protected Port web page, clgcurity > Protected Port
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This page allow user to configure protected port setting to prevent the selected ports from communication
with each other. Protected port is only allowed to communéatith unprotected port. In other words,

protected port is not allowed to communicate with another protected port.

Security / Protected Port

Protected Port Table

| |Entry | port | state
1 GE1 Unprotected
2 GE2 Unprotected
3 GE2  Unprotected
4 GE4 Unprotected
5 GE5 Unprotected
6 GE6  Unprotected
7 GET  Unprotected
8 GES8 Unprotected
9 GES Unprotected
10 GE10 Unprotected
11 LAG1 Unprotected
12 LAGZ Unprotected
13 LAG3 Unprotected
14 LAG4 Unprotected
15 LAGS Unprotected
16 LAGE Unprotected
17 LAG7 Unprotected
18 LAGE Unprotected
Figure 1627 Protected Port Table
Field Description
Port Port Name
Port protected admin state.
State Protected:Port isprotected.
- Unprotected:Port isunprotected
Table 1627 Protected Port Table Fields
Security )/ Protected Port

Edit Protected Port

Port GE1-GE3

State  |v| Protected

Figure 1628 Edit Protected Port dialog
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Field Description

Port Selected port list

Port protected admin state.
State - Protected:Enable protectindgunction.
-_Unprotected:Disable protectindunction.

Table 1628 Edit Protected Port Fields

10.8. StormControl

To display Storm Control global setting web page, Saturity > Storm Control

Security )» Storm Control

Packet / Sec
Mode' 5 wpits s Sec
e © Exclude

Include

Apply

Port Setting Table

Q
‘ ey ‘ . SEE Broadcast Unknown Multicast Unknown Unicast T
State | Rate (Kbps) | State | Rate (Kbps) | State | Rate (Kbps)

1 GE1 Disabled Disabled 10000  Disabled 10000 Disabled 10000 Drop
2 GE2 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
3 GE3 Disabled Disabled 10000  Disabled 10000 Disabled 10000 Drop
4 GE4 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
5 GEb5 Disabled Disabled 10000  Disabled 10000 Disabled 10000 Drop
6 GEB Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
T GET Disabled Disabled 10000  Disabled 10000 Disabled 10000 Drop
3 GES8 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
9 GE9 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
10 GE10 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop

Figure 1629 Storm Control Setting Page

Field Description

Select the uit of storm control
Unit - Packet / Secstorm control rate calculates lpacketbased
- Kbits / Secstorm control rate calculates byctet-based

Select the rate calculates w/o preamble & IFG (20 bytes)

IFG - Excludedexclude preamble & IFG (20 bytes) when count
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ingress storm control rate.
Included:include preamble & IFG (20 l®#) when count
ingress storm control rate.

Table 1629 Storm Control Global Setting Fields

To Edit Storm Control port setting web page, select the port which to set, click Htittibn

Security » Storm Control

Edit Port Setting

Port GE1
State Enable

Enable

Broadcast
10000

Enable

Unknown Multicast
10000

Enable

Unknown Unicast
10000

* Drop

Action Shutdown

Figure 1630 Storm Control Edit Port Setting Page

Field Descripton

Port Select the setting ports

Select the state of setting

state - Enable:Enable the storm contrdunction.
Enable:Enable the storm control function of Broadcast packet.
Broadcast Value of storm control rate, Unit: pps (packet g&cond, range 1
- 262143) or Kbps (Kbits psecond, range161000000) depends
on global modesetting.
Enable:Enable the storm control function of Unknown multicast
Unknown packet.
Multicast Value of storm control rate, Unit: pps (packet g&cond, range 1

- 262143) or Kbps (Kbits psecond, range161000000) depends
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on gbbal mode setting.

Enable:Enable the storm control function of Unknown unicast
packet.
Unknown Unicast Value of storm control rate, Unit: pps (packet fs&rcond, range 1
- 262143) or Kbps (Kbits psecond, range161000000) depends
on global modesetting.
Select the state of setting
Drop: Packets exceed storm control rate will thepped.

Action .
ctio Shutdown:Port will be shutdown when packets exceed
storm control rate.
Table 1630 Storm Control Port Setting Fields
10.9.DoS

A Denial of Service (Do&jack is a hacker attempt to make a device unavailable to its users. DoS attacks
saturate the device with external communication requests, so that it cannot respond to legitimate traffic.
These attacks usually lead to a device GRload.

The DoS praiction feature is a set of predefined rules that protect the network from malicious attacks.
The DoS Security Suite Settings enables activating the security suite.

10.9.1. Property

To display Dos Global Setting web page, 8mturity > Dos > Property

-171¢
©2021 MICROSENS GmbH & Co. KG All Rigkty&es



User Manual
MS400835M

MICROSENS

Security /> DoS )’ Property

TCP SYN-FIN Attack

TCP SYN-RST Attack

POD |# Enable
Land Enable

UDP Blat Enable

% & s

TCP Blat Enable

DMAC = SMAC Enable

Null Scan Attack Enable

X-Mas Scan Attack Enable

UL Y YR LY

Enable

%

Enable
ICMP Fragment || Enable
« Enable

TCP-SYN

+ Enable
TCP Fragment

# Enable IPv4
Ping Max Size ¢/ Enable IPvG
512

#| Enable
TCP Min Hdr size
20

« Enable

IPv6 Min Fragment
1240

«| Enable

Smurf Attack
0

Apply

Figure 1631 DoS Property Page

Field

Description

POD

Avoids ping of death attack.

Land

UDP Blat

TCP Blat

Drops the packets if the source IP address is equal to the destination IP
address.

Drops the packets if the UDP source port equals to the
UDP destinatin port.

Drops the packages if the TCP source port is equal to the TCP destinatior

DMAC = SMAC

Drops the packets if the destination MAC address is equal to the source V
address.

-172¢
©2021 MICROSENS GmbH & Co. KG All Rights Reserved



User Manual
MS400835M

MICROSENS

Null Scan Attach

Drops the packets with NULL scan.

X-Mas Scan Attack

Drops the packets if the sequence number is zero, and the FIN, URG and
bits areset.

TCP SY4RIN Attack

Drops the packets with SYN and FIN bits set.

TCP SYARST Attack

Drops the packets with SYN and RST bits set.

ICMP Flagmein  Drops the fragmented ICMP packets.
TCP Drops SYN packets with sport less than 1024.
SYN(SPORT<102¢

TCP Fragment
(Offset = 1)

Drops the TCP fragment packets with offset equals to one.

Ping Max Size

Specify the maximum size of the ICMPv4/ICMPV6 pauiets. The valid rang:
is from O to 65535 bytes, and the default value is Byi2s.

IPv4 Ping Max Size

Checks the maximum size of ICMP ping packets, and drops the packets le
than the maximum packedize.

IPv6 Ping Max Size

Checks the maximumsize of ICMPV6 ping packets, and drops the packets
larger than the maximum packsize.

TCP Min Hdr Size

Checks the minimum TCP header and drops the TCP packets with the he:
smaller than the minimum size. The length range is from 0 to 31 bytes, an
default length is 2@ytes.

IPv6 Min Flagment

Checks the minimum size of IPv6 fragments, and drops the packets small
than the minimum size. The valid range is from 0 to 65535 bytes, and defe
value is 124bytes.

Smurf Attack

Avoids smurf @ack. The length range of the netmask is from 0 to 323 byte:
and default length is Bytes.

Table 1631: DoS Property fields.

10.9.2. Port Setting

To configure and display the state of DoS protection for interfaces,ickrity> DoS> Port Setting
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Security /> DoS )

Port Setting Table

| |Entry | port |

Port Setting

state |

GE1
GE2
GE3
GE4
GE5
GES&
GE7
GES8
GE9
10 GE10
LAGT
12 LAG2
13 LAG3
14 LAG4
15 LAGS
16  LAGE
17 LAGY
13 LAGE

Wooa =l @ s L R s

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Figure 1632: Port Setting page.

Field Description

Port Interface or port number.

State Enable/Disable the DoS protection on the interface.

Table 1632: Port Setting fields.

10.10. Dynamic ARMspection

Use the Dynamic ARP Inspection

10.10.1.Property

pages to cordigettings of Dynamic ARP Inspection

To display property page, cli@ecurity > Dynamic ARP Inspection > Property

This page allow user to configure

global and per interface settings of Dynamic ARP Inspection.
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Security /» Dynamic ARP Inspection /' Property

State Enable
Available VLAN Selected VLAN
VLAN 1

VLAN E]

Apply

Figure 1633 Property Page

Field Description

State Set checkbox to enable/disable Dynamic ARP Inspection functi

Select VLANS in left box then move to right to enable Dynamic
VLAN Inspection. Or select VLANS in right box then move to left to
disable Dynamic ARP Inspection.

Table 1033 Property Fields
Port Setting Table

Q
| | Entry | Port | Trust | Source MAC Address | Destination MAC Address | IP Address | Rate Limit |
1 GE1 Disabled Disabled Disabled Disabled Unlimited
2 GE2 Disabled Disabled Disabled Disabled Unlimited
3 GE3 Disabled Disabled Disabled Disabled Unlimited
4 GE4 Disabled Disabled Disabled Disabled Unlimited
5 GE5 Disabled Disabled Disabled Disabled Unlimited
6 GEB Dizabled Dizabled Disabled Dizabled Unlimited
7T GEV Disabled Disabled Disabled Disabled Unlimited
8 GES Disabled Disabled Disabled Disabled Unlimited
9 GES Disabled Disabled Disabled Disabled Unlimited
10 GE10 Disabled Disabled Disabled Disabled Unlimited
11 LAG1 Disabled Disabled Disabled Disabled Unlimited
12 LAGZ Disabled Dizabled Disabled Dizabled Unlimited
13 LAG3 Disabled Disabled Disabled Disabled Unlimited
14 LAG4 Disabled Disabled Disabled Disabled Unlimited
15 LAG5 Disabled Disabled Disabled Disabled Unlimited
16 LAGGE6 Disabled Disabled Disabled Disabled Unlimited
17 LAG7 Disabled Disabled Disabled Disabled Unlimited
18 LAGE Disabled Dizabled Disabled Dizabled Unlimited

Figure 1634 Property Port Page
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Field Description
Port Display port ID.
Trust Display enable/disabled trust attribute of interface
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Source MAC  Display enable/disabled source mac address validation attribfite
Address interface

Destination MAC Display enable/disabled destination mac address validation
Address attribute of interface

Display enable/disabled IP address validation attribute of interfe

P Address Allow zero which means allow 0.0.0.CatRIress

Rate Limit Display rate limitation value of interface.

Table 1034 Property Port Fields
Security »» Dynamic ARP Inspection }’ Property

Edit Port Setting

Port GE1
Trust |# Enable

Source MAC Address ¢ Enable

Destination MAC Address v Enable
#| Enable
IP Address
«| Allow Zero
Rate Limit |20
Apply || Close |
Figure 1635 Edit Property Port Dialog
Field Description
Port Display selected port to be edited.

Set checkbox to enable/disabled trust of interface ARIP packet
will be forward directly if enable trust. Defaultdsabled.

Set checkbox to enable or disable source mac address validation of
Source MAC interface. All ARP packets will be checked whether sender mac is
Address same as source mac kthernet header if enable source mac

address validation. Defaultdgsabled.
Set checkbox to enable or disable destination atklress
Destination MAC validation of interface. All ARP packets will be checked whether
Address target mac is same as destination mac in Ethernet header if enable
destination mac address validation. Defauldlisabled.

Trust
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Set checkbox to enable or disable IP address validation of interface.

IP Address All ARP packets will be checked whethead&ess is 0.0.0.0,
255.255.255.255 or multicast address. Defaultisabled.
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Set checkbox to enable or disable allow zero of IP address
validation. 0.0.0.0 IP address is valid if allow zero enable. Defal
disablal.
Input rate limitation of ARP packets. The unit is pps. 0 means
unlimited. Default is unlimited.

le 10-35 Edit Property Port Fields

IP Address Allow
Zero

Rate Limit

10.10.2.Statistics

To display Statistics page, cli&&curity > Dynamic ARP Inspection > Statistics

Security /> Dynamic ARP Inspection ) Statistics

Statistics Table

Q

IP-MAC
Failure

Source MAC
Failure

Destination MAC
Failure

Destination IP
ion Failure

Source IP
ion Failure

Port

Entry Forward

GE1
GE2
GE3
GE4
GE5
GE6
GE7
GES
9 GE9
10 GE10
1 LAGT
12 LAGZ2
13 LAG3
14 LAG4
15 LAGS
16 LAGH
17 LAGT
18 LAGS

[ T R RN

o oo o000 ocoeo 000000 e
o oo o000 ocoeo 000000 e
R R
R R
R R
o oo o000 ocoeo 000000 e

This @ge allow user to browse all statistics that recorded by Dynamic ARP Inspection function.

Figure 1636 Statistics Page

Field Description
Port Display port ID
Forwarded Display how many packets forwarded normally.
Source MAC

Failures Display how manpackets dropped by source MAC validation.

Destination MAC

Failures Display how many packets dropped by destination MAC validation.

Source IP

e e

Display how many packets dropped by source IP validation.
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Destination IP

Validation Failups Display how many packets dropped by destination IP validation
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IP-MAC Mismatch Display how many packets dropped byalP / R2 Say Qi
Failures Source Guard binding table.

Table 1036 Statistics Fields

10.11. DHCPFsnooping

Use the DHCP Snoopgipages to configure settings of DHCP Snooping

10.11.1.Property

To display property page, cli@ecurity > DHCP Snooping > Property

This page allow user to configure global and per interface settings of DHCP Snooping.

Security 7> DHCP Snooping /’ Property

State Enable
Available VLAN Selected VLAN
VLAM 1

VLAN

Apply

Figure 1637 Property Page

Field De<ription

State Set checkbox to enable/disable DHCP Snooping function.

Select VLANSs in left box then move to right to enable DHCP
VLAN Snooping. Or select VLANS in right box then move to left to dis
DHCPFSnooping.

Table 1037 Property Fields
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Port Setting Table

Q

| |Entry | port | Trust | verify Chaddr | Rate Limit

1 GE1 Disabled Disabled Unlimited

2 GE2 Disabled Disabled Unlimited

3 GE3 Disabled Disabled Unlimited

4 GE4 Disabled Disabled Unlimited

5 GE5 Disabled Disabled Unlimited

6 GEB Disabled Disabled Unlimited

T GE7 Disabled Disabled Unlimited

8 GE8 Disabled Disabled Unlimited

Figure 1638 Property Port Page
Field Description
Port Display port ID.

Trust Display enable/disabled trust attribute of interface

Verify Chaddr  Display enable/disabled chaddr validation attribute of interface

Rate Limit Display rate limitatia value of interface.

Table 1038 Property Port Fields
Security ;> DHCP Snooping )’ Property

Edit Port Setting

Port GE1
Trust | |« Enable

Verify Chaddr ¢ Enable

Rate Limit 0

Figure 1639 Edit Property Port Dialog

Field Description

Port Display selected port to be edited.

Set checkbox to enable/disabled trust of interface. All DHCP packet
will be forward diectly if enable trust. Default disabled.

Set checkbox to enable or disable chaddr validation of interface. All
Verify Chaddr DHCP packets will be checked whether client hardware mac
addresss sameassourcemacin Ethernetheaderif enabk chaddr

Trust
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validation. Default is disabled.

Rate Limit

10.11.2.Statistics

Input rate limitation of DHCP packets. The unit is pps. 0 means
unlimited. Default iginlimited.

le 10-39 Edit Property Port Fields

To display Statistics page, clg&curity> DHCP Snooping > Statistic

This page allow user to browse all statistics that recorded by DHCP snooping function.

Security »» DHCP Snooping

Statistics Table

Entry

Port | Forward

Statistics

Untrust Port
with Optiong2
Drop

Chaddr Check
Drop

Untrust Port
Drop

Invalid
Drop

GE1
GE2
GE3
GE4
GE5
GEG
GET

~ @ ot s L R

o o o 0 o o o
o o o 0 o o o
o o o o o o
o o o o o o
o o o o o o

0 0 0

Figure 1640 DHCP Snooping Statistics Page

Field Description
Port Display port ID
Forwarded Display how packets forwarded normally.

Chaddr Check
Drop

Display how many packets dropped by chaddr validation.

Untrusted Port
Drop

Display how many DHCP server packets that are received by
untrusted port dropped.

Untrusted Port
with Option82
Drop

Display how many packets dropped by untrusfort with
option82 checking.
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Invalid Drop Display how many packets dropped by invalid checking.

Table 16040 Statistics Fields

10.11.3.Option82Property
To display Option82 Property page, cl8gcurity > DHCP Snooping > Option82 Property

This page adw user to set string of DHCP option82 remote ID filed. The string will attach in option82 if
option inserted.

Security  DHCP Snooping /’ Option82 Property

User Defined
Remote ID

Remote ID  00:e0:4c:00:00:00 {Switch Mac in Byte Order)

Apply

Figure 1641 Option82 Property Page

Field Description

Set checkbox to enable usdefined remotelD. By default, remote
ID isswitch mac in byterder.

Input userdefined remote ID. Only available when enable user
define remotelD

User Defined

Remote ID

Table 1641 DHCP Snooping Option82 Fields

Port Setting Table

Q
| |entry | Port | state | Atlow Untrust
1 GE1 Dizabled Drop
2 GE2 Dizabled Drop
3 GE3 Dizabled Drop
4 GE4 Dizabled Drop
i 5 GE5 Dizabled Drop
6 GE6& Dizabled Drop
7 F7  Nisahlad Mo

Figure 1642 Option82 Port Page
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Field Description
Port Display port ID
Enable Disphy option82 enable/disable status of interface

Allow untrusted  Display allow untrusted action of interface

Table 1642 Option82 Port Fields
Security /» DHCP Snooping /» Option82 Property

Edit Port Setting

Port GE5
State |« Enable

Keep
Allow Untrust = Drop
Replace

Apply H Close ]
""""""""""""""""" Figure 1043 Edit Option82 Port Dialog
Field Description
Port Display selected port to be edited
State Set tieckbox to enable/disable option82 function of interface

Select the action perform when untrusted port receive DHCP
packet has option82 filed. Defaultdsop.
Allow untrusted - Keep Keep original option82ontent.
Replace Replace option82 content by #ah setting
- Drop: Drop packets witloption82.

Table 1643 Edit Option82 Port Fields

10.11.4.0Option82 CircuitD
To display Option82 Circuit ID page, cBekcurity > DHCP Snooping > Option82 Circuit ID

This page allow user to set string of DHCP og@ocircuit ID filed. The string will attach in option82 if
option inserted.
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Security > DHCP Snooping »» Option82 Circuit ID

Option82 Circuit ID Table
Showing | All v | entries Showing 1 to 2 of 2 entries Q

| | port | viAN | circuitiD |
GE1 1 rainbow
GE2 2 WWWW

[ aad H Eat H Delete ] First | Previous || 1| |MNext | Last

Figure 1644 Option82 Circuit ID Page

Field Description
Port Display port ID of entry
VLAN Display associate VLAN of entry
Circuit ID Display circuit ID string of entry

Table 1644 Option82 Circuit ID Fields

Security > DHCP Snooping )’ Option82 Circuit ID

Add Option&2 Circuit ID

Circuit ID  |dddd

Port GE1
VLAN 1

CircuitID | rainbow

Figure 1845 Add and Edit Option82 Circuit ID Dialog

Field Description

-181¢
©2021 MICROSENS GmbH & Co. KG All Rights Reserved



User Manual MICROSENS

MS400835M
Select port from list to associate to CID entry. Only available on
Port .
Add dialog.
VLAN Input VLAN ID to associate to circuit ID entry. VLANADt is
mandatory. Only available on Adalog.
Circuit ID Input String as circuit ID. Packets match port and VLAN will be

inserted circuit ID.

Table 1645 Option82 Circuit ID Fields

10.12. IP Sourcé&suard

Use the IP Source Guard pages to configure settifigP Source Guard.

10.12.1.Port Setting

To display Port Setting page, cl®&&curity > IP Source Guard > Port Setting

This page allow user to configure per port settings of IP Source Guard.
Security )/ IP Source Guard )’ Port Setting

Port Setting Table

Q
| | Entry | Port | state | verify Source | Current Entry | Max Entry
1 GE1 Disabled IP 0 Unlimited
2 GE2 Disabled IP 0 Unlimited
3 GE3 Disabled IF 0 Unlimited
4 GE4 Disabled IP 0 Unlimited
5 GE5 Disabled IP 0 Unlimited
6 GE& Disabled IF 0 Unlimited
Figure 1646 Port Setting Page
Field Description
Port Displayport ID
State Display IP Source Guard enable/disable status of interface

Verify Source  Display mode of IP Source Guard verification

Current Binding

Entry Display current binding entries of a interface.
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Max Binding Entry Display the number of maxim binding entry of interface

Table 1046 Port Setting Fields

Security /)’ IP Source Guard )’ Port Setting

Edit Port Setting

Port GE1
State |« Enable

= IP

Verify Source IP-MAC

Max Entry 20

Figure 1647 Edit Port Setting Dialog

Field Description

Port Display selected port to be edited.

Set checkbox to enable or disable IP Source Guard function. D
isdisabled
Select the mode of IP Source Guard verification
IP:Only verify source IP addresspafcket
IP-MAC: Verify sourceéP and source MAC address
packet
Input the maximum number of entries that a port can be bounde
Max Binding Entry Default is udimited on all ports. No entry will be bound if
limitation reached.

Status

Verify Source

Table 1647 Edit Port Setting Fields

10.12.2.IMPVBInding

To display IPMV Binding page, cladcurity > IP Source Guard > IMPV Binding

This page allow user to add staticsiBurce guard entry and browse all IP source guard entries that
learned by DHCP snooping or statically create by user.
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Security /' IP Source Guard /' IMPV Binding

IP-MAC-Port-VLAN Binding Table
Showing | All v | entries Showing 11to 2 of 2 entries

| | Port | vLAN | MAC Address | 1P Address Binding | Type | Lease Time
GE1 20 44:55:66:77:88:00 22.23)255255255255 IP-MAC-POrtVLAN Static N/A
GE1 33 00:00:00:00:00:04 3.3.3.3/255.255255.255 IP-MAC-POM-VLAN Stalic N/A

[ Aod  |[ Eat || Deele |

Figure 1648 IPMV Binding Page

Field Description
Port Display port ID of entry.
VLAN Display VLAN ID of entry
MAC Address (I;)rlirp\:ayMAC address of entry. Only available 6MRC binding
IP Address Display IP address of entry. Mask always to be 255.255.255.25
IP-MAC binding. IP binding entry display usgut.
Binding Display binding type of entry
Type of eksting binding entry
T Static:Entry added byser.
yp - Dynamic:Entry learned by DHGIPooping.
L : Lease time of DHCP Snooping learned entry. After lease time €
ease Time

will be deleted. Only available of dynamic entry.

Table 1648 IPMV Binding Fields
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Security 7/ IP Source Guard ’

Add IP-MAC-Port-VLAN Binding

IMPV Binding

Port GE1 v

VLAN |33

* |IP-MAC-Port-VLAN

I IP-Por-VLAN
MAC Address  |00:00:00:00:00:04

IP Address (3333

Apply ] [ Close

Edit IP-MAC-Port-VLAN Binding

Port GE1 v
VLAN 33
Binding IP-MAC-Port-VLAN
MAC Address  00:00:00:00:00:04

IP Address | |3.3.3.3

[ 255.255.255.255

Apply H Close
Figure 1649 Add and Edit IPMV Binding Dialog
Field Description
Port Select port from list of a binding entry.
VLAN Specify a VLAN ID of a binding entry
Select matching mode of binding entry
IP-MAGPort-VLAN packet must match IRddress MAC
L address Port and VLAN ID.
Binding

IP-Port-VLAN:packet must match IP addresssubnet
Port and VLAN ID.

MAC Address

Input MAC address. Only available oiMRGPort-VLAN mode.

IP Address

Input IP address and mask. Mask only available avARPort
mode.

Table 1649 Add and Edit IPMV Binding Fields

10.12.3.SaveDatabase

To display Save Database

page, &e&urity > DHCP Snooping > Save Database
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This page allow user to configure DHCP snooping database which can backup and restore dynamic DH(
snooping atries.

Security /' IP Source Guard /' Save Database

MNone
Type Flash
® TFTF

Filename |33333

® Hostname

Address Type IPyd

Server Address  [192.168.1.100
Write Delay 300

Timeout |300

Apply

Figure 1650 Save Database Page

Field Description

Select the type of database agent.
None: Disable database agesgrvice.

Type - Flash: Save DHCP dynamic binding entriflast.
TFTPSaveDHCRlynamicbinding entries to remote TFTP
serve.

Filename Input filename for backup file. Only available when selecting tyg

GFf I AKECE tYRSD
Select the type of TFTP server.
Address Type - Hostname: TFTP server addredsastname.
- IPv4: TETP server address is I&dress.
Input remote TFTP server hostname or IP address. Only availal
when selectingtyp& ¢ C¢ t €
Input delay timer for doing backup after change happened. Def:
is 300seconds.

Input aborts timeout for doing backup failure. Defiaisl 300
seconds.

Server Addres

Write Delay

Timeout

Table 1650 Save Database Fields

11. ACL

Use the ACL pages to configure settings for the switch ACL features.
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11.1. MACACL

To display MAC ACL page, chi€d > MAC ACL

This page allow user to add or delete ACL rule. A rule cannatlbted if under binding.
ACL)) MAC ACL

ACL Name

Apply

Figure 111 MAC ACL Page

Field Description

ACL Name Input MAC ACL name

Table 111 MAC ACL Fields
ACL Table

Showing | All v | entries Showing 1 to 3 of 3 entries

| | AcL Name | Rule | Port |

AALA 0
5388 0
DDDD 0
Figure 112 MAC ACL Table Page
Field Description

ACL Name Display MAC ACL name

Rule Display the number ACE rule of ACL

Port Display the port list that bind this ACL

Table 112 MAC ACL Table Fields

11.2. MACACE

To display MAC ACE page, ci€i. > MAC ACE
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This page allow user to add, edit or delete ACE rule. An ACE rule cannot be edited or deleted if ACL
under binding. New BE cannot be added if ACL under binding.

ACL > MAC ACE

ACE Table
ACL Name |AARA ¥

Showing | All ¥ | entries Showing 1 to 2 of 2 entries

Source MAC Destination MAC 802.1p
Sequence Action Ethertype | VLAMN
Address | Mask | Address | Mask Value | Mask
1  Permit Any Any Any Any Any Any Any Any
22 Shutdown  Any Any Any Any Any Any Any Any
[ adg  |[ Edt || Deete |

Figure 113 MAC ACE Page

Field Description

ACL Name Select the ACL name to which an ACE is being added.

Sequence Display the sequence of ACE.

Action Display the action of ACE

Source MAC  Display the source M&address and mask of ACE.

Destination MAC Display the destination MAC address and mask of ACE.

Ethertype Display the Ethernet frame type of ACE.

VLAN ID Display the VLAN ID of ACE

802.1p Value Display the 802.1p value of ACE.

802.1p Mask Display the802.1p mask of ACE.

Table 113 MAC ACE Fields
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ACL > MAC ACE

Add ACE

MICROSENS

ACL Name AAAA
Sequence

® Permit
Action Deny
Shutdown

¥ Any
Source MAC

7 Any
Destination MAC

# Any
Ethertype
0x
¥ Any
VLAN

¥ Any
802.1p

Edit ACE

ACL Name AAAA
Sequence 22

Permit
Action Deny
® Shutdown

¥ Any
Source MAC

W Any
Destination MAC

W Any
Ethertype
0x
w Any
VLAN

« Any
202.1p

Figure 114 Add and Edit MAC ACE Dialog

Field

Description

ACL Name

Display the ACL name to which an ACE is being added.

Sequence

Specify the sequence of the ACE. ACEs with higher sequence are
processed first (1 is the highest priority). Only available on Add
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Dialog.

Action

Source MAC

Destination MAC

Ethertype

VLAN ID

802.1p

Select the action after ACE match packet.
Permit: Forward packets that meet the ACHeria.
Deny:Drop packets that meet the ACHiteria.
Shutdown:Drop packets thameet the ACE criteria, and
disable the port from where the packets wereceived.
Such ports can be reactivated from the Port Settiparse.

Select the type for source MAC address.
- Any: All source addresses aaeceptable.
User DefinedOnly a source address or a range of source
addressesvhich usersdefine are acceptable Enterthe
source MAC address and mask to which wilina¢ched.

Select the type for Destination MAC address.
- Any: All destination addresses aseeptable.
User Defined:Only a destination address or a range
destination addresses which users define are accepte
Enterthe destinationMACaddressand maskto which will
be matched.

Select the type for Ethernet frame type.
- Any: All Ethernet frame type iacceptable.
User DefinedOnly an Ethernet frame type which users
define is acceptable. Enter the Ethernet frame type vatue
which will bematched.

Select the type for VLAN ID.
- Any:All VLAN ID is acceptable.
User Defined: Only a VLAN ID which users define is
acceptable. Enter the VLAN ID to which wilhimched.

Select the type for 802.1p value.
- Any:All 802.1p value iacceptable.
User Defined:Only an 802.1p value or a range of 802
value which userslefine is acceptable. Enter the 802..
value and mask to which will matched.

11.3.1IPV4ACL

Table 114 Add and Edit MAC ACE Fields

To display IPv4 ACL page, chi€k > IPv4 ACL

This page allow user to add or delete Ipv4 ACL rule. A rule cannot bediélahder binding.
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ACL )’ IPv4 ACL

ACL Name

Apply

Figure 115 IPv4 ACL Page

Field Description

ACL Name Input IPv4 ACL name

Table 115 IPv4 ACL Fields
ACL ) IPv4 ACL

ACL Name

ACL Table
Showing | All ¥ | entries Showing 1 to 3 of 3 entries
| | ACL Name | Rule | Port |

P11 0

P23 0

P8 0

Figure 116 IPv4 ACL Table Page
Field Description

ACL Name Display IPv4 ACL name

Rule Display the number ACE rule of ACL

Port Display the port list that bind this ACL

Table 116 IPv4 ACL Table Fields

11.4.1PV4ACE
To display IPv4 ACE page, i€k > IPv4 ACE

This page allow user to add, edit or delete ACE rule. An ACE rule cannot be edited or deleted if ACL
under bindingNew ACE cannot be added if ACL under binding.
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ACL )’ IPv4 ACE

ACE Table
ACL MName |IP11 v
Showing | All v | entries Showing 1to 1 of 1 entries

Type of Service ICMP
DSCP | IP Precedence | Type | Code

Source IP Destination IP
Address | Mask | Address | Mask
23 Permit  Any (IP)  Any Any Any Any Any Any

Source Port | Destination Port | TCP Flags

Sequence | Action | Protocol

[ Add || Edt || Delete |

Figure 117 IPv4 ACE Page

Field Description

ACL Name Select the ACL name to which an ACE is being added.

Sequence Display the sequence of ACE.

Action Display the action of ACE

Protocol  Display the prtocol value of ACE

Source IP  Display the source IP address and mask of ACE

Destination

P Display the destination IP address and mask of ACE

Display single source port or a range of source ports of ACE. Only available whe
protocol is TCBr UDP.

Destination Display single destination port or a range of destination ports of ACE. Only availe
Port when protocol is TCP or UDP.

Source Port

TCP Flags Display the TCP flag value if ACE. Only available when protocol is TCP.

Type of

Service Display theToS value of ACE which could be DSCP or IP Precedence.

ICMP Display the ICMP type and code of ACE. Only available when protocol is ICMP

Table 117 IPv4 ACL Fields
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ACL )’ IPv4 ACE

Add ACE

|(1-2147483647)

(® Permit
0 Deny

() Shutdown
® Any

O select [GF 7]

() Define | (0 - 255)

¥ Any

| 1| (Address / Mask)
¥ Any

| 1 {Address / Mask)
® Any
) DSCP | (0-63)

() IP Precedence | -7

= Any

. single | (0 - 65535)

' Range | - | (0 - 65535)

= Any

 Single | (0 - 65535)

'~ Range | -] (0 - 65535)
Urg: () Set (0 Unset ® Don't care
Ack: ) Set (0 Unset ® Don'tcare
Psh: () Set () Unset ® Dontcare

Rst: (0 Set (0 Unset ® Don'tcare
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ACL ) IPv4 ACE

Edit ACE

IP11

&

Permit
Deny
Shutdown

Any
Select

Define | (0-255)

1] (Address / Mask)

1] (Address / Mask)

DSCP | (0-863)

IF Precedence | (0-7)

Any

~ Single | (0 - 65535)

© Range | - {0 - 65535)
= Any

© Single | (0 - 65535)

' Range | -1 (0 - 65535)
Urg: © Set © Unset ® Don't care

Ack: © Set © Unzet ® Don't care

Psh: © Set © Unset ® Don't care

Rst: © Set © Unset ® Don't care

Syn: © Set © Unset ® Don't care

Fin: © Set © Unset ® Don't care

.0 ®.7] B.7T|R:. 0. 0. ®@.00@®
z

= Any
© Select [Echo Reply v

* Define | (0 - 255)
= Any

"~ Define | (0 - 255)

[ Apply |[ Close |

Figure 118 Add and Edit IPv4 ACE Dialog
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Field

Description

ACL Name

Display he ACL name to which an ACE is being added.

Sequence

Specify the sequence of the ACE. ACEs with higher sequence are processed
is the highest sequence). Only available on didtbg.

Action

Select the action for a match.
Permit: Forward packts that meet the ACEriteria.
Deny:Drop packets that meet the ACHteria.
Shutdown:Drop packets that meet the ACE criteria, and disable the pol
from where the packets were received. Such ports can be reactiviited
the Port Settingpage.

Protocol

Source IP

Destination
IP

Source Port

Destination
Port

Select the type of protocol for a match.
- Any (IP):AIl IP protocols aracceptable.
Select from list:Select one of the following protocols from the drdpwn
list.
(ICMP/IPInIP/TCP/EGP/IGP/UDP/HMP/RDP/IPV6/IPV6:ROUT/IPV6
RSVP/IPV6:ICMP/OSPRV/L2TP)
- Protocol ID to matchEnter the protocolD.

Select the type for source IP address.
- Any: All source addresses are acceptable.
User DefinedOnly a source address or a range of source addresses wl
users define are acceptable. Enter theusze IP address value angask to
which will bematched.

Select the type for destination IP address.
- Any: All destination addresses are acceptable.
User DefinedOnly a destination address or a range of destination
addressegvhich usersdefine are acceptable Enterthe destinationIP
address value and mask to which willrbetched.

Select the type of protocol for a match. Only available when protocol is TCP ¢
UDP.
- Any: All source ports aracceptable.
Single:Enter asingle TCP/UDP source port to which packetsrariehed.
Range:Select a range of TCP/UDP source ports to which the pacl
matched. There are eight different port ranges that can be configt
(sharedbetween source and destination ports). TCPand UDP protocols
each have eight poranges.

Select the type of protocol for a match. Only available when protocol is TCP ¢
UDP.

- Any: All source ports aracceptable.
- Single:Enter a single TCP/UDP source port to which packetsatehed.
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Range:Select a range of TCP/UDP source ports to which the packet
matched. There are eight different port ranges that can be configure
(sharedbetween source and destinaton ports). TCPand UDP protocols
each have eight poranges.
Select one or more TCP flags with which to filter packets. Filtered packets are
TCP Flags either forwardedor dropped. Filteringpacketsby TCHlagsincreasegacket
control, which inceases network security. Only available when protoc6OB.
Select the type of service for a match.
Type of - Any:All types of service aragcceptable.
Service - DSCP to matctEnter a Differentiated Serves Code Point (DSQRatch.
- IP Precedence to matcHEnter aip precedencdl0 match.
Either select the message type by name or enter the message type number. (
available when protocol is ICMP.
ICMP Type - Any: All message types aexceptable.
Select from list:Select messagigpe byname.
- Protocol ID to matchEnter the number of messadgpe.

Select the type for ICMP code. Only available when protocol is ICMP.
ICMP Code - Any: All codes arecceptable.

- User DefinedEnter an ICMP code tmatch.

Table 118 Addand Edit IPv4 ACL Fields

11.5.IPV6ACL
To display IPv6 ACL page, cA€. > IPv6 ACL

This page allow user to add or delete Ipv6 ACL rule. A rule cannot be deleted if under binding.

ACL ) IPv6 ACL
ACL Name
| Apply |
Figure 119 IPv6 ACL Page
Field Description

ACL Name Input IPv6 ACL mae

Table 119 IPv6 ACL Fields

-196¢
©2021 MICROSENS GmbH & Co. KG All Rights Reserved



User M |
MS400835M MICROSENS

ACL Table
Showing | Al v | entries Showing 1 to 3 of 3 entrigs
| | ACL Name | Rule | Port |

IP&1 0

IP§2 0

IP2g 0
[ Delete |

Figure 1110 IPv6 ACL Table Page
Field Description

ACL Name Display IPv6 ACL name

Rule Display the number ACE rule of ACL

Port Display the port list that bind this ACL

Table 1110 IPv6 ACL Table Fields

11.6.IPV6ACE
To display IPv6 ACE page, i€ > IPv6 ACE

This page allow user to add, edit or delete ACE rule. An ACE rule cannot be edited or deleted if ACL
under binding. New ACE cannot be added if ACL under binding.

ACL ' IPv6 ACE

ACE Table
ACL Name |IP61 ¥

Showing |All v | entries Showing 1 to 1 of 1 entries
X | SourcelP | Destination IP | L | TypeofService | 1cMP |
‘ Sequence | Action | Protocol |Address |Prerut |Address |Preru( | Source Port | Destination Port | TCP Flags | Dscp | 1P Precedence |Type |Code|
22334 Permit Any (IP)  Any Any Any Any Any Any
[ Add || Edit || Delete |
Figure 1111 IPv6 ACE Page
Field Descripton

ACL Name Select the ACL name to which an ACE is being added.
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Sequence Display the sequence of ACE.
Action Display the action of ACE
Protocol  Display the protocol value of ACE
Source IP  Display the source IP address and prefix of ACE
Dest:rl:])atlon Display the destination IP address and prefix of ACE

Source Port

Display single source port or a range of source ports of ACE. Only available wh
protocol is TCP dyDP.

Destination Display single destination port or a iga of destination ports of ACE. Only availab
Port when protocol is TCP or UDP.
TCP Flags Display the TCP flag value if ACE. Only available when protocol is TCP.
Type of . .
Service Display the ToS value of ACE which could be DSCP or IP Precedence.
ICMP Display the ICMP type and code of ACE. Only available when protocol is ICMP

Table 1111 IPv6 ACE Fields
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IP61

| (1-2147483647)

Permit
Deny
Shutdown

Any
Selact

Define |
Any

(0 -255)

BT & @ . ®. 00 @& ]

Any

/] (Address [ Prefix (0 - 128))

e Q9@ .

Any

/] (Address / Prefix (0 - 128))

DSCP |

(0-63)

IF Precedence |
Any

0-7)

~ Single |
© Range |

(0 - 65535)

Any

-1 (0 - 65535)

© Single |
' Range |

Urg: © Set © Unset ® Don't care
Ack: © Set © Unset ® Don't care
Psh: © Set © Unset ® Don't care
Rst: © Set © Unset ® Don't care
Syn: © Set © Unset ® Don't care

Fin: © Set © Unset ® Don't care

. Select [Destination Unreachable v |

(0 - 65535)

Any

-1 (0 - 65535)

Define |
Any

(0 - 255)

Define |

{0 - 255)

[ Apply || Close |
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ACL ) IPv6 ACE

Edit ACE

IP&1
22334

Permit
Deny
Shutdown

Any

Select

Define |
Any

(0-255)

Any

1| (Address / Prefix (0 - 123))

Any

1 (Address / Prefix (0 - 123))

DSCP |

0. @ TR RO 0. ®. 00®

(0-863)

IP Precedence |
Ay

-7

Single |

(0 - 65535)

Range |
o ANy

-1 (0 - 65535)

Single |

(0 - 65535)

Range |

Urg: © Set © Unset ® Don't care
Ack: © Set O Unset ® Don't care
Psh: Set © Unset ® Don't care
Rst: © Set © Unset ® Don't care
Syn: © Set © Unset ® Don't care
Fin: © Set © Unset ® Don't care

= Any

-1 (0 - 65535)

Select |Destination Unreachable |

Define |
= Any

(0-255)

Define |

(0-255)

[ Apply |[ Close |

Figure 1112 Add and Edit IPv6 ACE Dialog
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Field Description
ACL Name Display the ACL name to which an ACE is being added.
Sequence Sp_ediy the_ sequence of the ACE. ACI_Es with higher sequence are processt¢
(1 is the highest sequence). Only available on dididg.
Select the action for a match.
Permit: Forward packets that meet the ACHeria.
Action Deny:Drop packets that meehe ACEriteria.
Shutdown:Drop packets that meet the ACE criteria, and disable the
port from where the packets were received. Such ports lzan
reactivated from the Port Settingmge.
Select the type of protocol for a match.
- Any (IP)All IP protocols aracceptable.
Select from list:Select one of the following protocols from the drop
Protocol .
down list.
(TCP / UDP / ICMP)
- Protocol ID to matchEnter the protocolD.
Select the type for source IP address.
- Any: All source addresses aaeceptable.
Source IP User DefinedOnly a source address or a range of source addresses

Destination IP

Source Port

Destination
Port

which usersdefine are acceptable.Enter the source IP addressvalue
and prefix length to which will beatched.
Select the type for destination IP address.
- Any: All destination addresses are acceptable.
User DefinedOnly a destination address or a range of destination
addresseswvhich usersdefine are acceptable.Enter the destination IP
address value and prefix to which will imatched.
Select the type of protocol for a match. Only available when protocol is TCI
UDP.

Any: All source ports aracceptable.

Simgle: Enter a single TCP/UDP source port to which packets are mat
Range:Select a range of TCP/UDP source ports to which the pacl
matched. There are eight different port ranges that can be configt
(sharedbetweensourceand destinationports). TCPand UDPprotocols
each have eight poranges.

Select the type of protocol for a match. Only available when protocol is TCI
UDP.

- Any: All source ports aracceptable.

- Single:Enter a singleTCP/UDBourceport to which packetsare
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matched.
Range:Select a range of TCP/UDP source ports to which the packet
matched. There are eight different port ranges that can be configure
(sharedbetween sourceand destinaton ports). TCPand UDPprotocols
each have eight poranges.
Select one or more TCP flags with which to filter packets. Filtered packets «
TCP Flags either forwarded or dropped. Filtering packets by TCP flags increases pack
control, which inceases network security. Only available when protocéCB.
Select the type of service for a match.
- Any: All types of service aragcceptable.
DSCP to matctenter a Differentiated Serves Code Point (DSCP) to
match.
- IP_Precedence to matclEnter ap precedencdO match.
Either select the message type by name or enter the message type numbe
Only available when protocol is ICMP.
ICMP Type - Any: All message types asxceptable.
Select from list:Select messaggpe byname.
- Protocol ID to matchEnter the number of messadgpe.
Select the type for ICMP code. Only available when protocol is ICMP.
ICMP Code - Any: All codes aracceptable.
- User DefinedEnter an ICMP code tmatch.

Type of
Service

Table 1112 Addand Edit IPv6 ACE Fields

11.7. ACLBinding
To display ACL Binding page, cA€id > ACL Binding

This page allow user to bind or unbind ACL rule to or from interface. IPv4 and Ipv6 ACL cannot be bounc
to the same port simultaneously.
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ACL ' ACL Binding

ACL Binding Table

| | Entry | Port | MAC ACL |IPv4 ACL | IPv6 ACL |
GE1
GE2
GE3
GE4
GES
GES
GET7
GES
9 GE
10 GE10
1 LAGT
12 LAG2
13 LAG3
14 LAG4
15 LAGS5
16 LAGS
17 LAGT
18 LAGS

CO = 0 N f= LI P =

| Bind || Unbind || Edit |

Figure 1113 ACL Bindg Page

Field Description

Port Display port entry ID.
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Display mac ACL name that bound of interface. Empty means |
rule bound.
Display ipv4 ACL name that bound of interface. Empty means 1
rule bound.
Display ipvACL name that bound of interface. Empty means nc
rule bound.

MAC ACL

IPv4 ACL

IPv6 ACL

Table 1113 ACL Binding Fields

ACL ) ACL Binding

Add ACL Binding

Port

MAC ACL | AARA v
IPv4 ACL |IP11 v
IPv6 ACL

| Apply || Close |

Edit ACL Binding

Port

MAC ACL | AAsA v
IPv4 ACL |IP11 v
IPv6 ACL

|_#Apply || Close |

Figure 1114 Add and Edit ACL Binding Dialog

Field Description

Port Display port entry ID.

MAC ACL Select mac ACL name from list to bind.

IPv4 ACL SelectiPv4 ACL name from list to bind.

IPv6 ACL Select IPv6 ACL name from list to bind.

Table 1114 Add and Edit ACL Binding Fields

-204¢
©2021 MICROSENS GmbH & Co. KG All Rights Reserved



User Manual
MS400835M

12. QoS
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Use the QoS pages to configure settings for the switch QoS interface.

12.1. General

Use the QoS general pages to configsettings for general purpose.

12.1.1. Property

To display Property web page, cli@kS > General > Property

QoS ' General ' Property

State Enable

Trust Mode

[ Apply |

Figure 121 QoS Global Setting

Field

Description

State

Set checkbox to enable/disable QoS.

Trust Mode

Select QoS trust mode

- CoS:Trafficis mapped to queues based on the CoS fiell
the VLAN tag, or based on the gaort default CoS value (
there is no VLAN tag on the incoming packet), the ac
mapping of the CoS to queue can be configured on |
settingdialog.
DSCPAII IP traffics mapped to queues based on the DS
field in the IP header. The actual mapping of the DSC
gueue can be configured on the DSCP mapping pac
traffic is not IP traffic, it is mapped to the best effqtteue.

- CoSDSCPUsesthe trust CoSmode for non-IP traffic and
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trust DSCP mode for IP traffic.

IP PrecedenceTlraffic is mapped to queues based on the IP
precedence. The actual mapping of the IP precedence to
gueue can be configured on the IP Precedence mapping page.

Table 121 QoS Global $ing Fields

Port Setting Table

Remarking
‘ Entry ‘ Port | CoS | Trust CoS DSCP | IP Precedence
1 GE1 0 Enabled Disabled Disabled Disablad
2 GEZ 0 Enabled Disabled Disabled Disabled
3 GE3 0 Enabled Disabled Disabled Disablad
4 GE4 0 Enabled Disabled Disabled Disablad
5 GEb 0 Enabled Disabled Disabled Disabled
6 GEBS 0 Enabled Disabled Disabled Disabled
7 GEY 0 Enabled Disabled Disabled Disabled
& GES 0 Enabled Disabled Disabled Disabled
9 GES 0 Enabled Disabled Disabled Disablad
10 GE10 0 Enabled Disabled Disabled Disabled
11 LAG1 0 Enabled Disabled Disabled Disablad
12 LAG2 0 Enabled Disabled Disabled Disablad
13 LAG3 0 Enabled Disabled Disabled Disabled
14 LAG4 0 Enabled Disabled Disabled Disabled
15 LAGSH 0 Enabled Disabled Disabled Disabled
16 LAGEH 0 Enabled Disabled Disabled Disabled
17 LAGT 0 Enabled Disabled Disabled Disablad
18 LAGS 0 Enabled Disabled Disabled Disabled
[ Edit |
Figure 122 QoS Port Setting Table
Field Description
Port Port name
CoS Port default CoS priority value for the selected ports

Port trust state
Trust - Enabled:Traffic will follow trust mode in globaktting
- Disabled:Traffic will always use bestforts
Port CoS remaking admin state
Enabled:CoS remarking snabled
- Disabled:CoS remarking disabled
Port DSCP remaking admin state
Remarking (DSCP - Enabled:DSCP remarkingesabled
- Disabled:DSCP remarking désabled

Remarking
(CoS)

-206¢
©2021 MICROSENS GmbH & Co. KG All Rights Reserved



User Manual MICROSENS

MS400835M

Port IP Precedence remaking admin state
Enabled:IP Precedence remarkingesabled
- Disabled:IP Precedence remarkingdssabled

Remarking
(IPPRecedence)

Table 122 QoS Port Setting Table Fields

QoS5 ) General ;' Property

Edit Port Setting

Port GE1-GE3
CoS 0
Trust « Enable

CoS Enable
DSCP Enable
IP Precedence Enable
| Apply || Close |

FHgure 123 Edit QoS Port Setting

Field Description
Port Select port list
CoS Set default CoS/802.1p priority value for the selected ports
Trust Set checkbox to enable/disable port trust state
Remarking

(CoS) Set checkbox to enable/disable port Cegarking

Remarking (DSCP Set checkbox to enable/disable port DSCP remarking

Remarking

(IP PRecedence) Set checkbox to enable/disable port IP Precedence remarking

Table 123 Edit QoS Port Setting Fields
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12.1.2. QueueScheduling

To display Queue Scheduimweb page, clicQoS> General> Queue Scheduling

The switch supports eight queues for each interface. Queue number 8 is the highest priority queue. Queue
number 1 is the lowest priority queue. There are two ways of determining how traffic in quehsasdked,
Strict Priority (SP) and Weighted Round RQWIRR).

A Strict Priority (SR) Egress traffic from the highest priority queue is transmitted first. Traffic from the
lower queues is processed only after the highest queue has been transmitted, whictieptiog highest
level of priority of traffic to the highest numbereplieue.

A Weighted Round Robin (WRRN WRR mode the number of packets sent from the queue is
proportional to the weight of the queue (the higher the weight, the more framesarn).

Thequeuing modes can be selected on the Queue page.When the queuing mode is by Strict Priority, the
priority sets the order in which queues are serviced, starting with queue_8 (the highest priority queue)
and going to the next lower queue when each queuenisipleted.

When the queuing mode is Weighted Round Robin, queues are serviced until their quota has been used
up and then another queue is serviced. It is also possible to assign some of the lower queues to WRR,
while keeping some of the higher queues tric$ Priority. In this case traffic for the SP queues is always
sent before traffic from the WRR queues. After the SP queues have been emptied, traffic from the WRR
queues is forwarded. (The relative portion from each WRR queue depends on its weight).

QoS ' General /' Queue Scheduling

Queue Scheduling Table

Method

QUeU® | Cirict Priority | WRR | Weight | WRR Bandwidth (%)
1 s [ 33.33%
2 7 66.67%
3
4
5
5
?
8
[ Apply |

Hgure 124: Queue Scheduling Table
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Field Description

Queue Queue ID to configure

Strict Priority Set queue to strict priority type

WRR Set queue to Weight round robin type

Weight If the queue type is WRR, set the queue weight for the queue.

WRR Badwidth ~ Percentage of WRR queue bandwidth

Table 124: Queue Scheduling Table fields.

12.1.3. CoSMapping

To display CoS Mapping web page, clo§ > General > CoS Mapping

The CoS to Queue table determines the egress queues of the incoming packets baked8062.1p
priority in their VLAN tags. For incoming untagged packets, the 802.1p priority will be the default
CoS/802.1p priority assigned to the ingress ports.

Use the Queues to CoS table to remark the CoS/802.1p priority for egress traffic from eaeh que
QoS ) General /' CoS Mapping

Co8§ to Queue Mapping

| CoS | Queue |
n|2r
1w
aw
dw
Ew
G
T
7 &

[ I QY R WS I LW Y

[ Apply |

Figure 125 CoS to Queue Mapping Table
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Field Description
CoS CoS value
Queue Select queue id for the CoS value

Table 125 CoS to Queue Mapping Table Fields

Queue to CoS Mapping

| Queue | CoS |
11
2 o
3 2
4 (3
b 4
6 &7
T |67
a8 7T

[ Apply |

Figure 126 Queue to CoS Mapping Table
Field Description
Queue Queue ID
Cos Selet CoS value for the queue id

Table 126 Queue to CoS Mapping Table Fields

12.1.4. DSCP Mapping

To display DSCP Mapping web page, Qg > General > DSCP Mapping
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The DSCP to Queue table determines the egress queues of the incoming IP packets basgd&CP
values. The original VLAN Priority Tag (VPT) of the packet is unchanged.

Use the Queues to DSCP page to remark DSCP value for egress traffic from each queue.

QoS ) General ;' DSCP Mapping

DSCP to Queue Mapping

| DSCP |Queue | DSCP |Queue | DSCP |Queue | DSCP |Queue |

0 [CS0] 1v| 18[CS2] |3 w| 32[CS4] [5v| 48[CS6 [T~
1 1 17 3r 33 s 44 ir
2 1r 18[AF21] |3 r J4[AF41] 5 * 50 ir
3 1 19 ir 35 b 51 ir
4 1 20[AF22] 3~ IG[AF42] 5w 52 ir
5 1 21 3r 37 5w 53 ir
3] 1r 22[AF23] 3w J8[AF43] B v H4 ir
7 1r 23 Ir 34 5 55 ir
3[C51] 2v| 24[C83] |4v| 40[CS5] [6v| 5B[CST] |8
9 2 25 i 41 g 57 gr
10[AF11] (2 r 26 [AF31] 4w 42 G 58 ar
1 2 27 i 43 i 59 gr
12[AF12] (2 r 28[AF32] 4w 44 g 60 ar
13 2r 28 ir 45 g 61 ar
T4[AF13] 2 r J0[AF33] |4+ 46 [EF] g 62 gr
15 2r E) ir 47 G 63 ar

[ Apply |

Figure 127 DSCP to Queue Mapping Table
Field Description
DSCP DSCP value
Queue Select queue id for DSCP value

Table 127 DSCP to Queue Mapping Table Fields
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Queue to DSCP Mapping

| Queue |

DsSCP

1

[==T I = R & R AR I S

| Apply

0 [C30)

2 [C31)

16 [C52]
24 [C53]
32 [C54]
40 [C55]
43 [C56]
56 [CS7]

Figure 128 Queue to DSCP Mapping Table

4 4|4 4 4|4 4 4

Field Description

Queue Queue ID

DSCP Select DSCP value for queue id

12.1.5. IP Precedete Mapping

Table 128 Queue to DSCP Mapping Table Fields

To display IP Precedence Mapping web page, Qa%k > General > IP Precedence Mapping

This page allow user to configure IP Precedence to Queue mapping and Queue to IP Precedence

mapping.

©2021 MICROSENS GmbH & Co. KG All Rights Reserved
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QoS General i IP Precedence Mapping

IP Precedence to Queue Mapping

IP Precedence | Queue |
0o 1~

N

£

4

Hr

g

T

8

bt [ = R R N o [ Y R

| Apply |

Figure 129 IP Precedence to Queue Mapping Tabl

Field Description

IP Precedence IP Precedence value

Queue Queue value which IP Precedence is mapped

Table 129 IP Precedence to Queue Mapping Table Fields

Queue to [P Precedence Mapping

| Queue | IP Precedence
1 (0¥

1"

2

£l

4w

5

R

g (77

bt B = 1 5 [t S Yy ¥

| Apply |

Figure 1210 Queue to IP Precedence Mapping Table
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Field Description

Queue Queue ID

IPPrecedence  IP Precedence value which queue is mapped

Table 1210 Queue to IP Precedence Mapping Table Fields

12.2. RateLimit

Use the Rate Limit pages to define values that determine how much traffic the switch can receive and
send on specific port or que.

12.2.1. Ingress / EgresPort

To display Ingress / Egress Port web page, Q% > Rate Limit > Ingress / Egress Port

This page allow user to configure ingress port rate limit and egress port rate limit. The ingress rate limit is
the number of bitgper second that can be received from the ingress interface. Excess bandwidth above
this limit isdiscarded.
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QoS Rate Limit . Ingress / Egress Port

Ingress [ Egress Port Table

Ingress Egress
En Port
‘ B ‘ State | Rate (Kbps) | State |Rate (Kbps)

1 GE1 Disabled Disabled

2 GE2 Disabled Disabled

3 GE3 Disabled Disabled

4 (GE4 Disabled Disabled

A GER Disabled Disabled

i GEG& Disabled Disabled

T GE7 Disabled Disabled

& GES& Disabled Disabled

9 GES Disabled Disabled

10 GE10 Disabled Disabled

| Edit |
Figure 1211 Ingress/Egress Port Table
Field Description
Port Port name
Ingress Port ingress rate limit state
(State) Enabled:Ingress ratdimit isenabled
- Disabled:Ingress rate limit islisabled

Ingress . L e )
(Rate) Port ingress rate limit value if ingress rate state is enabled

Port egress rate limit state
Egress L
(State) Enabled:Egress rate limit isnabled

- Disabled:Eqgress rate limiis disabled

Egress . . .
(Rate) Port egress rate limit value if egress rate state is enabled

Table 1211 Ingress/Egress Port Table Fields
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QoS ! Rate Limit ! Ingress/ Egress Port

Edit Ingress / Egress Port

Port GE1-GE3
+ Enable

Ingress
1000000
# Enable

Egress
1000000

| #Apply || Close |

Figure 1212 Edit Ingress/Egress Port

Field Description
Port Select port list
Inaress Set checkbox to enable/dible ingress rate limit. If ingress rate
J limit is enabled, rate limit value need to hssigned.
Egress Set checkbox to enable/disable egress rate limit. If egress rate

is enabled, rate limit value need to be assigned.

Table 1212 Edit Ingress/gress Port Fields

12.2.2. EgresQueue

To display Egress Queue web page, €ios> Rate Limit>Egress Queue

Egress rate limiting is performed by shaping the output load.

QoS ' Rate Limit ) Egress Queue

Egress Queue Table

Entry | Port Queue 1 | Queue 2 | Queue 3 | Queue 4 | Queue 5 | Queue 6 | Queue

| State [CIR{Kbps)| State [CIR (Kbps)| State |CIR (Kbps) | State |[CIR [Kbps) | State [CIR {Kbps)| State |CIR(Kbps)| State |CIR
1 GE1 Disabled Disabled Disabled Disabled Disabled Disabled Disabled
2 GE2 Disabled Disabled Disabled Disabled Disabled Disabled Disabled
3 GE2 Disabled Disabled Disabled Disabled Disabled Disabled Disabled
4 GE4 Disabled Disabled Disabled Disabled Disabled Disabled Disabled
5 GE5 Disabled Disabled Disabled Disabled Disabled Disabled Disabled
6 GE6 Disabled Disabled Disabled Disabled Disabled Disabled Disabled
7 GE7 Disabled Disabled Disabled Disabled Disabled Disabled Disabled
& GE& Disabled Disabled Disabled Disabled Disabled Disabled Disabled
9 GES Disabled Disabled Disabled Disabled Disabled Disabled Disabled
10 GE10 Disabled Disabled Disabled Disabled Disabled Disabled Disabled

[ Edt |

Figure 1213: Egress Queue Table
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Field Description

Port Port name

Port egress queue 1 rate limit state

1 - - -
(ggte;ee) Enabled:Egress queue rate limit &nabled
- Disabled:Egress gueue rate limit disabled
1 . . .
szglu% Queue 1 egress committed information rate
Queue 2 Port egress queue 2 rate limit state
(State) Enabled:Egress queue rate limit &nabled
- Disabled:Egress queue rate limit disabled
QFSIURe) . Queue 2 egress committed information rate
Queue 3 Port egress queue 3 rate limit state
(State) Enabled:Egress queue rate limit &nabled
- Disabled:Egress queue rate limit disabled
QFC?IURG) 3 Queue 3 egress committed informatioate
Queue 4 Port egress queue 4 rate limit state
(State) Enabled:Egress queue rate limit &nabled
- Disabled:Egress queue rate limit éisabled
QEJquRe)4 Queue 4 egress committed information rate
Queue 5 Port egress queue 5 ratenlit state
(State) Enabled:Egress queue rate limit &nabled
- Disabled:Egress queue rate limit disabled
Qtjcelu;) > Queue 5 egress committed information rate
Queue 6 Port egress queue 6 rate limit state
(State) Enabled:Egress queue rate limit ehatded
- Disabled:Egress gueue rate limit disabled
Qtjcelu;) ° Queue 6 egress committed information rate
Queue 7 Port egress queue 7 rate limit state
(State) Enabled:Egress queue rate limit enabled

- Disabled:Edress gueue rate limit éisaded
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Queue 7

(CIR) Queue 7 egress committed information rate

Port egress queue 8 rate limit state
Enabled:Egress queue rate limit &nabled
- Disabled:Egress queue rate limit disabled

Queue 8
(State)

Queue 8

(CIR) Queue 8 egress commdttl information rate

Table 1213: Egress Queue Table Fields.

QoS ' Rate Limit) Egress Queue

Edit Egress Queue

Port GE1-GE3
# Enable
1000000
¥ Enable

Queue 2
1000000

Queue 1

# Enable
Queue 3
1000000

# Enable
Queue 4
1000000
Enable
Queue 5

Enable
Queue 6

Enable
Queue 7

Enable
Queue &

| Apply || Close |

Figure 1214: Edit Egress Queue

Field Description

Port Select port list
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Queue 1 Set checkbox to enable/disable egress queue 1 rate limit. If egress rate limit
enabled, rate limit &lue need to bassigned.

Queue 2 Set checkbox to enable/disable egress queue 2 rate limit. If egress rate limit
enabled, rate limit value need to l@ssigned.

Queue 3 Set checkbox to enable/disable egress queue 3 rate limit. If egress ratéslimit
enabled, rate limit value need to l@ssigned.

Queue 4 Set checkbox to enable/disable egress queue 4 rate limit. If egress rate limit
enabled, rate limit value need to l@ssigned.

Queue 5 Set checkbox to enable/disable egress queue 5 ratg. lIf egress rate limit is
enabled, rate limit value need to lzssigned.

Queue 6 Set checkbox to enable/disable egress queue 6 rate limit. If egress rate limit
enabled, rate limit value need to lassigned.

Queue 7 Set checkbox to enable/dible egress queue 7 rate limit. If egress rate limit is
enabled, rate limit value need to lassigned.

Queue 8 Set checkbox to enable/disable egress queue 8 rate limit. If egress rate limit

enabled, rate limit value need to be assigned.

Table 1214: Edit Egress Queue Fields.

13. Diagnostic

Use the Diagnostics pages to configure settings for the switch diagnostics feature or operating

diagnostiautilities.

13.1. Logging

13.1.1. Property

To enable/disable the logging service, ciisagnostic> Logging> Property.
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Diagnostics /' Logging /© Property
State «» Enable
Aggregation ~ Enable
Aging Time 300
ConsoleLogging
State # Enable
Minimum | Mofice hd
Severity
‘RAMLogging
State ¥ Enable
Minimum | MNotice r
Severity
(FlashLogging
State Enable
Minimum
Severity
[ Apply |
Figure 131: Logging Property page.
Field Description
Enable/Disable the global logging services. When the logging service is enal
State logging configuration of each destination rule can be individually configured.
the logging skevice is disabled, no messages will be sent to these destinations
Table 131: Logging Property fields.
Field Description
State Enable/Disable the console logging service.
Minimum - . .
: The minimum severity for the console logging.
Severity

Table 132: Corsole Logging fields.
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Field Description
State Enable/Disable the RAM logging service.
Minimum - , .
Severity The minimum severity for the RAM logging.
Table 133: RAM Logging fields.
Field Description
State Enable/Disable the flash logging service.
Minimum - , .
Severity The minimum severity for the flash logging.

Table 134: Flash Logging fields.

13.1.2. RemoveServer

To configure the remote logging server, ciikgnostic> Logging> Remote Server

Diagnostics /' Logging /' Remote Server

Remote Server Table

- Minimum
‘ Entry ‘ Server Address | Server Port ‘ Facility | Severily
1 192.168.1.100 514 Local 7 Motice

[ Add || Edit || Delete |

Figure 132: Remote Server page.

Field Description

Sewer Address The IP address of the remote logging server.

Server Ports ~ The port number of the remote logging server.

The facility of the logging messages. It can be one of the following values: lo
locall, local2, local3, local4, local5cdt6, andocal?.

The minimum severity.
- EmergenceSystem is natisable.

Facility

Severity
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Alert: Immediate action imeeded.

Critical: System is in the criticabndition.

Error: System is in errazondition

Warning: System warning has occurred

Notice: System is functioning properly, but a system notiesoccurred.
- Informational: Device information
- Debug:Provides detailed information about @vent.

Table 135: Remote Server fields.

13.2. Mirroring

To display Port Mirroring web page, cliBlagnostics > Mirroring

Diagnostics . Mirroring

Mirroring Table

| |SessionID | State |Monitor Port | Ingress Port | Egress Port
1 Disabled — - -
2 Disabled -
3 Disabled -
4 Disabled -

[ Edit |
"7 Allow the monitor port to send or receive normal packeis

Figure 133 Mirroring Page

Field Description

Session ID Select mirror session 1D

Select mirror session state : pdyase mirror or disable
State - Enabled:Enable port basecthirror
- Disabled:Disablemirror.

Select mirror session monitor port, and seletther normal packet
could be sent or received by monitport.

Monitor Port

Ingress port Select mirror session source rx ports

Egress ports Select mirror session source tx ports

Table 136 Mirroring Fields
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13.3. Ping

For the ping functionality, clidRiagnostic> Ping

Diagnostics /' Ping

# Hostname
Address Type IPvd
IPvG

Server Address

Count 4

Ping Result

Status  MN/A
Transmit Packet 0
Receive Packet 0
Packet Lost 0%

Min 0.0 ms
Max 0.0ms
Average 0.0ms

Figure 134: Ping page.

Field Description

7

Address Type { LISOAFTeé (GKS FTRRNBaa GelL)sS G2 al 23

l.fl

y

Server Address Specify the Hostname/IPv4/IPv6 address for the remote logging server.

Count Specify the numbers of each ICMP ping request.
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Table 137: Ping fields.

13.4. Traceroute

For trace route functionality, clidRiagnostic> Traceroute
Diagnostics /' Traceroute

# Hostname
IPv4

Server Address 192 1681111

Address Type

User Defined
Time to Live

| Apply |

Traceroute Result

Figure 135: Traceroute page.

Field Description

Address Type { LISOATeé G(GKS | RRNBaa GeL)sS G4d2 al2ady

Server Address Specify the Hostrmae/IPv4 address for the remote logging server.

Time to Live  Specify the max hops of hosts for traceroute.

Table 138: Traceroute fields.
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13.5. CopperTest

For copper length diagnostic, clibkagnostic> Copper Test

Diagnostics . Copper Test

Port |GE1 »

| Copper Test |

Copper Test Result

Port  M/A
Result M/A
Length M/A

Figure 136: Copper Test page.

Fied

Description

Port

Specify the interface for the copper test.

Table 139: Copper Test fields.

Field

Description

Port

The interface for the copper test.

Result

Length

The status of copper test. It include:

- OK:Correctly terminatedair.

- Short CableShorted pair.

- Open CableOpen pair, no linkartner.

- Impedance MismatchTerminating impedance is not in the referenaage.
- LineDrive:

Distance in meter from the port to the location on the cable where the fault w
discovered.

Table 1310: Copper Result fields.
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13.6. FiberModule

The Optical Module Status page displays the operational information reported by tak ymfactor
Pluggable (SFP) transceiver. Some information may not be available for SFPs without the supports of
digital diagnostic monitoring standard S&472.

To display the Optical Module Diagnostic page, &ielgnostic>Fiber Module

Diagnostics /' Fiber Module

Fiber Module Table

| | Port | Temperature (C) | Voltage (V) | Current (mA) | Output Power (mW) | Input Power (mW) | OE Present | Loss of Signal
GES N/s NS NS NS N/S Remove Loss
GE10 N/S NIS NIS NS NS Remaove Loss

| Refresh || Detail |

Figure B-7: Fiber Module page.

Field Description

Port Interface or port number.

Temperature  Internally measured transceiver temperature.

Voltage Internally measured supply voltage.

Current Measured TX bias current.

Output Power  Measured TX output power inittiwatts.

Input Power Measured RX received power in milliwatts.

Transmitter Fault State of TX fault.

OE Present  Indicate transceiver has achieved power up and data is ready.

Loss of Signal  Loss of signal.

Refresh Refresh the page.
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Detail The deail information on the specified port.

Table 1311: Fiber Module fields.

Diagnostics /' Fiber Module

Fiber Module Status

OE Present Remove
Loss of Signal Loss
Transceiver Type Unknown
Connector Type Unknown
Ethemnet Compliance Code Lnknown
Transmission Media Unknown
Wavelength MN/'3
Bitrate MN/S
Vendor OUI MN/S
Vendor Name MN/S
Vendor PN N/S
Vendor Revision MN/S
Vendor SN N/S
Date Code (-00-00
Temperature {C} MN'S
Voltage (V) ™/'S
Current (mA) MN/S
Output Power (mW) MN/S
Input Power (mW) MN/S

| Refresh || Close |

Figure 138: Fiber Module Status page.

13.7.UDLD

Use the UDLD pages to configure settings of UDLD function.
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13.7.1. Property

To display Property page, clibkagnostics > UDLDProperty

This page allow user to configure global and per interface settings of UDLD.

Diagnostics /- UDLD ' Property

Message Time 15

| Apply |

Figure 139: Property page.

Field Description

Message Time Input the interval for sending message. Range-B0lseconds.

Table 1312 Property Fields

Port Setting Table

| |Entry | Port | Mode |Bidirectional State | Operational Status | Neighbor |
1 GE1 Disabled Unknown 0
GE2 Disabled Unknown
GE3 Disabled Unknown
GE4 Disabled Unknown
GES  Disabled Unknown
GE6 Disabled Unknown
GET  Disabled Unknown
GE8 Disabled Unknown
GE9 Disabled Unknown
GE10 Disabled Unknown

oo ocoocooc oo

-
| 1= @ e~ de G P

[ Edit

Figure 1310: Property Port page.

Field Description
Port Display port ID of entry
Mode Display UDLD running mode of interface.

Bidirectional State Display bidirectional state of interface.

Operational : _ _
Status Display operational status of interface
Neighbor Display the number of neighbor of interface
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Table 1313 Property Port Fields
Diagnostics /- UDLD ' Property
EBditPort Setting
Port GE1
# Disabled
Mode Normal
Agarassive
| Apply || Close |
Figure 1311: Edit Property Port page.
Field Description

Port Display selected port to be edited.

Select UDLD running mode of interface.
Disabled:Disable UDLRunction.
- Normal: Running on normal mode that port goes to Link |
Mode One phase after last neighbor agas.
AggressiveRunning on aggressive mode that port goes t
ReEstablish phase after last neighbor ages.

Table 1314 Edit Property Port Fields

13.7.2. Neighbor

To display Neighbor page, clibkagnostics > UDLD > Neighbor

Diagnostics . UDLD ) Neighbor

Neighbor Table

Entry | EXPINALON | oot Neighbor State | Device 1D |Device Name | Port Ip | Message | Timeout
Time Interval | Interval
0 results found.
| Refresh |
Figure 1312: Neighbor page.
Field Description
Entry Display entry index.
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Expiration

Time Display expiration time before age out.

Current

Neighbor State Display neigbor current state

Device ID  Display neighbor device ID.

Device Name Display neighbor device name.

Port ID Display neighbor port ID that connected.

Message : _ .
Interval Display neighbor message interval.
Timeout , _ . _

Display neighbor timeat interval
Interval

Table 1315: Neighbor fields.

14. Management

Use the Management pages to configure settings for the switch management features.

14.1. UserAccount

To display User Account web page, ditdnagement > User Account

The default username/passworsladmin/admin. And default account is not able to be deleted.

Use this page to add additional users that are permitted to manage the switch or to change the
passwords of existing users.
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Management /' User Account

User Account

Showing |All v | entries Showing 1to.

| | Username | Privilege |
admin Adrnin
TEST User

[ Add || Edi || Delete |

Figure 141 User Account Table

Field Description

Username User name of the account

Select privilege level for new account.

Admin: Allow to change switch settings. Privilege value
Privilege equals tol5.

User: Seeswitch settingsonly. Not allow to changeit.
Privilege level equals to 1.

Table 141 User Accountfrable Fields

Management ;. User Account

Add User Account

Username |admin
Password
Confirm Password  sses

® Admin

Privilege User

| Apply || Close |
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Management ' User Account

Edit User Account

Username TEST
Password
Confirm Password  sese

Admin

Privilege o User

[ Apply || Close |

Figure 142 Add/Edit User Account Dialog

Field Description

Username User name of the account

Password Set password of the account

Confirm Password { SG G KS aryYS LI aag2NR 2F (GKS

Select priitege level for new account.
Admin: Allow to change switch settings. Privilege value
Privilege equals tol5.
User: Seeswitch settingsonly. Not allow to changeit.
Privilege level equals th

Table 142 Add/Edit User Account Fields

14.2. Firmware

14.2.1. Upgrade/ Backup

To display firmware upgrade or backup web page, dliakagement > Firmware > Upgrade/Backup

This page allow user to upgrade or backup firmware image through HTTP or TFTP server.
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Management ;. Firmware ' Upgrade / Backup

Action ° Upgrade
Backup
TFTP
Method HTTF
Fllename. | prizwri | S Em i
| Apply |

Figure 143 Upgrade Firmware through HTTP

Field Descriptin

Firmware operations
Action - Upgrade:Upgrade firmware from remote host oUT
- Backup:Backup firmware image from DUT to remdiest

Firmware upgrade / backup method
Method - TFTPUsing TFTP to upgrade/backinmware
- HTTPUsing WEB browser taqpgrade/backudirmware

Use browser to upgrade firmware, you should select firmware

Filename image file on your host PC.

Table 143 Upgrade Firmware through HTTP Fields

Management ;. Firmware ;' Upgrade / Backup

# Upgrades
Backup

o TFTF
HTTP

# Hosztname
Address Type IPv4
IPvE

Action

Method

Server Address

Filename

| Apply |

Figure 144 Upgrade Firmware through TFTP

Field Description
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Firmware operations
Action - Upgrade: Upgrade firmware from remote host UT
- Backup:Backup firmware image from DUT to remdtest

Firmware upgrade / backup method
Method - TFTPUsing TFTP to upgrade/backinmware
- HTTPUsing WEB browser to upgrade/backiipnware

Specify TFTP server address type
Hostname Use domain name as senaadress
IPv4:Use IPv4 as server address
- IPv6:Use IPv6 as servaddress

Address Type

Server Address  Specify TFTP server address.

Filename Firmware image file name on remote TFTP server

Table 144 Upgrade Firmware through TFTP Fild

Management /' Firmware ;. Upgrade / Backup

Action - Urgrade
# Backup
TFTP
Method HTTP
Firmware ° 'magel
Image
| Apply |

Figure 145 Backup Firmware through HTTP

Field Description

Firmware operations
Action - Upgrade:Upgrade firmware from remote host ®UT
- Backup:Backup firmware image from DUT to remdiest

Firmware upgrade / backup method
Method - TFTPUsing TFTP to upgrade/backéipmware
- HTTPUsing WEB browser to upgrade/backiippnware

Firmware partition need to backup
Firmware - ImageO:Firmware image in flash partitioh
- Imagel:Firmware image in flash partitioh

Table 145 Backup Firmwar¢hrough HTTP Fields
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Management | Firmware ;' Upgrade / Backup

Upgrade
# Backup

o TFTP
HTTP

# Imagel
Image1

Action

Method

Firmware

“ Hoztname
Address Type IPv4
IPvE

Server Address
Filename
| Apply |
Figure 146 Backup Firmware through TFTP
Field Description

Firmware operations
Action - Upgrade:Upgrade firmware from remote host oUT
- Backup:Backup firmware image from DUT to remdtest

Firmware upgrade / back method
Method - TFTPUsing TFTP to upgrade/backinnware
- HTTPUsing WEB browser to upgrade/backiipnware

Firmware partition need to backup
Firmware - ImageO:Firmware image in flash partitidh
- Imagel:Firmware image in flash partitioh

Specify TFTP server address type
Hostname:Use domain name as senaadress
IPv4:Use IPv4 as server address
- IPv6:Use IPv6 as servaddress

Address Type

Server Address  Specify TFTP server address.

Filename File name saved on remote TFTP server

Table14-6 Backup Firmware through TFTP Fields

14.2.2. Activelmage

To display the Active Image web page, dildnagement > Firmware > Active Image
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This page allow user to select firmware image on next booting and show firmware information on both
flash partitons

¢ Image0l

Active Imageé Image

Activelmage
-------- F |rmware Image0l

T Version | 3.4.0010

Name

Slze 5882191 Bytes

T Created | 2014-09-22 16:53:53
ol
L Firmware | Image

Versnon 3.1.050153

Name vmlinux.bix

T Size | 6284117 Bytes

Created 2014-10-09 18:32:26

Figure 147 Active Image Page

Field Description

Active Image  Select firmware image to use on next booting

Firmware Firmware flash partition name
Version Firmware version
Name Firmware name
Size Firmware image size
Created Firmware image cread date

Table 147 Active Image Fields
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14.3. Configuration

14.3.1. Upgrade/ Backup

To display firmware upgrade or backup web page, sliakagement > Configuration >
Upgrade/Backup

This page allow user to upgrade or backup configuration file through BITTIPTP server.

Management ;. Configuration ;' Upgrade / Backup

# Lpgrade
Backup

TFTP
Method . HTTP
# Running Configuration
Starfup Configuration
Configuration Backup Configuration

Action

Fllename | ;o= eri | ism2(TErit
| Apply |

Figure 148 Upgrade Configuration through HTTP

Field Description

Configuration operations
Action - Upgrade:Upgrade firmware from remote host DUT
- Backup:Backup firmware image from DUT to remdiest

Configuration upgrade / backup method
Method - TFTPUsing TFTP to upgrade/backiipnware
- HTTPUsing WEB browser to upgrade/backinmware

Configuration types
Running Configuation: Merge to current running
configurationfile
- Startup ConfigurationReplace startup configuratidiie

Configuration
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Backup ConfigurationReplace backup configuratidite

Use browser to upgradeconfiguration, you should select

Filename configuration file on your ha$C.

Table 148 Upgrade Configuration through HTTP Fields
Management /' Configuration ) Upgrade / Backup

# Upgrade
Backup

s TFTP
HTTP

# Running Configuration
Siariup Configuration
Configuration Backup Configuration

Action

Method

# Hostname
Address Type IPv4
IPvaE

Server Address

Filename

| Apply |

Figure 149 Upgrade Configuration through TFTP

Field Description

Configuration operations
Action - Upgrade:Upgrade firmware from remote host DUT
- Backup:Backup firmvare image from DUT to remoteost

Configuration upgrade / backup method
Method - TFTPUsing TFTP to upgrade/backinmware
- HTTPUsing WEB browser to upgrade/backiippnware

Configuration types
Running Configuration: Merge to current running
Configuration configurationfile
Startup ConfigurationReplace startup configuratidiie
- Backup ConfigurationReplace backup configuratidite

Specify TFTP server address type
Address Type - Hostname:Use domain name as senaadress
- IPv4:UselPv4 as serveaddress
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IPv6:Use IPv6 as server address

Server Address  Specify TFTP server address.

Filename Configuration file name on remote TFTP server

Table 149 Upgrade Firmware through TFTP Fields

Management | Configuration ' Upgrade / Backup

Action ~ Urdrade
# Backup
TFTF

Method UTTP

# Running Configuration
Startup Configuration
Configuration Backup Configuration
RAM Log
Flash Log

| Apply |

Figure 1410 Backup Configuration throdgHTTP

Field Description

Configuration operations
Action - Upgrade:Upgrade configuration from remote host RUT
- Backup:Backup configuration from DUT to remdiest

Configuration upgrade / backup method
Method - TFTPUsing TFTP to upgrade/backegnfiguration
- HTTPUsing WEB browser to upgrade/backegnfiguration
Configuration types
Runnirng ConfigurationBackup running configuratidile
Startup ConfigurationBackup start configuratiofile
Backup ConfigurationBackup backup configuratidite
RAM LogBackup log file stored IRAM
- Flash LogBackup log files store iElash

Configuration

Table14-10 Backup Configuration through HTTP Fields
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Management ;. Configuration ;' Upgrade / Backup
Action -~ UParade
# Backup
» TFTP
Method ~ o
# Running Configuration
Startup Configuration
Configuration Backup Configuration
RAM Log
Flash Log
* Hostname
Address Type IPv4
IPvE
Server Address
Filename
| Apply |
Figure 1411 Backup Configuration through TFTP
Field Description
Firmware operations
Action Upgrade:Upgrade firmware from remote host @UT
- Backup:Backup firmware image from DUT to remdtest
Firmware upgrade / backup method
Method TFTPUsing TFTP to upgrade/backinmware

Configuration

Address Type

Server Address

- HTTPUsing WEB browser to upgrade/backiippnware

Configuration types
Running ConfigurationBackup running configuratidile
Startup Configuran: Backup start configuratiofile
Backup ConfigurationBackup backup configuratidite
RAM LogBackup log file stored iRAM
- Flash LogBackup log files store ilash

Specify TFTP server address type
Hostname:Use domain name ags/eraddress
IPv4:Use IPv4 as server address
- IPv6:Use IPv6 as servaddress

Specify TFTP server address.

Filename

File name saved on remote TFTP server
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Table 1411 Backup Firmware through TFTP Fields

14.3.2. SaveConfiguration

Todisplay the Save Configuration web page, ddleknagement > Configuration > Save Configuration

¢CKAA LI IS Ffft26 dzaSNI G2 YIylF3aS O2yFAIdzNF GA2Yy T
button to restore factory defaults.

Management ;. Configuration ' Save Configuration

» Running Configuration
Source File Startup Configuration
Backup Configuration

# Startup Configuration

RESSIMUSRENES o .ciup Configuration

| Apply || Restore Factory Default |

Figure 1412 Save Coiguration Page

Field Description

Source file types

Running ConfigurationCopy running configuration file tiestination

Startup ConfigurationCopy startup configuration file tbestination

- Backup ConfigurationCopy backup configuration file testination
Destination file
Destination File - Startup ConfigurationSave file as startuponfiguration
- Backup ConfigurationSave file as backumnfiguration
Table 1412 Save Configuratio Fields

Source File

14.4. SNMP

14.4.1. View

To configure and display the SNMP view table, dliakagement > SNMP > View.
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Management ;» SNMP ) View
View Table
Showing |All v | entries Showing 1 to 1 of 1 entries Q
| |View | OID Subtree | Type |
all N Included
[ Add I “Delele -I First | | Previous | | 1| MNext |Last
Figure 1413 SNMP View Table Page
Field Description
View The SNMP view name. Its maximum length is 30 characters.
Specify the AIS.1 subtree object identifier (OID) to be included or excluded frc
Subtree OID .
the SNMPRview.
View Type Include or exclude the selected MIBs in the view.
Table 1413 SNMP View Fields
14.4.2. Group
To configure and display the SNMP group settings, Rlaskagement> SNMP > Group
Management ;. SNMP ' Group
Group Table
Showing |All ¥ | entries Showing 1 to 3 of 2 entries Q
_ . View
‘ Group | Version | Security Level Read | — |Nﬂrtily
G1 SNMPv1  No Security all
G2 SNMPv1  No Security all
G3 SNMPv1  No Security all
First| |Previous| | 1| Next|  Last
SNMP View
| Add || Edit || Delete |
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Figure 1414 SNMP Group Table Page
Field Description
Group Specify SNMP group name, and the maximum length is 30 characters.
Spedify SNMP version
: SNMPV1SNMP Versiof.
Version

Security Level

SNMPv2Communitybased SNMP Version 2c.
- SNMPv3User security model SNMP versi8n

SpeC|fy SNMP security level
No Security Specify that no packet authenticationperformed.

- Authentication: Specify that no packet authentication without entryptisn
performed.

- Authentication and Pivacy: Specify that no packet authenticatiavith
entryption isperformed.

View

Read Group read view name

Write Group write view name.

Notify The view name that sends only traps with contents that is included in SNMP

selected for notification.

Table 1414 SNMP Group Table Fields
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Management ;- SNMP ' Group

Add Group

Group G3

# SNMPv1
Version SNMPv2
SNMPv3

al »
X \Write
View

Motify

| Apply || Close |

Figure 1415 SNMP Group Add Page

Field Description

Group Specify SNMP group name, and the maximum length is 30 characters.

Spedify SNMP version
SNMPV1SNMP Versiofh.
SNMPv2Communitybased SNMP Vewsi 2c.
- SNMPv3User security model SNMP versi®n

Version

Specify SNMP security level
No Security Specify that no packet authenticationgerformed.

- Authentication: Specify that no packet authentication without entryptisn
performed.

- Authentication and PrivacySpecify that no packet authenticatiavith
entryption isperformed.

Security Level

View
Read Select read view name if Read is checked
Write Select write view name, if Write is checked
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Notify

Select notify view name, if Notify is checked

Management

| Apply

Teble 1415 SNMP Group Add Fields

SNMP . Group

Edit Group

Group G2

® SNMPv1
SNMPv2
SMNMPv3

Version

al »
_ # \Write
View
al
¥ Motify

al »

|| Close |

Figure 1416 SNMP Group Edit Page

Field

Description

Group

Display the edit group name

Version

Security Level

Spedify SNMP version
SNMPV1SNMP Versiof.
SNMPv2Communitybased SNMP Version 2c.
- SNMPv3User security model SNMP versi@n

SpeC|fy SNMP security level
No Security Specify that no packet authenticationgerformed.

- Authentication: Specify that no packet authentication without entryptisn
performed.

- Authentication and PrivacySpecify that no packet authenticationth
entryption isperformed.
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View
Read Select read view name if Read is checked
Write Select write view name, if Write is checked
Notify Select notify view name, if Notify is checked

Table ¥4-16 SNMP Group Edit Fields

14.4.3. Community

To configure and display the SNMP community settings, Maskagement > SNMP > Community
Management ;' SNMP ) Community

Community Table

Showing |All v | entries Showing 1 to 3 of 3 entries Q
| | Community | Group | View | Access |

COMNA all Read-Only

COMN2 all Read-Only

public all Read-Only

First Previous |1 Mext |Last
SHNMP Group

[ Add |[ Edit |[ Delete |

Figure 1417 SNMP Community Table Page

Field Description
Community The SNMP community name. Its maximum length ist#Z0acters.
. SNMP Community mode
Community . . e . .
- Basicisnmp community specifies view and accaght.
Mode ] . -
- Advanced:snmp community specifiegroup.

Group Name Sp_eC|fy thg SNMP group conf_lgured by the commsmup groupto define the
object availabled thecommunity.

View Name Specify the SNMP view to define the object available to the community.

SNMP access mode

Access Right - ReadOnly:Read only.
- ReadWrtie: Read andwrite.

Table 1417 SNMP Community Table Fields
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Management ;' SNMP ;' Community
Add oMUy
Community
= Basic
Type Advanced
View all v
# Read-Only
Access | o0 e
| Apply || Close |
Figure 1418 SNMP Comumity Add Page
Field Description
Community The SNMP community name. Its maximum length is 20 characters.
SNMP Community mode
Type Basic:SNMP community specifies view and accegs.
- Advanced:SNMP community specifieggoup.
View Specify the SMP view to define the object available to the community.
SNMP access mode
Access ReadOnly: Read only.
- ReadWrite: Read andwrite.
Group Specify the SNMP group configured by user to define the object available to

community.

Table 1418 SNMP Qomunity Add Fields
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B MmUY
Community COMN2Z
Type - Eg\ignced
View |all »
# Read-Only
Access © O wiite
| Apply || Close |
Figure 1419 SNMP Community Edit Page
Field Description
Community The Edit SNMP community name
SNMP Community mode
Type Basic:SNMP community specifies view and accegs.
- Advanced:SNMP _community specifieggoup.
View Secify the SNMP view to define the object available to the community.
SNMP access mode
Access ReadOnly: Read only.
- ReadWrite: Read andwrite.
Grou Specify the SNMP group configured by user to define the object available to
P community.
Tablel14-19 SNMP Community Edit Fields
14.4.4. User

To configure and display the SNMP users, tliakagement > SNMP > User
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User Table
Showing Al » entries Showing 110 3 of 3 entries Q
[]| User | Group | Security Level Authentication Method | Privacy Method
[ usert gl Authentication and Privacy  SHA DES
[ user2 g2 Authentication MOC4 MHone
[0 user3 o3 Mo Security MNaone Mone
First | | Previous 1 | Mext | | Last
SHMP Group
| agd || Est || Deete |
Figure 1420 SNMP User Table Page
Field Description
Specify the SNMP user name on the host that connects to the SNMP agent.
User max character is 30 characters. For the SNMP v1 or v2c, the user name mus
match the communitypame
Group Specify the SNMP group to which the SNMP user belongs.

Security Level

Authentication
Method

Privacy Method

SNMP privilege mode
No Security Specify that no packet authenticatiagsmperformed.

- Authentication: Specify that no packet authentication without encryption is
performed.

- Authentication and PrivacySpecify that no packet authenticatiovith
encryption igperformed.

Authentication Protocol which @vailable when Privilege Mode is
Authentication or Authentication and Privacy

None:No authentication required.

MD5: Specify the HMA®D5-96 authenticatiorprotocol.
- SHA:Specify the HMAGHA96 authentication protocol.

Encryption Protocol
None:No privacyrequired.
- DESDESalgorithm

Table 1420 SNMP User Table Fields
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Add User

___________________

___________________

___________________

___________________

___________________

Figure 1421 SNMP User Add Page

Field Description
User Specify the SMP user name on the host that connects to the SNMP agent. T
max character is 36haracters.
Group Specify the SNMP group to which the SNMP user belongs.

SNMP privilege mode
No Security Specify that no packet authenticationgerformed.
Authentication: Specify that no packet authentication without encryption is
performed.
Authentication and PrivacySpecify that no packet authenticatiovith
encryption igperformed.

Security Level

Authentication

Authentication Protocol which is avalble when Privilege Mode is
Method Authentication or Authentication and Privacy
- None:No authenticationrequired.
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MD5: Specify the HMA®D5-96 authenticatiorprotocol.
- SHA:Specify the HMAGSHA96 authentication protocol.

Password

The authentiation password, The number of character range is 8 to 32
characters.

Privacy

Method

Encryption Protocol
None:No privacyrequired.
- DESDESalgorithm

Password

The privacy password, The number of character range is 8 to 64 characters.

Edit User

Table 1421 SNMP User Add Fields

Security Level . () Authentication

..................

____________________________________________________________________________________________________

__________________

....................................................................................................

(%) Authentication and Privacy

Method | ) MDS
@ SHA

Figure 1422 SNMP User Edit Page

Field

Description

User

Edit User name

Group

Specify the SNMP group to which the SNMP user belongs.

Security Level

SNMP privilege mode

- No Security Specify that no packet authenticationgsrformed.
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- Authentication: Specify that no packet authentication without encryption is
performed.

- Authentication and PrivacySpecify that no packet authenticatiovith
encryption igperformed.

Authentication
Authentication Protocol with is available when Privilege Mode is
Authentication or Authentication and Privacy
Method None:No authentication required.
MD5: Specify the HMA®D5-96 authenticatiorprotocol.
- SHA:Specify the HMAGHA96 authentication protocol.
The authentication password, The number of character range is 8 to 32
Password
characters.
Privacy
Encryption Protocol
Method None:No privacyrequired.
- DESDESalgorithm
Password

The prvacy password, The number of character range is 8 to 64 characters.
Table 1422 SNMP User Edit Fields

14.4.5. EnginelD

To configure and display SNMP local and remote engine IDMaickgement > SNMP > Engine ID
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Management ;' SNMP ' Engine ID

User Defined
Engine ID

[ Apply |

Remote Engine ID Table

Showing |All v | entries Showing 1 to 2 of 2 entries Q

| | Server Address | Engine ID |
192.168.1.100 112223FDEDFE
192.168.1.899 00004DADDDDDDD

First  Previous 1) Mext Last

[ Add || Edit | Delete |

Figure 1423 SNMP Engine ID Page

Fidd Description

Local Engine ID
LT OKSO{SR d! aSNI5STAYSReéx GKS 20
Enaine ID default Engine ID which is made up of MAC and Enterprise ID.
g The user defined engine ID is range 10 to 64 hexadecimal charatdri)e
hexadecimal number must be divided Dy

Remote Engine I
Table

Server Address Remote host

Engine ID Specify Remote SNMP engine ID. The engine ID is rangel0 to 64 hexadecir
g characters, and the hexadecimal number must be divided by 2.

Tabe 1423 SNMP Engine ID Fields
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Management .. SNMP ;' Engine ID

Add Remote Engine ID

# Hostname
Address Type IPv4
IPv&
Server Address
Engine ID

| Apply || Close |

Figure 1424 SNMP Remote Engine ID Add Page

Field Description

Address Type Remote host address type for Hostname/IPv4/IPv6

Server Address Remote host

Specify Remote SNMP engine ID. The engine ID islang&4 hexadecimal
characters, and the hexadecimal number must be divided by 2.
Table 1424 SNMP Remote Engine ID Add Fields

Engine ID

Management ;' SNMP ;' Engine ID

Edit Remote Engine ID

Server Address  192.165.1.100
Engine ID' |112223FDEDFE

| _Apply || Close |

Figure 1425 SNMP Remote Engine ID Edit Page

Field Description

Server Address Edit Remote host address

Specify Bmote SNMP engine ID. The engine ID is rangel10 to 64 hexadecim:

Engine ID characters, and the hexadecimal number must be divided by 2.
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Table 1425 SNMP Remote Engine ID Edit Fields

14.4.6. TrapEvent

To configure and display SNMP trap event, ddelkhagement > SNMPB Trap Event
Management ;' SNMP . Trap Event

Authentication Failure « Enable
Link Up/Down « Enabdle

Cold Start Enable

Warm Start Enable

| Apply |

Figure 1426 SNMP Trap Event Page

Field Description

SNMP authentication failure trap, when community not match or user
authentication password not match.

Authentication
Failure

Link Up/Down Port link up or down trap

Cold Start Device réoot configure by user trap

Warm Start Device reboot by power down trap

Table 1426 SNMP Trap Event Fields

14.4.7. Notification

To configure the hosts to receive SNMPv1/v2/v3 notification, dliakagement> SNMP> Notification.
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Figure 1427 SNMP Notitation Table Page

Field Description

Server Address IP address or the hostname of the SNMP trap recipients.

Server Port Recipients server UDP port number
Specify the SNMP informs timeout

Timeout
Retry Specify the retry counter of the SNMP informs.
Specify SNMP noatification version
: SNMPV1SNMP Version dotification.
Version

SNMPvV2SNMP Version Qotification.
- SNMPV3SNMP Version Botification.
Notification Type
Type - Trap:Send SNMP traps to thest.
- Inform: Send SNMP informs to thest.
SNMP community/user name for notification. If version is SNMPv3 the name
user name, else IlKMmMunityname

Community/User

UDP Port Specify the UDP port number.
Specify the SNMP informs timeout

Timeout
SNMP trap packet security level
No SecuritySpecify that no packet authenticationgerformed.
Security Level - Authentication: Specify that no packet augmtication without encryption is

performed.
- Authentication and PrivacySpecify that no packet authenticatiovith
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