
Firmware Features
MS400992M, MS400993M, MS400994M

MS400992M - 28-Port 10G L2/L3 Switch 19" PoE+

MS400993M - 28-port 10G Multi Fiber L2/L3 Switch 19”

MS400994M - 52-Port 10G Multi Fiber L3 Switch 19"



Feature Specifications

Ethernet Switching

• IEEE 802.1Q (supporting 4K VLANs)

• Jumbo frame (max. 9,216 bytes)

• Maximum number of VLANs that can be
created: 4,094

• Voice VLAN

• Super VLAN and private VLAN

• MAC address-based, port-based, protocol-
based, and IP subnet-based VLAN assign­
ment

• GVRP

• Basic QinQ and selective QinQ

• STP (IEEE 802.1.d), RSTP (IEEE 802.1w),
and MSTP (IEEE 802.1s)

• Auto errdisable recovery

◦ BPDU filter

◦ BPDU guard

◦ Port fast

◦ Root guard

• ERPS (G.8032)

• LLDP/LLDP-MED, LLDP IPv6, and LLDP-
POE

IP Service

• Static and dynamic ARP, ARP proxy, and
ARP entry timeout

• DHCP client, DHCP relay, DHCP server, and
DHCP snooping

• DHCPv6 client, DHCPv6 relay, DHCPv6
server, and DHCPv6 snooping

• DNS client, DNS proxy, and DNSv6 client

• MAC address filtering

◦ Setting MAC address aging time

• Neighbor Discovery (ND), ND proxy, and
ND snooping

• GRE tunnel

IP Routing

• IPv4 and IPv6 static routing

• RIP and RIPng

• OSPFv2, OSPFv3, and GR

• IS-ISv4 and IS-ISv6

• BGP4 and BGP4+

• IPv4/IPv6 VRF

• IPv4/IPv6 PBR

Multicast

• IGMPv1/v2/v3

• IGMPv1/v2 snooping

• IGMP fast leave

• PIM-DM, PIM-SM, PIM-SSM, PIM SMv6,
and PIM-SSMv6

• MSDP for inter-domain multicast

• MLDv1/v2 and MLD proxy

• MLDv1/v2 snooping

• PIM-SMv6

• Multicast source IP address check

◦ Multicast source port check

• Multicast querier

Reliability

• REUP

• RLDP

• RLDP, Layer 2 link connectivity detection,
and unidirectional link detection

• DLDP

• IPv4 VRRP v2/v3, IPv6 VRRP, and super-
VLAN for VRRP

• BFD, RAS, NSR, VRRR, VRRP+, and SDN
loop detection

• Basic LACP

◦ Inter-VSU AP

• Link monitoring, fault notification, and
remote loopback based on 802.3ah (EFM)
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Feature Specifications (continued)

ACL and QoS

• Standard IP ACLs (hardware ACLs based
on IP addresses)

• Extended IP ACLs (hardware ACLs based
on IP addresses or TCP/UDP port num­
bers)

• Extended MAC ACLs (hardware ACLs
based on source MAC addresses, destina­
tion MAC addresses, and optional Ethernet
type)

• Expert-level ACLs (hardware ACLs based
on flexible combinations of the VLAN ID,
Ethernet type, MAC address, IP address,
TCP/UDP port number, protocol type, and
time range)

• Time based ACLS, ACL 80, and IPv6 ACL

• Global ACLs

• ACL redirection

• Port traffic identification

• Port traffic rate limiting

• 802.1p/DSCP/ToS traffic classification

• Congestion management: SP, WRR, DRR,
WFQ, SP+WFQ, SP+WRR, SP+DRR, and
SP+WFQ

• Congestion avoidance: tail drop, RED, and
WRED

• Eight priority queues per port

• Rate limiting in each queue

Device Virtualization

• VSU

• Local and remote stacking

• Inter-chassis link binding in a stack

• Virtualization through standard service
interfaces

VXLAN

• VXLAN (authorized)

Security

• Multiple AAA modes

• RADIUS authentication and authorization

• RADIUS and TACACS+

• IEEE802.1X authentication, MAC address
bypass (MAB) authentication, and port-
based and MAC address based 802.1X
authentication

• Web authentication

• Hypertext Transfer Protocol Secure
(HTTPS)

• SSHv1 and SSHv2

• Global IP-MAC binding

• ICMPv6

• Port security

• IP source guard

• SAVI

• ARP spoofing prevention

• CPP and NFPP

• Multiple attack defense functions

• 3-tuple binding (IP address, MAC address,
and port)

◦ 3-tuple binding (IPv6 address, MAC
address, and port)

◦ Filtering of invalid MAC addresses

◦ Port- and MAC address-based 802.1x
authentication

◦ MAB authentication

◦ Portal authentication and Portal 2.0
authentication

◦ ARP check

◦ DAI

◦ ARP packet rate limiting

◦ Gateway ARP spoofing prevention

◦ Broadcast storm suppression

◦ Hierarchical management of adminis­
trators and password protection

◦ Port protection
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Feature Specifications (continued)

NMS and Maintenance

• SPAN, RSPAN and ERSPAN

◦ 1:1 mirroring, N:1 mirroring, 1:N mir­
roring

◦ Flow-based local and remote mirroring

• sFlow

• NTP client, NTP server, NTPv6 client, and
NTPv6 server

• SNTP

• CLI (Telnet/Console)

• FTP client, FTP server, FTPv6 client, and
FTPv6 server

• TFTP client, TFTP server, TFTPv6 client,
and TFTPv6 server

• FTP and TFTP

• SNMP v1/v2/c3

• Web

• Syslog/Debug

• RMON (1, 2, 3, 9)

◦ Various types of RMON groups, includ­
ing event groups, alarm groups, his­
tory groups, and statistics groups, as
well as private alarm extension groups

◦ RMON used to implement Ethernet sta­
tistics, historical statistics, and alarm
functions

• NETCONF

• MACC

• CWMP

• gRPC

• OpenFlow Special 1.3

◦ Flow table analysis defined by all pro­
tocols

◦ Transmission of specified packets to
the controller

◦ Configuring the controller’s IP address
and port

◦ Notifying port status changes to the
controller

• RNS, configuration rollback, and 802.3ah

Power over Ethernet
(only applicable to the MS400992M)

• IEEE 802.3af and 802.3at power supply
standards

• Automatic and energy-saving power sup­
ply management modes

• Uninterrupted power supply in hot start
mode

• Scheduled power-on or power-off of PoE
ports based on the time policy

• Port priority
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Our General Terms and Conditions of Sale (GTCS) apply to all orders (see https://www.microsens.com/fileadmin/files/
downloads/Impressum/MICROSENS_AVB_EN.pdf).

Disclaimer

All information in this document is provided 'as is' and is subject to change without notice.

MICROSENS GmbH & Co. KG disclaims any liability for the correctness, completeness or quality of the information pro­

vided, fitness for a particular purpose or ensuing damage.

Any product names mentioned herein may be trademarks and/or registered trademarks of their respective owners.

©2025 MICROSENS GmbH & Co. KG, Kueferstr. 16, 59067 Hamm, Germany.

All rights reserved. This document in whole or in part may not be duplicated, reproduced, stored or retransmitted with­

out prior written permission of MICROSENS GmbH & Co. KG.

Document ID: FWF-EN-MS400992-3-4M-10G-Switch-19inch_v1.0

Date of Issue: 2025-02-19

Sahana Raghavan
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