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Information available from the MICROSENS Website

Registered users can find the latest firmware versions as well as further information on our
website:

Registration: www.microsens.de > Login > Click on the link 'Not registered'

o Fill out the e-mail form and send it to sales@microsens.com.
o MICROSENS will send you an email containing a username and password.

Login: www.microsens.com > Login > Enter your username and password > Click the

button 'Login’.

MICROSENS

o Firmware images: Please navigate to your device and select the section 'Download'.

o Further information is available by selecting the other tabs on the product page.

Note: Make sure the browser allows the execution of scripts.
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1.1

Overview

Introduction

MICROSENS

The new 10G Micro Switch provides an entry into the world of 10 Gigabit Ethernet networks at
the workplace. The manageable switch meets the demand for network solutions with extremely
high data throughput, such as the integration of high-speed WLAN access points or high-
resolution video cameras.

Item

Description

Model Name

10G Micro Switch

MICROSENS Article Numbers

MS440507PM

10/100/1000T Port

4 Local Ports

10/100T/1000T/2.5G/5G Port

1 Downlink Port

10G SFP+ Port

2 Uplink Port

PoE+ Port

Port 1 to 4 (30W per port)

PoE++ Port

Port 7 (60W per port)

Console Port

1 Serial Port

1.2
1.2.1

®

PEERPE® ® ® ®

Hardware Description

Ports, Notifications and Controls
7x port status LEDs “link”
5x port status LEDs “PoE” (ports 1 -4, 7)

1x device status LED “on
1x device status LED “sys”

4x local ports (10/100/1000T)
PoE+ (30 W per port)

1x downlink port (10/100T/1000T/2.5G/5G)
PoE++ (60W)

USB-C port (virtual COM port for console access).
2x uplink ports (10G SFP+, no PoE)

Power supply (50-57 VDC, 54 VDC typ.)

Earth lug

Hardware reset button

Factory default button

-7 -
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2 Installation

This paragraph describes how to install the 10G Micro Switch to your corporate network.
1. Make sure to earth the device properly via the power supply (@) or the earth lug (®).
2. Optionally, connect a computer via the USB-C console port 8.

3. Connect the device to the network using either an SFP+ transceiver with one of the SFP+
uplink ports (& or an Ethernet connector cable with one of the other local ports @@).

4. Connect the power supply (@.
Note: When connecting the power supply (7) observe the correct polarity (GND/+/-)!

After connecting the power supply the device boots from its internal memory.

- 8 -
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3 Login

3.1 IP Address

By default, the 10G Micro Switch is set to DHCP mode, retrieving its IP parameters (IP
address, subnet mask, and default gateway) from the DHCP server of the corporate network.

To discover the assigned IP parameters of the device, use one of the following methods:

e Log on to the DHCP server and search for the device’s entry. You will find the
corresponding MAC address printed on the device’s chassis.

e Discover the IP parameters either with Switch IP Configuration Tool or Network
Management Plattform (NMP).

Note: Both applications are available on the MICROSENS website for download. For more
information on how to use these applications please refer to the provided user manuals.

e Use the console connection with your computer (see step 2 in chapter 2) and execute the
following commands

MS440507PM-48G7> enable
MS440507PM-48G74# show ip interface
Status:
Dynamic Device IP: 192.168.11.61
Dynamic Subnet Mask: 255.255.255.0
Dynamic Gateway: 192.168.11.1
Dynamic DNS Server 1: 192.168.11.1
Dynamic DNS Server 2: N/A
Dynamic DNS Server 3: N/A
Dynamic DNS Server 4: N/A
Outgoing Device IP: 192.168.11.61
[...]

MS440507PM-48G7#

Note: Set the communication parameters properly (115200-8N1).
Note: The USB-C port (&) is a console port for local configuration or diagnostic purposes.

Note: Familiarity with configuration of serial connections and using console commands is
highly recommended!

3.2 Login with Credentials
Start your web browser and enter the device’s IP address in the browser’s address bar.

2. In the opening login dialog enter one of the following predefined credentials:

User Name Password Access Permissions
admin administrator Read / Write / Execute
user microsens Read only

Note: It is strongly recommended to assign different passwords at least for users admin
and user after first login to prevent unauthorized access to the device (via “Access > User
Account”)!

3. The device’s web GUI starting page opens, showing the system information by default.

- 9 -
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4

Web GUI

4.1 General Description

The web GUI contains the following elements:

MICROSENS (D) @uorosse- @
@ System Information @
£ System ©
Systern Status Firmmmare Factory
¢ Information
@ Hardware @ Device Time Z060-04-01 0Z:46:34
¢ Date Time
Last Boot Time 2Z060-04-01 01:01:08
L FPort A
Uptime 1 hours 45 minutes 28 seconds
P
a Temperature a3 °C
= VLAN .
Climate Mormal (10 = t < 67)
Securit
& J Resource Monitor
LY
& G 100
@ Multicast a0k
%, Discovery S 20%
E DHCP o
dy Redundant o
s0%
{1 Events
0%
& Docker
30%
=8 Arcess
20%
B File 0%
i User Interfaces - o
16:63:490 16:64:00 16:64:20 1859490 15:66:00 15:56:20
A Maintenance 6
hittps//192,168.11.61 ion

Fig. 1: Web GUI Description

- Language selector: Select the available language from the drop-down list.
- Admin area. To logout from the web GUI, select “Logout” from the drop-down list.

- Live search: Enter a non-casesensitive keyword. A drop-down list shows all available

menu entries. Click on a search result to open the respective menu entry.

- Menu pane
- Main area

- Device information panel: Click on the panel area to open the information panel.

- 10 -
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4.2 Device Information Panel

The device information panel gives a quick visual overview of all the device’s ports and their
respective connection status.

uptime £ hours AU minutes 43 seconds
Panel

1234567
rir O N Y O O O O ) o

por MMM NEND:: | @

P ROSERS-

Fig. 2: Device Information Panel

When moving the cursor over the stylised image in the center, the specific housing side is
activated.

When pointing the cursor to a port, a tooltip with its current status values opens.

Click on the panel area on the top right to close the information panel.

- 11 —
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4.3 Tooltip Help

System Status

DEV Time Z2060-04-01 04:03:44

B/ Device Time

The APl URL of this fi i ce tem/timeDate

And the fo

OID Hame Description

ntpshowTimeDate 1.3.6.1.4.1.3181.14. 1 tirne and date.

1.2.6.1.4.1.2181,18.7.1.1.30.1.8 set s rr tirne and dat

Br setting.
d information or copy APl(s) & OIDjs).

Fig. 3: Label Tooltip Help

When moving the cursor over a dialogue label, a tooltip opens containing information of
associated OID and API values.

When clicking on a dialogue label, a pop-up window opens providing the opportunity to copy
API or OID values to the clipboard.

B/ Device Time

The AP URL of this field are: | sapifvisdevice/system/timeDate
And the following OID(=) are mapped to this AP ﬁ
‘ oID

OID Name Description

ntpshowTimeDate | My 1.3.6.1.4.1.3181.18.7.1.3.73. 8.0 | | Iy Show systern time and date.

systenTimeDate Wy 1.3.6.1.4.1.3181.18.7. 1. 1.38. 1.6 | W Show and set system time and date. Syntax: 2012-12-24
22:30:69

My This API has no dependency.

2, These information can be used in user permission setting.

Fig. 4: Label Popup Window

Clicking anywhere else in the web GUI closes the popup window.

- 12 —
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5 Main Menu

5.1 Overview

Set up the 10G Micro Switch by selecting one of the functions listed in the main menu.

Menu Tabs and Sections
e Submenu
System
¢ Information e System Status
e Firmware
e Factory
e Hardware e Ports
e LEDs
e Configuration
e LED Test
e Wake On LAN
e Cable Test Configuration
e Cable Test Status
e Date Time e Configuration
e Status
IP
e Basic e Configuration
e V4 e Configuration
e Status
e V6 e Configuration
e Status
e Diagnosis e Ping
e Trace Route
e DNS Lookup
e ARP Table
- 13 -
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Menu
e Submenu

Tabs and Sections

Vian
¢ Basic e Basic Configuration
e Port Configuration
e VLAN Table
e Priority Override
e Status
e MVRP e Basic
e Port Configuration
e Port Status
Security
e Mac Table e Configuration
e MAC Table
e Authorized MAC Table
e PACC e Basic Configuration
e Port Configuration
e Port Authentication
e Locking Table
e 802.1X Supplicant
e Port Status
e User Status
e Supplicant Status
e ACL e Basic
e Ports
e List
e Rules

e Storm Control

e Configuration

Qos
e Basic e Mode
e Priority Scheme
e Mapping e (C0S/802.1p to Queue

e DSCP to Queue

- 14 —
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Menu
e Submenu

Tabs and Sections

e Interface

e Rate Shaping

Multicast e Configuration
e Static Group
e Status
e Statistics
Discovery
e LLDP e Configuration
e Local Information
e Neighbor Information
e Statistics
e CDP e Configuration
e Local Information
e Neighbor Information
e Statistics
DHCP e DHCP Relay
e DHCP Snooping
e PPPoOE Snooping
e ARP Inspection
e Status
Redundant
e STP e Bridge Configuration
e Ports Configuration
e MSTP Groups
e Status
¢ G.8032 e (G.8032 Configuration
e (G.8032 Status
e MS Ring e Configuration

e Status

e Statistics

- 15 —
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Menu
e Submenu

Tabs and Sections

Events
e Actions e Configuration
e Logs e Configuration

e Targets

e Recent Logs

e Logs

e Statistics
Docker e Overview

e Image

e Container

e Archive
Access

e Authentication

e Configuration

¢ Authentication Servers e Configuration
e User Permission e User
e Group

e Restriction

e Configuration

e Status
File
e Server e Configuration

e Certificate

e Configuration

e Certificate Files

User Interfaces

o CLI e Configuration
e Status
e Web e Configuration
e Timeout
e Actions
- 16 -
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Menu
e Submenu

Tabs and Sections

¢ SNMP e Configuration
e Browser
e Status
e Actions
Maintenance
e Configuration e Save
e Factory
e Reset

e Import & Export

e Compare

e Show
e CLI Script e Run
e Firmware e Current

e Previous

e Snapshot

e Reboot

e Basic

Documentation

About

- 17 —
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5.2 System
5.2.1 Information - System Status

System Status Firmmware Factory

Device Time Z02Z-01-20 15:20:57
Last Boot Time 2022-01-20 14:42:39
Uptime 38 minutes 18 seconds
Temperature 59 °C

Climate Marmal (10 £t < 67)

Resource Monitor

100%

A0

20%

TO%

G0

G0%

0%

20%

10%

0%
15:19:20 15:19:40 1520000 A5:20:20 15:20:40 152100

Fig. 5: System - Information - System Status

¢ Device Time: Current time setting of the device.

For more information about setting time and date of the device please refer to
section 5.2.11 on page 25.

¢ Last Boot Time: Date and time of the device’s last boot.

e Uptime: The device’s operating time since the last boot.

¢ Temperature: Current temperature inside the device’s housing.

¢ Climate: Current annotated temperatur level of the device.

¢ Resource Monitor: Graphical overview of CPU and RAM load for the last 2 minutes

Note:
The timer restarts on reload of this dialogue.

- 18 -
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5.2.2 Information - Firmware

System Status Firrmweare Factory

Current Firmware Yersion vi.0.11

Build Date 2022-01-20 08:11:19

Build Number ool

Fig. 6: System - Information - Firmware

e Current Firmware Version: The device can hold up to 2 firmware versions.

This dialogue shows the currently active firmware version. For more information about
managing the firmware please refer to section 5.17.8 on page 131.

e Build Date: Build date of the currently active firmware version.
e  Build Number: Build number of the currently active firmware version.

Note:
When contacting our support in case of questions or problems, please keep these information
at hand.

- 19 —
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5.2.3 Information - Factory

System Status Firmweare Factory
Article Number M5 440507 Phi-48G7
Serial Number 100 327 8
Used MAC Address 00360 ATIAAIEF:3E
Device MAC Address BE:EG: ATIBA:EF:I3E

Alternative MAC Address

MAC Amount 1

Hardware Version 0.4

Hardware Features FOE_FLUS_PLUS | FOE_FLUS | EEE | RTC | SFP

Company Name MICROSENS GmbH / Co. KG, Kueferstr. 16, D-59067 Harmm, Germany
Company Short MICROSENS

Web Link http:ffwnanir microsens. de

Weh Description MICROSENS Micro-Switch

Custom Info

Inventory

Cancel

Fig. 7: System - Information - Factory

e Article Number: Article number of the device.
e Serial Number: Serial number of the device.
¢ Used MAC Address: MAC address used by this unit.

Usually follows to device MAC address defined in the factory setting, but may be
overwritten with the MAC address defined in the field Alternative MAC Address.

. Device MAC Address: Default MAC address.

e Alternative MAC Address: Enter a valid MAC address in the form
"XXIXX:XX:xx:xx:xx” to override the factory setting.

¢ MAC Amount: Number of MAC addresses the device supports.
¢ Hardware Version: Hardware’s revision number.

° Hardware Features: Hardware features available on this device.

- 20 —
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¢ Company Name/Company Short: Complete and shorthand description of the
manufacturer.

e Web Link: Web link to the manufacturers homepage.
¢ Web Name: Device’s name as it is used in the web GUI.

e Custom Info: This field can be used to permanently store custom inventory or
location data (up to 512 characters).

This information is stored permanently within the device’s non-volatile flash memory
and thus will persist even when the SD card or the entire configuration is changed.

¢ Inventory: This field can be used to store an inventory string for customer use.

This information is stored on the SD card and may change when config or SD card is
exchanged.

For an inventory information that is fixed to the hardware use the field Custom Info.

Note:
When contacting our support in case of questions or problems, please keep these information
at hand.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.2.4 Hardware - Ports

Forts LEDs Configuration LED Test Wake On LAN Cable Test Configuration Cahble Test Status
Fort List
Switch Hardware Interface Support Support Ethernet PoE
Port Port Port Type Properties Availahle PoE SFP LED LED
RI45
1@i_FULL
16i_HALF
_ 16@H_FULL )
01 01 m [ 45 | Q@ Yes 0 Yes @ No @® @
— 16@H_HALF
1mEEM_FLLL
FOE
FOE_PLUS
RIS
16i4_FULL

Fig. 8: System - Hardware - Ports

The port list gives a quick tabular overview of all physical and logical port settings.
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5.2.5 Hardware - LEDs

Configuration LED Test Wake On LARN Cable Test Configuration Cable Test Status
Device LEDs
System 1 <
Power On ©
Custom 1 @
Custom 2 ®

Fig. 9: System - Hardware - LEDs

The LED list gives a quick overview of the device’s LED status (see section 1.2.1 on page 7).

5.2.6 Hardware - Configuration

Ports LEDs Configuration LED Test Wake On LAN Cable Test Configuration Cahle Test Status

LED Mode Dynamic -

Factory Reset Button

Cancel

Fig. 10: System - Hardware - Configuration

e LED Mode: Select one of the following LED modes from the drop-down list:
Static LED: LEDs display static port states only, but do not blink on data flow.

Dynamic: LEDs display both static port states (light) and data flow (blink).

Quiet Display: All LEDs are off, except LEDs “on” and “sys”.
Dark all LED: All LEDs are off, except LED “on”.
Lightsshow: All LEDs light up in all available colors.

e Factory Reset Button: Enable or disable the device’s factory reset button (see
section 1.2.1 on page 7).

Note:
The IP discovery function with a short button click is not affected.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.2.7 Hardware - LED Test

Ports LED= Configuration LED Test Wake On LAN Cable Test Configuration Cable Test Status

LED Self Test

Fig. 11: System - Hardware - LED Test

e LED Self Test: Click on the button Start to perform an LED test.
All LEDs will light in different colors awhile.
Tip: This may be helpfull to locate a device among others.
5.2.8 Hardware - Wake On LAN

It is possible to send a "Wake on LAN” data paket to one specific network device as follows:

Ports LEDs Configuration LED Test Wake On LAN Cable Test Configuration Cahle Test Status

Send Wake On LAN Packet

Fig. 12: System - Hardware - Wake On LAN

¢ Send Wake On LAN Packet: Enter the MAC address of the specific network device in
the field.

e Send: Click on this button to wake up the respective device.

Note: Make sure that the connected network device has Wake on LAN function
enabled.

5.2.9 Hardware - Cable Test Configuration

Forts LEDs Configuration LED Test Wake On LAN Cable Test Configuration Cable Test Status
Port Ho Auto Cable Test Enabled Event Generation Reflection Threshold
1 (] Disabled - 0
2 [] Disabled - 0
3 (] Disabled - 0
4 ] Disabled - 0
Cancel

Fig. 13: System - Hardware - Cable Test Configuration
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Port No: Port number of the device.

Auto Cable Test Enabled: When enabled the device executes a cable test on this
port regularly.

Event Generation: Enable or disable an event generation mode from the drop-down
list:

o Disabled: No event is generated in case of a cable failure.
e Any change: Raise an event on any cable status change.

e Connections only: Raise an event only on cable connection loss.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.2.10 Hardware - Cable Test Status
Ports LEDs Configuration LED Test Wake On LAN Cable Test Confiquratian Cable Test Status -

Port | Update Time | Pair State Distance to Fault | Reflection Value Cahle Status Actions
0 Not available 0
1 Not available 0

01 M/ A 1] WOt Available Start Test Mow
2 Mot available 0
3 Not ewvailable 0
0 Not evailsble 0

Fig. 14: System - Hardware - Cable Test Status

This tab offers to carry out a cable test on all ports.

Port: Port number of device.

Update Time: Latest time the cable test was executed for this port.
Pair: Index number (0..3) of the twisted pair cables.

State: Test result for every twisted pair cable of this specific port.

Distance to Fault: Measured cable length to the port of the network communication
partner or the occuring cable defect.

Reflection Value: Reflection value in dB of the cable.

Cable Status: Test result for the cable.

Click on the button Start Test Now to execute the cable test for the respective port. The table
will show the test results:

The cable test highlights connection problems based on e.g. cable breakage (down to single
twisted pair cables), unplugged cables or too expansive cable lengths.
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5.2.11 Date & Time - Configuration

Configuration

hode tanual -

zZ0Z2/01/20 14:27:07

Device Time
SN aEEY 20z22/01/20 15:27:07
Device Time Zone EuropeBerlin -
Device Local Tirme g Unlock

Cancel

Fig. 15: System - Date & Time - Configuration

This tab offers the configuration of system time settings.
e Mode: Select one of both available time setting methods
e Manual: Set time and date manually in the fields TimeZone and Local Time.

e Auto (Use NTP): Enter the URL of an NTP server. This will synchronise the
device’s date and time regularly.

¢ Device Time: Shows current date and time setting of the device in UTC and selected
time zone.

¢ Device Time Zone: With method "manual” enabled, select the time zone.
¢ Device Local Time: With method "manual” enabled, enter date and time manually.
Click on the button Unlock to enable manual date and time setting.

Click on the button Get current browser time to apply your browsers local time
values to the device.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.2.12 Date & Time - Status

Configuration Status
Device Time fone Europe/Berlin
Device Local Time 2022/01720 15:27:33
Status Unset
Used NTP Server A&,

Fig. 16: System - Date & Time - Configuration

This tab shows the system’s current time settings.
5.3 Port

5.3.1 Basic - Configuration

SOTCHEHCO  SFF Monitoring  Status
Loop  |Flow |Energy
# | Alias Type  |Enable |Role  |Speed Duplex |Protection| Control |Efficiency |Actions
1 Porti Local Auto - [ (] [ o
2 o2 Local Auto - ] ] [] ©
3 pot3 Local Auto - [] ] [ o
4 pots Local Auto - [] (] [ o
5 Pots Uplink SFR A0+ [ | [] o
E  Parte SFP Uplink sFPAte v ] (] o
7 pot7 Downlink  Auto - ] ][] ¢
Cancel

Fig. 17: Port - Basic - Configuration

This tab shows an editable tabular overview of the current ports configuration.
e #: Number of the specific hardware port.
e Alias: Descriptive name for this port.
e Type: Port connection type ("RJ45"” or “SFP").

e Enable: Check or uncheck to enable or disable this port. If disabled, this port will not
send or receive any data packets.

¢ Role: Dedicated port role (“Local”, “Uplink”, “Downlink”).
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Speed: Select the port’s speed setting from the drop-down list:

e Auto/SFP Auto: The port will automatically negotiate the speed with the
connected port.

e 10Mbps / (Full/Half): Sets the speed to 10 Mbit in full or half duplex mode.

e 100Mbps / (Full/Half): Sets the speed to 100 Mbit in full or half duplex mode.
e 1Gbps / (Full/Half): Sets the speed to 1000 Mbit in full or half duplex mode.
Flow Control: Enable or disable flow control for this port.

EEE: Enable or disable EEE (Energy Efficient Ethernet) function on this port.

Note:
EEE is not available for SFP ports.

Actions: Click on the row-specific button to restart the respective port.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

53.2

Basic - SFP

Configuration Manitoring Status

Loss of signal event \:I

Cancel

Fig. 18: Port - Basic - SFP

Loss of signal event: Check or uncheck to enable or disable the device to generate
an event in case of loss or comeback of an optical signal on one of the device’s SFP
ports.
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5.3.3 Basic - Monitoring

Configuration SFP Wionitaring
Mode Disable L4
Port Mapping Port 1 Port 2 Port 3 Port4 Port 5 Port 6 Port7

Source
O o o o O O 0O

Destination Yy ' ™y Y ) ) )
L L L L L L L

Cancel

Fig. 19: Port - Basic - Monitoring

Port monitoring can help to analyse data traffic on specific ports by mirroring ingress or egress
data communication to another port.

e Mode: Select one of the following modes from the drop-down list:
e “Disable”: No port monitoring. This is the default for normal operating.
e “TX only”: Monitor only transmitted data.
¢ “RX only”: Monitor only received data.
e “Rx & TX": Monitor bit, transmitted and received data.
¢ Port Mapping:
e Check the port you want to monitor as “Source” port.
e Check the port you want to mirror the data to as “Destination” port.

Note:
It is not possible to mirror data of a port to itself.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

Important: If the switch restarts, the port monitoring configuration is disabled!
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5.34 Basic - Status

Configuration SFP honitaring Status
Status
Last Link Link Speed Flow Control EEE
# Link Up Change State Media Duplex Looping Used Active
1 @ Down A Forwarding RJ45 MAA, @ Mo @ Mo @ Mo
2 @ Down A, Forwarding Rl45 T4, @ Mo @ Mo @ Mo
3 @ Down [iA, Forwarding R.J45 MEA, @ Mo @ Mo @ Mo
4 @ Down MIA Farwarding R4 RFA @ NMo @ Mo @ Mo
-
5 @ Down (o Farwarding (WY @ Mo @ Mo @ Mo
i
: SFP
B @ Down WS Forwarding MAA, @ Mo @ Mo @ Mo
L]
. 100 Mbps /
7 O Up MIA Farwarding RJ44 Ful @ No @ Mo @ Mo

Fig. 20: Port - Basic - Status

This tab gives a quick tabular overview of the current status of every port.
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5.3.5 PoE - Configuration

Configuration
Zommon
Available max power 120 o] Wy

Fort List

# Enahled PoE Mode Priority Port Actions

01 (] PoE - Low = e

02 [ ] PoE - Low o

03 (] PoE - Low = o

04 (] PoE - Low = e

o7 [ ] PoE - High « i

Cancel

Fig. 21: Port - PoE - Configuration

This tab shows an editable tabular overview of the PoE settings of all ports.

e Available max. Power: Set the maximum power for all POE ports combined in W
(Watts).

e #: Index number of all ports of the device.
e Enable: Check or uncheck this option to enable or disable PoE for the respective port.
e PoOE Mode: Select one of the following PoE modes from the drop-down list:

e "“PoE": PoE type 1 (IEEE 802.3af), max. port power: 15.4 W

e "“PoE+": PoE type 2 (IEEE 802.3at), max. port power: 30 W

e "“PoE++": PoE type 3 (IEEE 802.3bt), max. port power: 60 W

e "“LLDP Controlled”: Enable automatic PoE configuration via LLDP.

Note:
Only port 7 supports PoE++!

Note:
LLDP has to enabled with “LLDP Controlled” selected!

e  Priority Port: Choose the priority for the PoE port from the drop-down list:

e “Low”: When the combined power output of all POE ports exceeds the assigned
maximum power, a low priority port will be powered off first.
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e “Medium”: When the combined power output of all active PoE ports (without the
powered off low priority ports) exceeds the assigned maximum power, a medium
priority port will be powered off second.

e “High”: A PoE port with high priority will be powered at last, if the power output of
all remaining PoE port (without low and medium priority) will exceed the assigned
maximum available power.

e Actions: Click on the row-specific button to restart the respective port.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.3.6 PoOE - Status

Configuration Status
Status
Total Power Consumed: 0W
# Condition Determined Class @ Output Current (méA) Output Yoltage (V) Output Power (W)
01 Disabled Unknown 0 0 0
0z Disabled Unknown 0 0 0
03 Disabled Unknown 0 0 0
04 Disabled Unknaown 1] a a
a7 Dizabled Unknown 1] a a

Fig. 22: Port - PoE - Status

This tab shows a tabular overview of the PoE status of all ports.
¢ Total Power Consumed: The power currently delivered to all PoE enabled ports.
e #: Index number of all ports of the device.
e Condition: PoE status of the specific port.
¢ Determined Class: The currently assigned PoE class (Class 1 to Class 6).

e  Output Current (mA): Shows the current in mA (Milliampere) the port provides, as
soon as the port is connected to a powered device (PD).

e Output Voltage (V): Shows the voltage in V (Volt) the port provides, as soon as the
port is connected to a powered device (PD).

e Output Power (W): Shows the power in W (Watt) the port provides, as soon as the
port is connected to a powered device (PD).
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5.3.7 Aggregation - Configuration

Configuration

Basic
Mode Aictive -
System Priority £5535 ¢
Transmit Intereal Slaw -
Trunk
Trunk ID Name LACP LAG Members

1 LG D
2 Laz2 |:|
3 Lags |:|

Cancel

Fig. 23: Port - Aggregation - Configuration

It is possible to use Link Aggregation Control Protocol (LACP) to combine two or more ports for
higher transfer rates or better availabilty of data transfer.

¢ Mode: Select the LACP mode from the drop-down list:

e “Active”: The device actively negotiates an LACP connection with a remote partner,
no matter, whether the partner is configured in active or passive LACP mode.

e “Passive”: The device waits for the remote partner to negotiate an LACP
connection.

e System Priority: The system priority determines which of the communicating LACP
devices decides to use which LACP ports. The lower the priority value the highr the
priority.

¢ Transmit Interval: Select one of the following values from the drop-down list:
e "Slow”: The device sends LACP control packets within longer periods.
e "“Fast”: The device sends LACP control packets within a short period.

e Trunk ID: Index number of the link aggregation group (LAG).

e Name: Descriptive name for this group.

e LACP: Check or uncheck to enable or disable LACP for this group.

¢ LAG Members: Enter the port humbers (comma-separated) which should be part of
the LAG.
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Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.3.8

Aggregation - Status

Configuration Status
Port No |H|
Port 2 —
Trunk Hame
Port 3 Trunk ID -1
Activity Mode Active
Port 4 Synchronized State @ Mo
Aggregation Possible State O Yes
Fart & Collection State @ Mo
Distribution State @ Mo
Port 6 Expired State @ Mo
Bort 7 Defaulted State 0 Yes
Actor
Port Ho |E|
System Priority 32769
System ID 00:60:a7:0a:ef:3b
Part 1

Fig. 24: Port - Aggregation - Status

This tab shows an overview of all LACP ports.

Select the respective port from the left-hand pane menu to view the LACP status of the specific

port.

©2022 MICROSENS GmbH & Co. KG All Rights Reserved
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5.3.9 Counter

m
Part 2 -
) Enabled
Port 3 0B
0B
Part 4 D pkts
0 pkts
Part & 0 pkts
0 pkts
Fort 6 0 pkts
Part 7 0 pkts
0 pkts
0 pkts
0 pkts
0 pkts
0 pkts

Fig. 25: Port - Counter

This tab shows detailed statistics for ingress and egress data transfer of all ports.

Click on the button Clear All Counter at the bottom of the tab to delete all statistics data and
start collecting new data.

54 1IP

5.4.1 Basic - Configuration

Hostname M=440507PI-25GT

Dornain name

Lacal WTU 100

Cancel

Fig. 26: IP - Basic - Configuration

¢ Hostname: Enter a descriptive hostname for this device. The hostname identifies the
device, among others, on a network.

¢ Domain name: Defines an optional domain name used during hame resolution (max
length: 128 characters)
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e Local MTU: The Maximum Transmission Unit (MTU) for locally generated data (1500
by default).

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.4.2 V4 - Configuration

Configuration

Wode Use DHCP with Option B6/67

Cancel

Fig. 27: IP - V4 - Configuration

e Mode: Select one of the following DHCP modes from the drop-down list:

e "“Static”: Disables DHCP. The dialogue extends to enter the necessary static IP
settings.

Note:
With DHCP enabled, DHCP overwrites existing static IP settings.

e "“Use DHCP”: Enables DHCP.

Note:
A DHCP server has to be available in the network.

e “Use DHCP with Option 66/67"”: Enables DHCP using the options 66 and 67 for
retrieving a valid IPv4 configuration file.

Note:

Both, at least one DHCP server with options 66 and 67 enabled and at least on
TFTP server providing the configuration file for download have to be available in
the network

e Primary IP: Static primary IPv4 address of the device.

e Primary Subnet Mask: Static primary IPv4 subnet mask of the device.

¢ Gateway: Static gateway IPv4 address (optional).

e DNS Server: Static DNS server IPv4 address (optional).

e Secondary IP: Static secondary IPv4 address of the device (optional).

¢ Secondary Subnet Mask: Static secondary IPv4 subnet mask of the device.

o Default Address Selection: Select from the drop-down list, which IPv4 address
should be used by the device.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.4.3 V4 - Status

Configuration Status

Status
IP 1921681161
Subnet Mask 2552652550
Gateway 192.168.11.1
DNS Server 1 192165111
DNS Server 2 A,
DNS Server 3 MAA,
DNS Server 4 A,
Outgoing IP 192.168.11.61

Fig. 28: IP - V4 - Status

This tab shows a tabular overview of the device’s current IPv4 settings.
5.4.4 V6 - Configuration

Configuration

Enable IPv&

ICMP Auto Address D
(]

Auto Configuration
Static IP

Static DNS Server

Cancel

Fig. 29: IP - V6 - Configuration

e Enable IPv6: Check or uncheck this option to enable or disable IPv6, When enabled,
all IPv6 settings become visible.

e ICMP Auto Address: Check or uncheck this option to enable or disable automatic
address setting via ICMP.

¢ Auto Configuration: Check or uncheck to enable or disable automatic IPv6 address
settings via DHCP.
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e Static IP: Static IPv6 address (optional).
e Static DNS Server: Static DNS server IPv6 address (optional)

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.4.5 V6 - Status

Status

IP Scope

Mo data

Fig. 30: IP - V6 - Status

This tab shows a tabular overview of the device’s current IPv6 settings.

5.4.6 Diagnosis - Ping

Fing Trace Route DHS Lookup ARP Table

Fing

Idle.

Fig. 31: IP - Diagnosis - Ping
This tab offers a ping function to test the availability of network devices.
e Ping: Enter a valid address and click on the button Start.
After a short while the status dialogue below displays the resulting ping statistics.
After a short while the ping statistics appear below the button.

5.4.7 Diagnosis - Trace Route

Fing Trace Route DM Lookup ARP Table

Trace Route

Idle.

Fig. 32: IP - Diagnosis - Trace Route
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5.4.8 Diagnosis - DNS Lookup

Fing Trace Route DMZ Lookup ARP Table

DMS Lookup

Idle.

Fig. 33: IP - Diagnosis - DNS Lookup

5.4.9 Diagnosis - ARP Table

Ping Trace Route DM Lookup ARP Table
ARP Table
# IP Address MAC Address
1 192.1688.11.45 O0:CE:39:CD:AS:09

Fig. 34: IP - Diagnosis - ARP Table

This tab shows a tabular overview of MAC addresses and their corresponding IP addresses.

- 38 —
©2022 MICROSENS GmbH & Co. KG All Rights Reserved



106 Micro Switch MICROSENS

5.5 VLAN
55.1 Basic - Basic Configurations

Basic Configurations Fort Configurations LA Table Friority Override Status

EBasic Configurations
hanagement WLAN D 1

Unauthorized WLAMN 1D 1

Management Priarity 0

Yoice

Yoice WLAN 1D 1
Priority 1
Signal Priarity 1
OscP 1

Signal DSCP 1

Cancel

Fig. 35: VLAN - Basic - Basic Configuration

¢ Management VLAN ID: Enter the VLAN id for accessing the switch. If one port is in
access mode and the default VLAN ID is identical to the management VLAN ID, then
this port has management access to the switch.

e Unauthorized VLAN ID: When port authorization is enabled and authentication fails,
the port can be set to this VLAN ID.

¢ Management Priority: Set the VLAN priority for internal management port.
Packets sent by the internal management agent are tagged with this priority value.

e Voice VLAN ID: When connected e.g. to a Cisco VoIP phone, the switch can be auto
configurated by the VoIP telephones using this VLAN ID.

e Priority: Assign the priority for the VoIP VLAN ID.
o Signal Priority: Set the signal priority for internal management port.

Packets sent by the internal management agent are tagged with this priority value.
e DSCP: Assign the DSCP (Differentiated Services Code Point) for the VoIP VLAN ID.
e Signal DSCP: Assign the signal DSCP for the VoIP VLAN ID.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.5.2 Basic - Port Configurations

Basic Configurations Port Configurations “LAN Table Priarity Cwerride Status
Port VLAN Mode Default [::;fr:jt Default Priority | Unauthorized |Fallback QinQ Tayged | Untagyed 3:":;“:::;
No VID vID Priority Override VID VID Ethertype | VIDs VIDs Ports
|E| AECESS v |1 S \:’ - \:’ i gllflo [& Maone 1 1,2,3,4,:
|@| Boess |1 B - 0 gl B Mong 1 12,3, 4,
|E| Aocess | < D - D i gllflo [& Mane 1 1,2,3,4,:
|E| AECESS v |1 S D - D 0 gllflo [& Maone 1 1,2,3,4,:
|E| Broess =1 B D - D 0 gl B Mone 1 12,3, 4,1
|E| Aocess | < D - D i gllflo [& Mane 1 1,2,3,4,:
|E| AECESS h I D - D i gl & Mone 1 1,2,3, 4,
Cancel

Fig. 36: VLAN - Basic - Port Configurations

This tab shows an editable tabular overview of the current configuration of all available VLAN
IDs.

e Port: Lists all ports of the device.
e VLAN Mode: Select the VLAN mode of the specific port:

e “Access”: Only one VLAN ID is allowed on this port. Outgoing packets will not be
tagged.

e “Trunk”: Multiple VLAN IDs are allowed on this port for sending and receiving
multiple VLAN packets.

e “Hybrid”: Only one VLAN on this port is permitted to be untagged, the remaining
VLANs must be tagged.

e "QinQ Customer and QinQ Provider”: Usually used in network environments that
require double VLAN tags.

o Default VID: Sets the default VLAN ID when this port is in access mode. Untagged
data packets will be tagged with this default VLAN ID.

e Force Default VID: The VLAN ID of all incoming data packets on that port is
overwritten with the Port Default VLAN ID, even if they are tagged with a NULL value.

o Default Priority: Select the default priority value from the drop-down list for this
port. Incoming packets without VLAN tag are automatically tagged using the default
VLAN ID and default priority values.
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e Priority Override: When enabled, incoming packets with existing VLAN tag are
overwritten with the default priority value.

¢ Unauthorized VID: When using port access control with dynamic VLANS,
unauthorized ports are attached to this VLAN.

When set to “0” the global unauthorised VLAN ID parameter applies.
Use this parameter to set an independent port specific unauthorized vlan.

¢ Fallback VID: When using port access control with dynamic VLANs and a RADIUS
server, the fallback VLAN is assigned when the RADIUS server is unavailable.

If this parameter is set to "0” the unauthorized VLAN is used instead.
When set to “"0” the global unauthorised VLAN ID parameter applies.
¢ QinQ Ethertype: When using QinQ mode, set the respective ethertype.

e Taggged VID: List of VLAN IDs used for tagged data packets on this port. These
VLAN IDs will take effect in “Trunk” mode or “General” mode.

The format must fit the following notation:

e Single numbers ("1")

e Multiple numbers, comma-separated (“1,2,3")

e Several successive numbers, linked by hyphen (*1-5")
Example: VLAN ID “1,2,5-7" corresponds to “1,2,5,6,7".

¢ Untagged VID: List of VLAN IDs used for untagged data packets on this port. These
VLAN IDs will take effect in “Trunk” mode or “General” mode.

The format corresponds to the VLAN IDs for tagged data packets.

¢ Allowed Outgoing Ports: Comma-separated list of egress ports for incoming data
packets tagged with the respective VLAN IDs on this port.

This function depends on port VLAN mode configured on tab VLAN Basic
Configuration (see section 5.5.1 on page 39).

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.5.3 Basic - VLAN Table

Basic Configurations Fort Configurations WLAR Table Priority Owerride Status
VLAMN Table
17266
VLAN ID Entry Mode Name Actions
1 WLANT

Cancel

Fig. 37: VLAN - Basic - VLAN Table

This tab shows a tabular overview of all available VLAN Ids.
e Add: Opens the dialogue for adding a new VLAN ID.

Create Entry

WLAN (D

<>

Entry Mode D

Mame

Cancel

Fig. 38: VLAN - Basic - VLAN Table - Add

e VLAN ID: Contains a unique VLAN ID in ascending order (from 2 to 4094).
Note: VLAN ID “1” is the default inband VLAN ID.

e Entry Mode: Check or uncheck to enable or disable entry mode for this VLAN.

¢ Name: Descriptive name for this entry.

Click on the button OK to confirm your choice. Otherwise, click on the button
Cancel to discard the changes.

e Delete: Deletes the respective entry.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.5.4 Basic - Priority Override

Basic Configurations Port Configurations WLAN Table Priority Cverride
Friority Cverride
VLAN ID Priority Override New Priority Actions

Cancel

Fig. 39: VLAN - Basic - Priority Override

This tab allows the configuration of priority overrides for VLANSs.

e Add: Opens the dialogue for adding a new entry.

Create Entry

WLAN 1D

L8]

Priority Override D

Mew Priority -

Cancel

Fig. 40: VLAN - Basic - VLAN Table - Add

e VLAN ID: Contains a unique VLAN ID in ascending order (from 2 to 4094).
Note: VLAN ID “1” is the default inband VLAN ID.

e Priority Override: Check or uncheck to enable or disable priority override for this
VLAN.

¢ New Priority: Select the priority from the drop-down list.

Click on the button OK to confirm your choice. Otherwise, click on the button
Cancel to discard the changes.

e Delete: Deletes the respective entry.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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555 Basic - Status

Configurations Fart Configurations WLAN Tahble Priarity Cwerride Status

YVLARN Status
VLAN ID Name Ports Creation Mode
1 WLAMT 1o 2o |3 405U E|T|7T Filter Table

Fort Status
Port Ho Assigned VLAN IDs Dynamic Default VLAN ID Last Update Method Last Update Time
1 1 1 Configuration 2060-04-01 01:00:43
2 1 1 Configuration 2060-04-01 01:00:43
3 1 1 Configuration 2060-04-01 01:00:43
4 1 1 Configuration 2060-04-01 01:00:43
5 1 1 Configuration 2060-04-01 01:00:43
[ 1 1 Configuration 2060-04-01 01:00:43
7 1 1 Configuration 2060-04-01 01:00:43

Fig. 41: VLAN - Basic - Status

This tab shows a tabular overview of the VLAN status.
5.5.6 MVRP - Basic

Basic Fort Configuration Fort Status

Enable MVRP ||

Cancel

Fig. 42: VLAN - MVRP - Basic

¢ Enable MVRP: Check or uncheck this option to enable or disable MVRP (Multiple VLAN
Reservation Protocol) globally.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.5.7 MVRP - Port Configuration

Port Configuration Port Status

MWRF can not be enabled an ports with access mode
Port Registration Join Timer Leave Timer Leave All Timer
No Enable Mode {centiseconds) {centiseconds) {centiseconds)
o Marmal v 20 o] 50 v 1000 <
02 Marmal - 20 o] 50 v 1000 <
03 Mormal - 20 o 0 S 1000 o
04 Marmal - 20 ] 60 e 1000 <
05 Marmal - 20 ] 60 e 1000 <
06 Mormal v 20 o 0 S 1000 =
o7 Marmal v 20 e 60 ° 1000 <
Cancel

Fig. 43: VLAN - MVRP - Port Configuration

This tab shows an editable tabular overview of the MVRP configuration of all ports.
e Port No: List of all ports.
e Enable: Check or uncheck this option to enable or disable MVRP for this port.
¢ Registration Mode: Select the registration mode from the drop-down list:

e “Normal”: Dynamic registration of VLANs on this port, VLAN information
propagation into the network.

e "“Fixed”: No dynamic deregistration of VLANs on this port. Received MVRP frames
are dropped. The device’s port does not deregister dynamic VLANSs or register new
dynamic VLANSs.

e “Forbidden”: No dynamic registration of VLANs on this port. Received MVRP frames
are dropped. The ports MVRP participant does not register new dynamic VLANs or
re-register a deregistered dynamic VLANSs.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.5.8 MVRP - Port Status

Basic Fart Configuration Part Status
Port No Last Source Mac Failed Registrations
1 1]
2 0
3 0
4 1]
5 0
B 0
7 0

Fig. 44: VLAN - MVRP - Port Status

This tab shows a tabular overview of the current port status.

5.6 Security
5.6.1 MAC Table - Configuration

Configuration WAC Table Authorized MAC Table

Global Aging Time 300 SELC.

Cancel

Fig. 45: Security - MAC Table - Basic

e Global Aging Time: Set the time period in seconds in which a MAC table entry for
accessing a port becomes invalid.

Note: The default aging time is 300 seconds. It can be set in 7 second increments to a
maximum time of 10,000 minutes.

If set to a value less than 7 seconds, the system resets it to a value of 7 seconds
automatically.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.6.2 MAC Table - MAC Table

Configuration WAC Table Authorized MAC Table
MAC Table
2 Clear Al @ E
Show 10 ¥ entries D Show User Parts Only filtered entries: 0, all entries: 0, used aging time: 300 sec.
VID = Type e No = State e MAC -
v -

Mare

Presious - et

Page: 141

Fig. 46: Security - MAC Table - MAC Table

The tab shows a tabular overview of all MAC addresses currently known to the system (up to
2048 entries):

¢ Show xx entries: Select the number of entries that are shown in the table below.
¢ Show User Ports Only: Check this option to hide all non user ports in the table.
e Vid: The VLAN id of this MAC address.

Enter a VID to filter all entries for this value.
¢ Type: Shows whether the MAC address is learned via an access or a trunk port.
e No: The systems port number this MAC address was recognized.

Enter a port number to filter all entries for this value.
e State: The status of the MAC address.
¢ MAC: The MAC address.

Enter a MAC address to filter all entries for this value.
e Aclick on the button Clear All deletes all table entries.

e A click on the button Clear For VLAN deletes all table entries associated with the
given VLAN IDs

Note: The system has to relearn all MAC addresses first before processing them.
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5.6.3 MAC Table - Authorized MAC Table

Authorized MAC Table

Show 10 *  entries filtered entries: 0, all entries: [

VID

qr

Type S No State S MAC =

L 13

Mone

Previous - et

Page: 171

Fig. 47: Security - MAC Table - Authorized MAC Table

The tab shows a tabular overview of all authorised MAC addresses (up to 2048 entries):
¢ Show xx entries: Select the number of entries that are shown in the table below.
e Vid: The VLAN id of this MAC address.
Enter a VID to filter all entries for this value.
¢ Type: Shows whether the MAC address is learned via an access or a trunk port.
e No: The systems port humber this MAC address was recognized.
Enter a port number to filter all entries for this value.
e State: The status of the MAC address.
¢ MAC: The MAC address.

Enter a MAC address to filter all entries for this value.
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5.6.4 PACC - Basic Configuration

Basic Configuration Port Configuration Fort Authentication Locking Table gl Supplicant Port Status

Supplicant Status

Port Access Control Enabled

Reauthentication Period 0 S

MAS Identifier

WA Separator Char

MAC Spelling Lowvercase -
WAC Passwaord Source Use MaC -
MAC Password String MOPLSEWORD

Primary Authentication Server
Marme

Primary Account Server Mame

Fallhack Authentication Serer
Marne

Fallback Account Server
Mame

SEC.

)

Server Down Timeout 120

Cancel

Fig. 48: Security - PACC - Basic Configuration

e Port Access Control Enabled: Check or uncheck this option to enable or disable
PACC.

¢ Reauthentication Period: Set the EAP reauthentication period in seconds.
To disable reauthentication set value to “0”.
e NAS Identifier: Define the Network Access Service (NAS) Identtifier.

¢ MAC Separator Char: Define the character which separates the bytes of a MAC
address.

e MAC Spelling: Select from the drop-down list, whether the notation of the
hexadecimal characters is set to uppercase or lowercase.

¢ MAC Password Source: Define whether MAC or password is used for authentication.
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¢ MAC Password String: If password source is set to "Password” enter a password
string.

e Primary Authentication Server Name: Enter the available authentication server.

For more information on managing authentication servers see section 5.14.2 on
page 112.

e Primary Account Server Name: Enter the available accounting server.

For more information on managing accounting servers see section 5.14.2 on
page 112.

¢ Fallback Authentication Server Name: Enter an alternative server.
¢ Fallback Accounting Server Name: Enter an alternative server.

e Server Down Timeout: Set the retry interval in seconds for trying to return to the
primary RADIUS server.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.6.5 PACC - Port Configuration

Basic Configuration Port Configuration Fort Authentication Locking Table 802, 1 Supplicant Port Status

User Status Supplicant Status

Port Limited Number MAC

No Authorize Mode Unauthorized Mode of MACs Auth Fail Retry Timer Timeout
i} Abpeays Suth Bilocked v ] ° ] ] SeC. Mone  w
02 Abways futh w Bilocked - ] . ] ] SEC. Mone  w
03 Always Suth W Blocke:d v ] o 0 o SEC. Mone  w
04 Abways Suth Bilocked v ] . ] ] SEC. Mone  w
05 Always Suth W Bilocked v ] ° ] ] SEC. Mone  w
5] Always Suth - w Blocke:d v ] o 0 o SEC. Mone  w
o7 Always Suth w Bilocked v ] ° ] ] SEC. Mone

Cancel

Fig. 49: Security - PACC - Port Configuration

The tab shows a tabular overview of the port access settings for all device’s ports. Change the
settings as needed.
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e Port No.: Port number of the specific port.

e Authorize Mode: Select one of the following modes from the drop-down list:

“Always Auth”: Disables Port Access Control for this port. The port is always in
forwarding state, the access is authorised by default.

“Force Unauth”: Forces the port to unauthorised mode, acting as defined in column
Unauthorised Mode.

“Via MAC table”: The device compares the MAC address with the entries in its
internal MAC locking table. If the locking table contains the MAC address, the
device grants port access.

“MAC via RADIUS": Authorisation on this port happens via MAC address of the
connected network partner on this port. The assigned authentication server
(primary or fallback) authenticates the MAC address requested by the device.

Note: When the device learns a new MAC address on this port it uses this MAC
address as username and password string in the form “xx:Xxx:xx:xx:xx:xx" in
hexadecimal notation.

“802.1X via RADIUS"”: Authorisation on this port happens via secure 802.1X
protocol. The assigned authentication server (primary or fallback) authenticates
the certificate requested by the device.

“"MAC 802.1X via RADIUS": Authorisation happens via both MAC address and
802.1X. The assigned authentication server checks both methods (MAC first,
802.1X second). At least one of both methods is sufficient for setting the port into
forwarding state.

"802.1X MAC via RADIUS": Authorisation happens via both MAC address and
802.1X. The assigned authentication server checks both methods (802.1X first,
MAC second). At least one of both methods is sufficient for setting the port into
forwarding state.

“MAC Event only”: Disables the Port Access Control for this port. The access is
always authorized by default. When an unknown MAC address (no MAC table
entry) occurs on this port, it will generate an authorization event.

“Edge 802.1X via RADIUS"”: The network edge authentication mode is used to
authenticate a "supplicant switch" connected to a downlink port of the device. After
successful authentication the port is open for any traffic from the downstream
switch.

This feature authenticates an authentication switch placed outside a wiring closet
with an authentication switch placed in the wiring closet.

¢ Unauthorized Mode: If the port is forced to unauthorised mode, select the operation
the port has to perform:

“Blocked”: If forced to unauthorised mode, the port will be blocked.

“Use Unauthorised VLAN": If forced to unauthorised mode, the port will be set to
unauthorized VLAN (see section 5.5.1 on page 39).

“Incoming Blocked”: If forced to unauthorised mode, the port will be blocked for
incoming data traffic..

. Limited Number of MACs: Set the maximum number of MAC addresses allowed for
port access.
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e Auth Fail retry Time: Set the time interval in seconds after which a previously faild
port access attempt is allowed again.

e MAC Timeout: Select how long authorized MACs remain authorized after inactivity of
the MAC.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.6.6 PACC - Port Authentication

onfiguration Port Configuration Fort Authentication Locking Table 80 Supplicant Fort Status

Status Supplicant Status

Port No Learn MAC Unauthorize MAC Reauthenticate
|E| a - It mo WA, then the part iz unadtho %)
|@| a - It mo WA, then the part iz unadtho %)
|E| 0 < If no MAC, then the port is unautho &
|E| 0 b If i WA, then the port is unautho ]
|E| a b If i WA, then the port is unautho 5]
|E| a - It mo WA, then the part iz unadtho %)
|§| a - It no WA, then the port iz unactho %)

Fig. 50: Security - PACC - Port Authentication

This tab alloes to manage authentication of specific ports.
e Port No: Number of the port.

e Learn MAC: Enter a value and click on the button Start to learn the next incoming
MAC(s) of this port (corresponding to the entered value) and enter them into the MAC
table.

¢ Unauthorize MAC: Enter a specific MAC address and click on the button Start to
unauthorize a this specific MAC address.

When no MAC address is specified, the entire port is unauthorized.

¢ Reauthenticate: Click on this button to reauthenticate the respective port.
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5.6.7 PACC - Locking Table

Configuration Port Configuration Fort Authentication Locking Table 80 Supplica Fort Status

Status Supplicant Status
Locking Table
1/32
Name MaC Permitted Poris Treat as Yendor MAC Actions
User 11:22:33:A8:BB:CC |i| |@| |E| O Yes #Edit (R

Cancel

Fig. 51: Security - PACC - Locking Table

The MAC locking table is used when authorisation mode “Via MAC table” is enabled for a port.

The tab shows all previously learned MAC addresses from devices previously requested access
on every port.

e Edit: Opens the edit dialogue of the respective entry. Change the entries as needed.

e Add: Opens the dialogue for adding a new MAC address entry.

Create Entry

Mame

WAL

Permitted Ports

oooon

Treat as Wendor MAC D

Cancel

Fig. 52: Security - PACC - Locking Table - Add

¢ Name: Enter a descriptive name for this entry.

¢ MAC: Enter the MAC address in the form “xx:xx:xx:xX:xX:xx"” in hexadecimal
notation.
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¢ Permitted Ports: Check or uncheck the ports to grant or reject access for this
MAC address.

¢ Treat as Vendor MAC: Check this option to accept this MAC address as vendor
MAC.

Click on the button OK to confirm your choice. Otherwise, click on the button
Cancel to discard the changes.

e Delete: Deletes the respective entry.

Click on the button OK to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.6.8 PACC - 802.1X Supplicant

Basic Configuration Port Configuration Fort Authentication Locking Table 802, 1 Supplicant Fort Status

Uszer Status Supplicant Status

Enable Supplicant |:|

Fort 1 -
Action on Link Down Mane -
Identity

Authentication Protocol @ MDS O PEAP-MDS O PEAP-MSCHAR O TTLS-MD5 O TTLS-PAR

() TLs-mscHaP2 () TILS-MSCHAPR-TLS () TTLS-MDS-TLS () TLS

Auth Passward @ Encrypted O Plaintext

Key Password @ Encrypted O Plaintext

Cancel ¢ Reauthenticate

Fig. 53: Security - PACC - 802.1X Supplicant

e Enable Supplicant: Check or uncheck this option to enable or disable the supplicant
option.

When enabled, the device acts as supplicant for another switch connected to its port.
This switch - if configured properly for 802.1X authentication - grants or rejects port
access for this device on this port.

e Port: Select the port through which the authorizing authority is reached.
Usually this is the link port.
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e Action on Link Down: Select whether the local authenticated user ports should be
deauthenticated, as soon as the supplicant link goes down.

o Identity: Enter the supplicant identity string for this device.

e Authentication Protocol: Check or uncheck the specific protocol to be used.
e Auth Password: Enter the encrypted EAP password.

o Key Password: Enter the encrypted private key password.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

Click on the button Reauthenticate to reauthenticate the supplicant connection.
5.6.9 PACC - Port Status

Ba onfiguration Port Configuration Fort Authentication Locking Table 80 Supplicant Fort Status

Llser Status Supplicant Status
Port Status
Port Authorization Authorization L ast State Number Of MACs to Number Of Learned
No State Mode Change Learn MACs
o Undefined Always Auth 1970-01-M 0 0
01:00:00
0z Undefined Always Auth 1970-01-M 0 0
01:00:00
03 Undefined Always Auth 1970-01-m 0 0
01:00:00
04 Undefined Always Auth 1970-01-M 0 0
01:00:00
05 Undefined Always Auth 1970-01-m 0 0
01:00:00
06 Undefined Always Auth 1970-01-m 0 0
01:00:00
o7 Undefined Always Auth 1970-01-M 0 0
01:00:00

Fig. 54: Security - PACC - Port Status

This tab shows a tabular overview of the authorisation status of all ports.
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5.6.10 PACC - User Status

onfiguration Port Configuration Fort Authentication Locking Table gl Supplican Port Status

Lser Status Supplicant Status

User Status

Entry

Mode Authorization Port User VLAN Timeout Filter Login At
State Unauthorized MAC Mone Alias Mone Idle O 1970-01-01

Unused 1
Mode Mane Hame Mone WD a Session0 01:00:00
State Unauthorized MAC MNone Alias Mone ldle 0 1970-01-01

Unused 1 e
Mode Maone Mame Mone VID 0 Session0 01.00:00

Fig. 55: Security - PACC - User Status

This tab shows a tabular overview of the authorisation status of all users
5.6.11 PACC - Supplicant Status

Basic Configuration Part Configuration Port Authentication Locking Table 802.1% Supplicant Port Status

Lser Status Supplicant Status

802.1% Supplicant @ Unauthenticated

Fig. 56: Security - PACC - Supplicant Status

e 802.1X Supplicant: Shows the currently active supplicant status
¢ “Authenticated” (green indicator)
e “Unauthenticated” (red indicator)
5.6.12 ACL - Basic

Basic

Enable ACL Filtering \:I

Cancel

Fig. 57: Security - ACL - Basic

o Enable ACL Filtering: Check or uncheck this option to enable or disable ACL filtering
generally.
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Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.6.13 ACL - Ports

Port No Filtering Enabled List Names Actions
[01] @ Disabled Bt
[02] @ Disabled 4 Edt
(03] @ Disabled Bt
[04] @ Disabled # Bt
[05] @ Disabled Bt
06 @ Disabled -
e # Edit
7 @ Disabled -
ur # Edit
Cancel

Fig. 58: Security - ACL - Ports

This tab allows the configuration of ACL filtering for specific ports.

e Edit: Opens the edit dialogue of the respective entry. Change the entries as needed.

Edit Entry

Enable Filtering D

List Mames + Add .

ﬂ Cancel

Fig. 59: Multicast - Static Group - Add

¢ Name: Port number.
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o Enable Filtering: Check or uncheck this option to enable or disable ACL filtering
for this port.

e List Names: Click on the button Add and select one or more available lists.
Click on the button Delete to delete an associated list.

Click on the button OK to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.6.14 ACL - List

List

Name Description Rules Actions

Mone

Cancel
Fig. 60: Security - ACL - List

This tab allows to manage ACL lists.
e Edit: Opens the edit dialogue of the respective entry. Change the entries as needed.

e Add: Opens the dialogue for adding a new list entry.

Zreate Entry

Mame

Description

Cancel

Fig. 61: Security - ACL - List - Add

¢ Name: Enter a descriptive name for this entry.
o Description: Enter a description for this entry.

¢ Rules: Click on the button Add and select one or more available rules.
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Click on the button Delete to delete an associated rule.

Click on the button OK to confirm your choice. Otherwise, click on the button
Cancel to discard the changes.

e Delete: Deletes the respective entry.

Click on the button OK to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.6.15 ACL - Rules

Rules

Name | Description | Mode | EtherType | Protocol | VID Source Destination Actions
MAC Mone  MAC Mone

) 1P Mone 1P Mone

Rulel Maone Fermit 0x0 5 1 # Edit R
Mask Mone  Mask Mone
Port 1 Port 1
Cancel

Fig. 62: Security - ACL - Rules

This section shows a tabular overview of the ACL rules.

e Edit: Opens the edit dialogue of the respective entry. Change the entries as needed.
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e Add: Opens the dialogue for adding a new ACL rule.

Create Entry

Marne

Deszcription

Mode Permit -

EtherType 0x o

Protocol ] °
W0 0 e
Source MAC

Destination MAC

Source P

Destination IP

Source Maszk

Destination
Mask
Source Port 0 e
Destination Port ] o

Cancel

Fig. 63: Security - ACL - Rules - Add

¢ Name: Descriptive name of the ACL rule.
o Description: Enter a description for this entry.

¢ Mode: Filter action for data communication.
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- "Deny”: Data communication matching this rule will be denied.
- “Permit”: Data communication matching this rule will be permitted.

e Protocol: Enter a value for the protocol used as protocol number in the IPv4
header, e.qg.:

-%6": TCP
-%17": UDP
- Use “0” (default value) to ignore the protocol field.
e VID: Enter the VLAN ID to which the rule applies.
e Source MAC: Source MAC of the data communication.
e Destination MAC: Destination MAC address of the data communication.
e Source IP: Source IP address of the data communication.
o Destination IP: Destination IP address of the data communication.
e Source mask: Source mask of the data communication.
o Destination mask: Destination mask of the data communication.
e Source port: Enter the source port.
o Destination port: Enter the source port.
The permit or deny mechanism works as follows:

e Each bit of the source or destination address (IP or MAC) is analysed in view of the
respective source or destination mask.

e When a bit of the mask is set, the corresponding bit in the address is set as well, and

vice versa.
Configuration
Source A
Source Source address Result Description
address mask
192.168.1.1 mI:Ech Mlsmatc(r;cltr;tthe third
255.255.255.0
192.168.0.1 (Address must 192.168.0.11 | Match @ 'St three octets
match the first matching
three octets) -
192.168.0.120 | Match | 'rst three octets
matching
00:50:56:C0:0a:01 | Match ';'irsittfor‘guhgxnigfg;]?:‘a'
Ff:fF: FF:fF:00:00 git group g
(Address must EACE - Aa - First four hexadecimal
00:50:56:C0:00:01 | match the first four | 000 00 C0:0a:21 Mateh 1y i 0roups matching
hexadﬁ;hmg digit No Mismatch in the fourth
group 00:50:56:D0:00:01 hexadecimal digit
match
group
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Click on the button OK to confirm your choice. Otherwise, click on the button Cancel
to discard the changes.

e Delete: Deletes the respective entry.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.6.16 Storm Control - Configuration

Port Ho Enable Shutdown On Storm Multicast Threshold(%]) Broadcast Threshold(%) Actions

1 L

0 0 "

O 0 0000»
OO0 odong

Cancel

Fig. 64: Security - Storm Control - Configuration

This tab allows the configuration of storm control for specific ports.
e Port No: Number of the port.
e Enable: Check or uncheck this option to enable or disable storm control for this port.

e Shutdown On Storm: Check this option if the port is shut down when it is flooded by
multicast and broadcast data packets beyond the assigned thresholds.

e Multicast Threshold: Enter the maximum rate at which multicast packets can be
forwarded.

e Broadcast Threshold: Enter the maximum rate at which broadcast packets can be
forwarded.

e Actions: Click this button of the respective port to unlock it manually after shutdown.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.7 QoS
57.1 Basic - Mode

hiode Priarity Scheme

GoZ Mode Disabled »

Trust Mode Cos -

Cancel
Fig. 65: QoS - Basic - Mode

This tab allows configuration of basic QoS mechanisms.

e QoS Mode: Select the QoS mode from the drop-down list:
e "Disabled”: Disables QoS
e “Basic”: Enables QoS generally.

e Trust Mode: Select the QoS trust mode from the drop-down list:
e "CoS": Activate Class of Service
e "DSCP Only”: Activate DSCP as only method.
e "DSCP First”: Activate DSCP as first method.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.7.2 Basic - Priority Scheme

Priarity Scheme

Priority Scheme WRR -

Weighted Fair Traffic Ratio Queue 0 Dueue 1 Queue 2 Queue 3 GQueue 4 Queue 5 Queue & Queue 7

Cancel

Fig. 66: QoS - Basic - Priority Scheme

This tab allows configuration of QoS priotity schemes.
e Priority Scheme: Select the priority scheme from the drop-down list
o Weighted For Traffic Ratio: Assign the traffic ratio for the respective priority queue.

Traffic flow will follow this ratio so that the minimum bandwidth for traffic from lower-
priority queues is guaranteed.
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Note:
This option is only enabled with priority scheme set to "WRR”.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.7.3 Mapping - CoS/802.1p to Queue

Coz/M802.1p ta Queue DSCP to Cueue

205802 1p to Queue

CoZ 0 Cos1 Coz 2 Cos 3 Cos 4 CoZ 5 Cos 6 Cos 7

-- Clueue 2 « Clueue 3 - Clueue 4 « Clueue 5 Clueue b - Clueue 7 »

Cancel

Fig. 67: QoS - Mapping - CoS/802.1p to Queue
Set the internal CoS/802.1p priority queue by selecting a queue number for every priority (0 to
7) from the drop-down list.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.7.4 Mapping - DSCP to Queue

2. 1p to Qlueue DSCP to Clueue

DSCP to Quelue

DSCPO DSCP 1 DSCP 2 DSCP 3 DSCP 4 DSCP 5 DSCPE DSCP 7

DECP S DSCP 9 DSCP 10 DECP 11 DECP 12 DSCP13 DSCP 14 DSCP 15

D=CP 16 DECP 17 DSCP 15 D=CP 139 DECP 20 DECP 21 D=CP 22 DSCP 23

DSCP 24 DSCP 25 DSCP 26 DSCP 27 DSCP 28 DSCP 29 D=CP 30 DSCP 31

DSCP 32 DECP 33 D=CP 34 DECP 35 DECP 36 DECP 37 DSCP 35 DECP 39

D=CP 40 DSCP 41 DSCP 42 DECP 43 DSCP 44 DECP 435 D=CP 46 DSCP 47

DSCP 48 DSCP 49 DSCP S0 DSCP 51 DSCR 52 DSCP 53 DSCP 54 DSCP 55

DSCP 56 DECP 57 DSCP 58 D=CR 59 DECP G0 DECP B1 DSCP 62 DECP 63

o Applied Cancel

Fig. 68: QoS - Mapping - DSCP to Queue
Set the internal DSCP priority queue by selecting a queue number for every priority (0 to 7)
from the drop-down list.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.7.5 Interface - Interface Settings

Port Enable QoS

01

[<]

02

]

03

<]

04

5]

05

<]

3]

[<]

a7

<]

Cancel

Fig. 69: QoS - Interface - Interface Settings

e Port: Port number
e Enable QoS: Check or uncheck this option to enable or disable QoS for specific ports.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.7.6

Rate Shaping - Rate Shaping

Port Egress Bandwidth 0.1 | Ingress Bandwidth 0.1 | Ingress Ingress Ingress
No Mbps) Mbps) Unicast Multicast Broadcast
d 0 o
2 :

o3 0 o

o 0 0

® 0 0

Cancel

Fig. 70: QoS - Rate Shaping - Rate Shaping

This tab allows the configuration of QoS rate shaping for specific ports.

Port: Port number

Egress Bandwidth (0.1 Mbps): Set the limit for the the outgoing frame rate by
extending the interframe gap.

Egress rate shaping is independent of the frame type. Provide a value of the selected
port data rate.

Set to "0” to disable.

Ingress Bandwidth (0.1 Mbps): Limits the incoming frame rate. Excess frames are
dropped and lead to port flow control frames. Provide a value of the selected port data
rate. Set 0 to disable or MaxPortSpeed with unit 0.1 Mbps.

Ingress Unicast: Check or uncheck this option to enable or disable ingress unicast
frames.

Ingress Multicast: Check or uncheck this option to enable or disable ingress
multicast frames.

Ingress Broadcast: Check or uncheck this option to enable or disable ingress
broadcast frames.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.8 Multicast
5.8.1 Multicast - Configuration

Configuration Static Group Status Statistics

Basic

IGMP Snooping Enabled [ |

WLD Snooping Enabled

Snooping

01

GQuerier Version

Dizahled
Disahled

Snooping Enabled

@ UDisabled
@ Disabled

Basic
Query Message
@ Disabled
() Enabled
@ Disabled

Fig. 71: Multicast - Configuration

This tab allows configuration of snooping mechanisms for handling multicast data transfer.
¢ IGMP Snooping enabled: Check this option to enable IGMP Snooping generally.
Note: The device only supports one VLAN for IGMP.
e MLD Snooping enabled: Check this option to enable MLD Snooping generally.
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e Edit: Opens the edit dialog for configuration of the IGMP settings.

Edit Entry

WD

IGMP Snooping Querier Yersion

MLD Snooping Querier Version

IGMP Snooping Enabled

MLD Snooping Enabled

Multicast Router Detection

Enable Repaort Aggregation

Enable Flooding Unregister
Packet

Enable Fast Leave

fulticast Group Limit

Group Membership Interval

Max Response Time

Last Member Query Time

Meighbor Dead Interval

Rauter Aging Tirme

Snooping Parts

Static Router Paorts

Dizabled «

Disabled »

[
]

Cluery Message »

32

260

260

260

il 2 3 4 5 E 7

N

a 2 3 % 5 3} 7

DHOooon

o SELC.
2 SEC.
v Sec.
o SEC.
2 SEC.

n Cancel

Fig. 72: Multicast - Configuration - Edit Entry
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e VID: Set the VLAN ID for IGMP data packets.
¢ IGMP Snooping Querier Version: Select the IGMP version from the drop-down list.
e MLD Snooping Querier Version: Select the MLD version from the drop-down list.

e IGMP Snooping Enabled: Check this option to enable IGMP Snooping for this VLAN
ID.

e MLD Snooping Enabled: Check this option to enable MLD Snooping for this VLAN ID.
¢ Multicast Router Detection: Select the message type from the drop-down list.
o Enable Report Aggregation: Check this option to enable report aggregation.

¢ Enable Flooding Unregister Packet: Check this option to enable forwarding
unregistered multicast data packets to all IGMP ports.

¢ Enable Fast Leave: Check this option to activate fast blocking of unnecessary IGMP
traffic.

e  Multicast Group Limit: Set the maximum number of available IGMP groups (1 to
32).

e Group Membership Interval: Set the group membership interval in seconds.
¢ Max Response Time: Set the maximum response time in seconds.

¢ Last Member Query Time: Set the last member query interval in seconds.

¢ Neighbor Dead Interval: Set the neighbor dead interval in seconds.

¢ Router Aging Time: Set the aging time in seconds.

¢ Snooping Ports: Check the respective ports that should act as IGMP ports.

¢ Static Router Ports: Check the respective ports that should act as static ports.

Click on the button OK to confirm your choice. Otherwise, click on the button Cancel
to discard the changes.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.8.2 Multicast - Static Group

Configuration Static Group Status Statistics

Static Group

VID Name Description Multicast IP Forwarding Ports Action

1 Staticl Mone 22400255 1|z 24 5 |6 7 FEdit EEE

Fig. 73: Multicast - Static Group

This tab allows the configuration of static multicast groups.

e Edit: Opens the edit dialogue of the respective group entry. Change the entries as
needed.

e Add: Opens the dialogue for adding a new group.

Create Entry

WD 1 -
Mame entryd
Description (optional)

hulticast Address

aL 2 3 4 5 ) 7

Forwarding Ports

Cancel

Fig. 74: Multicast - Static Group - Add
e VID: Select the VLAN ID from the drop-down list.

¢ Name: Enter a descriptive name for this entry.
o Description: Enter a description for this entry.

¢ Multicast Address: Enter the multicast IP address of this entry.
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Valid IPv4 range is 224.0.0.255 to 239.255.255.255.
IPv6 is supported. Other addresses ares reserved.
¢ Forwarding Ports: Check or uncheck the forwarding ports.

Click on the button OK to confirm your choice. Otherwise, click on the button
Cancel to discard the changes.

e Delete: Deletes the respective entry.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.8.3 Multicast - Status

Configuration Static Group Status Statistics

IGhP Groups
VID = Port Ho s Address Membership Interval ‘
Mone
MLD Groups
VID = Port No s Address Membership Interval ‘
Mane
Router Groups
VID = Port No 2 Type Status
1 1 MONE Disabled
1 2 MOME Digabled
1 3 MNOME Dizabled
1 4 MOME Digabled
1 3 MOME Disabled
1 & MOME Digabled
1 7 MOME Disabled

Fig. 75: Multicast - Status

This tab shows a tabular overview of the status of all available IGMP groups.
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5.8.4 Multicast - Statistics

Caonfiguration Static Group Status Statistics
IGMP
VID RX General Queries RX V1 Reports RX V2 Leaves RX W2 Reports RX V3 Reports
1 0 0 0 0 0
MLD
VID RX General Queries RX V1 Leaves RX V1 Reports RX W2 Reports
1 0 0 0 0

Fig. 76: Multicast - Statistics

This tab shows a tabular overview of all IGMP data packet statistics.
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5.9 Discovery
5.9.1 LLDP - Configuration

Configuration Local Infarmation Meighbar Information Statistics
Basic
Enabled
Tx Delay 2 5 SEC.
Time to Live 120 g Sec.
Update Interval 30 5 SEC.

‘oice Dizahle WLAN TLV D

Forward To Link D

Ports

Port Mode Description System Name System Description System Capabilities
0 e

|@| Enabled TKRX  w

@ e

0 | e

B e

G e

|E| Enabled THRY

Cancel

Fig. 77: Discovery - LLDP - Configuration

This tab allows the configuration of LLDP.
e Enabled: Check or uncheck this option to enable or disable LLDP.

If enabled, all other options will appear.
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e TX Delay: Set the transmission delay in seconds between successive LLDP frame
transmissions initiated by changes in the LLDP local configuration.

e Time to Live: Set the TTL in seconds.

The time to live value defines the time for which the LLDP transmitted details are valid
and can be displayed in the status.

Note: When the port is operating in TXRX or RX mode, the device will check the
validity of the LLDP packet received and the TLV carried by it.

After the check, the neighbor information is saved to the local device, and the aging
time of the neighbor information on the local device is set according to the TTL value
in TTL (Time To Live, Life Time) TLV.

If this value is zero, the neighbor information is immediately removed.

¢ Update Interval: Set the update interval in seconds, at which LLDP frames are
transmitted on behalf of this LLDP agent.

e Voice Disable VLAN TLV: Check or uncheck this option to enable or disable Voice
VLAN indication TLV transmission.

e Forward to Link: Check or uncheck this option to enable or disable forwarding all
received LLDP packets to the uplink port.

In combination with port mode “Enabled RX Only” this unit keeps quiet and all LLDP
handling should be taken care off by the upstream device.

e Port: Port number of the specific port.
e Mode: Select the mode from the drop-down list.
e Disabled
e Enabled Tx Rx
e Enabled Tx Only
e Enabled Rx Only

¢ Description / System Name / System Description / System Capabilities: Check
or uncheck the specific option to enable or disable sending the respective information
in LLDP.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.9.2 LLDP - Local Information

Configuration Local Information MNeighbor Information Statistics

Local Information

(I}
Port 2
1
Fort 3 Aggregation
(I}
Paort 4 -
@ Disabled
Purt 5 @ Disabled
Extend Power via MDI
Port B
(™
Pt 7 PD PSE Primary
Type2 PSE Device
13

Mac Physical Configuration

Baselags T Full EBaselead T Half Easelses X Full  Baselsoe xX Half
Fause | EBaseldd Tx Full | Baselsd Tx Half EBaseld T Full | Basela T Half
) Enabled

() Enahled

Unknown

Fig. 78: Discovery - LLDP - Local Information

This tab shows the information the device publishes in its LLDP advertisements, depending on
the selected port on the left hand pane.

5.9.3 LLDP - Neighbor Information

Configuration Local Information Meighbar Information

Meighbar Information
Mo neighbor faund.

Fig. 79: Discovery - LLDP - Neighbor Information

This tab shows all LLDP advertisements the device have received from its LLDP neighbors.

Click on a radio button on top of the dialogue to select LLDP neighbor information from this
port.
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5.9.4 LLDP - Statistics

Corfiguration Local Infarmation Meighbar Infarmation Statistics
Statistics
Meighbors Meighhors Frames Frames Frames Frames TLVs TLVs

Port Add Aged Out Out In In Error Discarded Discarded Unrecognized Actions
o] o 0 0 0 0 0 0 0
2| o 0 0 0 0 0 0 0
o3| o i i 0 i 0 i 0
4| 0 0 0 D 0 0 0 D
05| 0 0 0 0 0 0 0 0
|os| o 0 0 D 0 0 0 D
lo7| 0 0 0 0 0 0 0 0

Fig. 80: Discovery - LLDP - Statistics

This tab shows a tabular overview of LLDP statistics.

e Click on the button Clear in the right-hand table column to flush the statistics of the
respective port.

e Click the button Clear below the table to flush all statistics of all ports.
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5.9.5 CDP - Configuration

Configuration Local Infarmation Meighbar Information Statistics
Enabled
Update Interval 60 (o] SEC.
Tirme ta Live 130 o se.
CDP “ersion W1 -

Fig. 81: Discovery - CDP - Configuration

This tab allows the configuration of CDP (Cisco Discovery Protocol).
e Enabled: Check or uncheck this option to enable or disable CDP.
If enabled, all other options will appear.

¢ Update Interval: Set the time status to live in seconds while the CDP transmitted
details are valid and can be displayed in the status.

¢ Time to Live: Set the interval status in seconds at which CDP frames are transmitted
on behalf of this CDP agent.

e CDP Version: Select from the drop-down list, which CDP version should be used.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.9.6 CDP - Local Information

Configuration Local Infarmation MNeighbor Information Statistics
Lacal Infarmation
— Port Ho |E|
rt —
’ Port Through Interface Port 1
Part 3 Capability
Port Management Info
Part 4
IP 192.168.11.61
Fort 5 Power Available
Port B Request ID 0
Management ID 0
Part 7 Allocated 0
Supported 0
System Configuration
Enahled @ Disabled
Time to Live 180
Update Interval &0
CDP Version %1

Fig. 82: Discovery - CDP - Local Information

This tab shows the information the device publishes in its CDP advertisements, depending on
the selected port on the left hand pane.
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5.9.7 CDP - Neighbor Information

Configuration Local Information Meighbor Information Statistics

Meighbaor Information

Port Ho

Port Through Interface
Capability

Address

IP

System Information

Device ID
Platform

System Name
Software Version
CDP Version

Power Available

Request ID
Allocated

Cther

Time to Live
VolP VLAN

[07]
25

Host | switch
192.168.11.55

MICROZENS-G6-MAC-00-60-A7-08-18-CE
Lirus

MICROSEMS GE Industrial Switch PL+
W2

30

128

Fig. 83: Discovery - CDP - Neighbor Information

This tab shows all CDP information the device have received from its CDP neighbors.
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5.9.8 CDP - Statistics

Configuration Local Information MNeighbor Information Statistics
Statistics
Port Frames In Frames In Frames Qut Frames Out lllegal Other Actions
No Vi1 V2 Vi1 V2 Checksum Errors
o1 0 0 0 0 0 0
|02| 0 0 0 0 0 0
o3| 0 ] ] 0 0 i
04| 0 0 0 0 0 0
05| D 0 0 D D 0
|06 | 0 0 0 0 0 0
(07| 149 149 0 0 0 149

Fig. 84: Discovery - CDP - Statistics

This tab shows a tabular overview of CDP statistics.

e Click on the button Clear in the right-hand table column to flush the statistics of the
respective port.

e Click the button Clear below the table to flush all statistics of all ports.
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5.10 DHCP
5.10.1 DHCP - DHCP Relay

The DHCP Relay Agent eliminates the need to use a DHCP server on each physical segment. It
can deliver messages to DHCP servers in remote physical subnets, and can also send
messages from the DHCP server back to DHCP clients that are in remote physical subnets.

DHCP Relay DHCP Snooping PPPoE Snooping ARP Inspection Status
DHCF Relay
DHCP Relay Enabled | |
Server IP Address
Remote ID Source MAC Address -
Custom Remate D
Circuit ID Source Port &liss v
Port No Relay Enabled Enahle Option 82
: [ [

Fig. 85: DHCP - DHCP Relay

This tab allows the configuration of DHCP Relay settings.

e DHCP Relay Enabled: Check or uncheck this option to enable or disable the DHCP
Relay.

e Server IP Address: Enter the DHCP server’s IP address.
¢ Remote ID Source: Select the remote ID source from the drop-down list.

¢ Custom Remote ID: With “User Defined” selected as Remote ID Source enter the
custom ID.

e Circuit ID Source: Select the port identification mode from the drop-down list:
e “Port Alias”: The port alias is used.
e “IP Port VLAN": The port’s VLAN ID is used.

e Port No: Lists all ports of the device.

¢ Relay Enabled: Check or uncheck this option to enable or disable DHCP Relay for the
respective port.

e Enable Option 82: Check or uncheck this option to enable or disable DHCP Option
82.

This option (Relay Agent Information Option) is part of the option content of the DHCP
packet.
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Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.10.2 DHCP - DHCP Snooping

DHCP Relay DHCP Snoopinig PPPoE Snooping ARP Inspection Status
DHCF Snooping
DHCP Snooping Enabled ||
Port | Snooping DHEP Filtering Snooping Trust g:[t:i?: AlTlﬁEss [I:;ll-:lj[t:: Action
No | Enabled Port 82 Verification | Limiting
1 [ ] Disabled - Auto v [ ] ] 0e
2 D Dizabled v Auto v D 10 2
E D Disabled - Auto - D D 10 2
4 D Disabled v Auto v D D 10 2
5 [] Disabled - Ao = [] [] 102
£ D Disabled - Auto - I:\ D 10 2
7 (] Disabled - Auto v [] (] 108

Cancel

Fig. 86: DHCP - DHCP Snooping

This tab shows an editable tabular overview of the DHCP Snooping settings.

e DHCP Snooping Enabled: Check or uncheck this option to enable or disable DHCP
Snooping.

e Port No: Lists all ports of the device.

e Snooping Enabled: Check or uncheck this option to enable or disable DHCP Snooping
for the respective port.

o DHCP Filtering: Check or uncheck this option to enable or disable DHCP filtering for
this port.

e Snooping Trust Port: Select the port’s trust setting from the drop-down list.
e “Auto”: Uses the port role and declares all up or downlink ports as trusted.

e “Trusted”: If DHCP Snooping is enabled for this port, the device will forward the
incoming DHCP messages “"OFFER"”, "ACK"” and “"NAK” on this port.
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e “untrusted”: If DHCP is enabled for this port, the device will discard the incoming
DHCP messages “"OFFER"”, "ACK"” and "NAK" on this port to block untrusted DHCP
server messages.

e Accept Option 82: Check or uncheck this option to let this port accept or decline
DHCP Option 82 packets.

¢ MAC Address Verification: Check or uncheck this option to enable or disable MAC
address verification for this port.

With MAC address verification enabled, the device compares the MAC address
contained in the DHCP header ("CHADDR") of the received DHCP message to the
destination MAC address. If these addresse do not match, the DHCP message is
dropped.

¢ DHCP Rate Limiting: Defines how many DHCP request are accepted per second.
When the limit is reached, DHCP flooding is assumed and the port is blocked.

The value 0 disables the rate limit check.
e Unblock Port: Click this button to manually unblock a blocked port.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.10.3 DHCP - PPPoOE Snooping

DHCP Relay DHCP Snooping PPPoE Snooping ARP Inspection Status

FPPoE Snooping

PPPoE Snooping Enabled D

Yendar (D Gkl

L4

Rermuote |0 Source MAC Address -

Custorn Rermote [D

Circuit ID Source Port Alias -

Port No Snooping Enabled
: [

Fig. 87: DHCP - PPPoE Snooping

This tab shows an editable tabular overview of the PPPOE Snhooping settings.

e PPPoOE Snooping Enabled: Check or uncheck this option to enable or disable PPPoE
Snooping.

e Vendor ID: Select the remote ID from the drop-down list as identification that this
device adds to a PPPoE request before forwarding it to the server.
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¢ Remote ID Source: The remote id identifies the client that requests a PPPoE
connection.

¢ Custom Remote ID: With “User Defined” selected as Remote ID Source enter the
custom ID.

e Circuit ID Source: Select the ID source of the port on which a PPPoOE request comes
in:
e “Port Alias”: The port alias is used.
e “IP Port VLAN": The port’s VLAN ID is used.

e Port No: Lists all ports of the device.

¢ Snooping Enabled: Check or uncheck this option to enable or disable PPPoE snooping
for the respective port.

e Click on the button Apply to confirm your choice. Otherwise, click on the button
Cancel to discard the changes.

5.10.4 DHCP - ARP Inspection

DHCP Relay DHCF Snooping PPPoE Snooping ARF Inzpection
ARP Inspection
ARP Inspection Enabled D
o | Vmecion | e | pmecton | ACL | ACDet | ac | wac | PRt | acions
Validation Validation

1 D 102 MNone - Deny = D \:\ D
2 \:\ 100 Mone Deny = D |:|
3 D 102 Maone - Deny « D \:\ D
4 D 100 Mone - Deny  « D D D
5 [] 108 Mone v Deny « [] [] []
e D 100 MNone - Deny  « D \:\ D
7 (] 102 Mone  w Deny = (] (] (]

Cancel

Fig. 88: DHCP - ARP Inspection

This tab shows an editable tabular overview of the ARP Inspection settings.

¢ ARP Inspection Enabled: check or uncheck this option to enable or disable DHCP
Snooping.

e Port No: Lists all ports of the device.
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o Inspection Enabled: Check or uncheck this option to enable or disable ARP
Inspection for the respective port.

¢ Rate Limiting: Defines how many ARP request are accepted per second. When the
limit is reached, a DDOS attack is assumed and the port is shut down.

The value 0 disables the rate limit check.

o Inspection Database: When set to another value than "NONE”, the MAC-IP
relationship of the incoming ARPs is verified against the selected table.

This ensures that only valid MACs enter the network.

e ACL Name: Enter the name of an existing ACL which declares which IP/MAC relations
are acceptable. Several ACLs may be specified with a comma separated list.

Note:
For more information about managing ACLs refer to section 5.6.12 on page 56.

e ACL Default Logic: Defines which action is taken when none of the ACL records
matches.

Default is “deny” which blocks the ARP.

e Source MAC Validation: Check or uncheck this option to enable or disable source
MAC validation for the respective port.

o Destination MAC Validation: Check or uncheck this option to enable or disable
destination MAC validation for the respective port.

¢ IP Range Validation: Check or uncheck this option to enable or disable IP range
validation for the respective port.

Checks ARP for invalid addresses. Invalid addresses include “0.0.0.0",
"255.255.255.255" and all IP multicast and loopback addresses.

Sender IP addresses are checked in all ARP requests and responses, and target IP
addresses are checked only in ARP responses.

e Unblock Port: Click this button to manually unblock a blocked port.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.10.5 DHCP - Status

DHCP Relay DHCP Snooping PPPoE Snooping ARP Inspection Status

Snooping Statistic

Port Trust Mode Number of DHCP Processed Humber of DHCP Dropped Last Drop Reason
1 untrusted o 1l oK
2 untrusted 0 0 oK
El untrusted 0 il oK
4 Untrusted 0 0 ok
5 Trusted ] a oK
£ Trusted 0 0 ok
7 Trusted o 1l o

Clear Statistics &

Snooping Table

Port MAC VID Leased IP Last Updated Last UpdatedEpoch Lease Time

Mone

Clear Tahle €

Fig. 89: DHCP - Status

This tab shows a tabular overview of the DHCP status of all ports.
e Clear Statistics: Click this button to clear all DHCP Snooping statistics.
e Clear Table: Click this button to clear the DHCP Snooping table.
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5.11 Redundant
5.11.1 STP - Bridge Configuration

Bridge Configuration Ports Configuration MSTP Groups
Mode Disabled -
WESTP Region Mame REGIChH
WMETP Revision Level o i

MSTP Max Hops ]

ey

Priarity 276G -

T Hold Caount &

ey

Forward Delay 15 i
hax Age i <
Hello Time 2 i

Cancel

Fig. 90: Redundant - STP - Bridge Configuration

This tab allows the bridge configuration of the devices STP settings for redundant network
topology.

e Mode: Select the redundant mode from the drop-down list
e “Disabled”: Disables redundant ring functionality.

Otherwise (i.e., a Spanning Tree Protocol is selected), when a network loop is
detected, both affected ports will be blocked.

e "“STP”: Selects Spanning Tree Protocol.
e "“RSTP": Selects Rapid Spanning Tree Protocol.
e "“MSTP”: Selects Multiple Spanning Tree Protocol.
¢ MSTP Region Name: Assign the MSTP region name.
e MSTP Revision Level: Assign the MSTP revision level.
¢ MSTP Max Hops: Set the maximum hops for the BPDU packets of MSTP.
e  Priority: Set the root priority from values “0” to “"32768".

The smaller the value, the higher the priority.
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The higher the bridge priority of a switch, the more likely the switch will become a
root bridge.

TX Hold Count: Set a limit value for BPDU transmissions.
The internal counter is increased by 1, every time a BPDU is received.
It is decreased by 1 every second.

When the internal counter value reaches the RX Hold Count setting, sending a BPDU is
delayed.

Forward Delay: Set the time in seconds the device will remain in listening and
learning state before sending a packet after a network topology change.

Max Age: Set the STP timer for the BPDU survival time in seconds.

Hello Time: Set the time period in seconds the root bridge will send BPDUs.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.11.2 STP - Ports Configuration

Bridge Caonfiguration Parts Configuration MSTP Groups Status
MSTP
Admin | Admin | Admin MSTP MSTP Default MSTP Port

Port P2p Edge Path Default Port Admin Path Admin BPDU

No |Enable|Priority| Port Port Cost Priority Priority Cost Path Cost | Guard | Actions
| [ 12  |wte  @MNe 0 128 0 Disabled | Edt
2| [] 128 |arto @ Mo i 128 i Disabled | 4 Edit
| [] 128 |wte @ No i 128 i Disabled | . Ecit
04[] 128 |wte @ No 0 128 0 pisabled |/ Edt
sl [] 128 |arto @ Mo i 128 i Disabled | Edit
s [] 128 |wte @ No i 128 i Disabled | . Ecit
07 (] 128 ata @ Mo 0 128 0 Disabled = Edt
L;:G D 128 auto @ Mo 0 128 0 Disabled # Edit
LEI'-‘;G D 128 o @ Mo 0 1325 0 Disabled # Edit
I_EI‘-‘;G D 128 Auto @ Mo o 128 o Disabled 4 Edit

Cancel

Fig. 91: Redundant - STP - Ports Configuration

This tab shows an editable tabular overview of the STP port settings.

Click on the button Edit to modify the respective port’s STP settings.
e Port No: Lists all ports of the device.
e Enable: Check or uncheck this option to enable or disable STP for this port.
e  Priority: Select the STP priority for this port from the drop-down list.

e Admin P2P Port: Select the point-to-point link type for this port from the drop-down
list.

¢ Admin Edge Port: Check or uncheck this option to enable or disable the edge port
function for this port.
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If a device’s port is directly connected to a terminal device, this port is called “edge
port”. With this option enabled this port does not participate in RSTP operations (e.g.
receive or process BPDU packets).

This port can be switched directly from “Disabled” to “Forwarding” state.
¢ Admin Path Cost: Set the path cost of the root bridge.

e MSTP Default Priority: Set the priority used in all MSTP instances unless otherwise
configured in MSTP Port Priority.

Note:
Value has to be a multiple of 16.

e MSTP Port Priotity: The port priotity used in all specific MSTP instances.

Note:
Value has to be a multiple of 16.

e MSTP Default Admin Path Cost: The port path cost used in all MSTP instances
unless otherwise configured in MSTP Port Admin Path Cost.

e MSTP Port Admin Path Cost: The port path cost used in specific MSTP instances.

e BPDU Guard: Check or uncheck this option to enable or disable the BPDU guard for
this port.

If enabled, this port switches to “blocked” state as soon as it receives a BPDU.
The event "BPDU_GUARD_EVENT" is generated.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.11.3 STP - MSTP Groups

Bridge Configuration Parts Configuration WMESTP Groups

MSTE Groups

MSTP ID Bridge Priority VIDs Actions

Mo ltern

Cancel

Fig. 92: Redundant - STP - MSTP Groups

The tab allows the configuration of MSTP groups.

Note:
This table defines MSTP parameters that may differ between instances. Several VLANs may
share the same MSTP group. If needed up to 63 table entries can be created.

¢ Edit: Opens the edit dialogue of the respective group entry. Change the entries as
needed.
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e Add: Opens the dialogue for adding a new group.

Create Entry

MESTR 1D -

Bridge Priority -

W10 List

Cancel

Fig. 93: Event & Log - Targets - Add

e MSTP ID: Select the ID from the drop-down list.
e Bridge Priority: Select the bridge priority from the drop-down list.
e VID List: Enter the VLAN IDs that should take part in the MSTP group.

Click on the button OK to confirm your choice. Otherwise, click on the button
Cancel to discard the changes.

e Delete: Deletes the respective entry.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.11.4 STP - Status

Bridge Configuration Parts Configuration MSTF Groups
CIST Status
Time
Internal Since Topology
Root Root Root Topology Topology Change
Bridge ID Cost Regional Root Cost Root ID Port Change Change Count
32765-GAEA ATEAEF 3B ] 32TEE- OREAATAAEFIE 0 32TES- OREAATAAEFIE 0 0 @ Mo 0
MSTI Status
MSTP Bridye Root Root Root Time Since Topology Topology Topology Change
1D 1D Cost 1D Port Change Change Count
Mo ltem

Fig. 94: Redundant - STP - Status

This tab shows a detailed tabular overview of the devices STP status.
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5.11.5 G.8032 - G8032 Configuration

GB032 Configuration
38032 Configuration
Name Detail Actions
Enahled ) Enahbled
VLAN ID 1
Ring ID 1
Ring Type tlajor
Ring Role Maone
Ring Port 0 1
Ringt Ring Port1 z sedt LIRS

Revertive () Enabled
Guard Timer (ms.) S00
WTR Timer (min.} 5
Hold Off Timer fsec.) 0
Protect Switch Mone
Protect Port Mone
Data Traffic VID List M4,

Cancel

Fig. 95: Redundant - G.8032 - G8032 Configuration

This tab shows a tabular overview of availabe G.8032 rings.

o Edit: This button opens the edit dialogue to edit the respective ring entry.
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e Add: Opens the dialogue for adding a new ring entry.

Create Entry

Marme

Enabled

WLAN

Ring 1D

Ring Rale

Ring Type

Ring Port O

Ring Port 1

Rewertive

Hold Off Tirmer

Guard Tirmer

YWTR Tirner

Protect Switch

Protect Port

Diata Traffic WID List

Ringt

Mone -

Major »

a00 ms.

5 i,

Mone -

Mone v

Cancel

Fig. 96: Redundant - G.8032 - G8032 Configuration - Add
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e Name: Descriptive name for this entry.
¢ Enabled: check or uncheck this option to enable or disable this entry.
- Red indicator: Entry is disabled.
- Green indicator: Entry is enabled.
e VLAN ID: The VLAN ID of the ring packets.
e Ring ID: The ID of this ring.
¢ Ring Role: Select one of the following entries:
- Owner
- Neighbor
- None
e Ring Type: Shows the ring type:
- Major
- Sub
¢ Ring Port 0: Select the port that acts as Ring Protection Link (RPL).

The ring protection link is the ring link that under normal conditions, i.e., without
any failure or request, is blocked (at one or both ends) for data traffic, to prevent
a loop.

¢ Ring Port 1: Select the port that is connected to the ring under normal conditions.
This port is set to “forwarding” state.

¢ Revertive: Check this option to enable revertive switching.

e Holf Off Timer: Set the time in seconds for the hold-off timer in seconds.

The hold-off timer delays a notification about a ring error for the assigned time. In
case of the error persists after this duration, it will be reported.

e Guard Timer: Set the time in milliseconds for the ring guard timer.

The guard timer is used to prevent Ethernet ring nodes from acting upon outdated
R-APS messages and prevents the possibility of forming a closed loop.

¢ WTR Timer: Set the time in minutes for the WTR timer.

e Protect Switch: Select the port blocking mode from the drop-down list:
- “None”
- *Manual”
- “Force”

e Protect Port: Select the ring port from the drop-down list.

o Data Traffic VID List: Enter a comma-separated list of VLAN IDs.

Click on the button OK to confirm your choice. Otherwise, click on the button
Cancel to discard the changes.

e Delete: Deletes the respective entry.
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Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5116 G.8032 - Status

GB032 Status

58032 Status

. . Ring Ring . .
Ring Ring . Forwarding Forwarding .
Name ViD Enabled Role T P;rt P|1th Ring State Portd Port 1 Actions
Ring1 1 ] None Fajor 1 z Frotection @ Blocking @ Blocking [N R Clear State

Fig. 97: Redundant - G.8032 - Status

This tab shows a tabular overview of the status of all enabled G.8031 rings.
e Switch Now: Click on this button to switch the respective ring entry.
e Clear State: Click on this button to clear the ring’s state.

5.11.7 MS Ring - Configuration

Configuration Status Statistics

Configuration

Name Ring Enabled Ring Master Ring ID Port No Side A Port No Side B Actions

MEZRing O Ves @ Mo L |E| |E| FEdt LG

Cancel

Fig. 98: Redundant - MS Ring - Configuration

This tab shows a tabular overview of availabe MS rings.
o Edit: This button opens the edit dialogue to edit the respective ring entry.
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e Add: Opens the dialogue for adding a new ring entry.

_reate Entry

Mame
Ring Enabled

Ring Master |:|

Ring ID
Fort Mo Side A v
Port Mo Side B -

Cancel

Fig. 99: Redundant - MS Ring - Configuration - Add

¢ Name: Enter a descriptive name for this entry.
¢ Ring Enable: Check or uncheck this option to enable or disable this ring.

¢ Ring Master: Check or uncheck this option to enable or disable this ring as ring
master.

e Ring ID: Set the ring ID for this entry.
e Port No Side A: Select the port number from the drop-down list.
e Port No Side B: Select the port number from the drop-down list.

Click on the button OK to confirm your choice. Otherwise, click on the button
Cancel to discard the changes.

e Delete: Deletes the respective entry.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.11.8 MS Ring - Status

Configuration Status Statistics

Status
L ast Ring Global Ring Error Ring Port A Ring Port B
Name State StateChange Interrupt Alarm Detected Interrupted Interrupted
Mo ltemn

Fig. 100: Redundant - MS Ring - Status

This tab shows a tabular overview of the status of all available MS rings.
5.11.9 MS Ring - Statistics

Configuration Status Statistics

Statistics

Name Number Of Backups

Mo ltern

Fig. 101: Redundant - MS Ring - Statistics

This tab shows a tabular overview of the statistics of all available MS rings.
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5.12 Events
5.12.1 Actions - Configuration

Name Severity

Alive Test Event Info -
Button Pressed Info v
Cable Change Detected Info -
Cable Connection Established Info -
Cable Connection Lost Info v
Change Configuration Info -

Fig. 102: Events - Actions - Configuration

This tab offers to assign severity levels to actions. The different severity levels are:
e Disabled: Syslog output to this target is disabled.
e Debug: Internal system debugging information.
e Info: Information without important consquences.
e Notice: Notification about normal occurence.
e Warning: Warning about a normal problem.
e Error: Unexpected error has occured.
e Critical: Critical error which compromises data traffic or stability.
e Alert: Very important error condition.
e Emergency: Highest possible error condition.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.12.2 Logs - Configuration

Configuration Targets Recent Logs Logs Statistics
Auto Discovery Beacon Disabled -
Log File Storage Feishd Disk -

Send Test Event «f Send Test Event

Cancel

Fig. 103: Events - Logs - Configuration

This tab allows the management of event and logs.

e Auto Discovery Beacon: Disable or select the interval of sending discovery beacons
(alive test event) to the defined target from the drop-down list.

e Disabled
e Every 10 seconds
e Every minute
e Every 5 minutes
e Every 15 minutes
e Every hour
e Log File Storage: Select, where the system should store the log files.

e Flash: The log files are stored within the device’s non-volatile flash memory. They
are accessible via FTP and are retained even after the device is switched off.

e RAM Disk: The log files are stored within the device’s RAM. When the device is
switched off the log files will be removed.

e Send Test Event: Click on this button to manually send an alive test to the defined
target.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.12.3 Logs - Targets

Configuration Targets Recent Logs Logs Statistics
Targets
Host Minimum SHMP V3 Trap
Name Address Log Type Severity Username Community Actions
Display In . )
U MAA, oLl Info snmptrap public # Edlt
Cancel

Fig. 104: Events - Logs - Targets

The tab allows the configuration of notification targets.

e Edit: Opens the edit dialogue of the respective target entry. Change the entries as
needed.

e Add: Opens the dialogue for adding a new target.

Zreate Entry

Mame

Host Address

Log Type Dizahled -

Mlinirmum Severty Dizabled -

SMMP W3 Usemarne

Trap Cammunity

Cancel

Fig. 105: Event & Log - Targets - Add Target
¢ Name: Enter a descriptive name of the target.

e Host Address: Enter the IP address of the target.
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e Log Type: Select the target type from the drop-down list.
- “disabled”: Disables the target.
- “syslog”: UDP protocol, using standard port 514, complying to syslog format.
- "SnmpTrapV1/V2c/V3": Using traps of the respective SNMP version.
- “SnmplInformV2c/V3”: Using notifications of the respective SNMP version.
- "Display in CLI": Using CLI as target.
- "Recent Logs”: Using recent logs as target.

e Trap Community: When activating SNMP traps, this field appears. Enter the
respective SNMP trap community string.

¢ Minimum Severity: Select the minimum event severity that is necessary for
notification of the target.

e SNMP V3 Username: Assign the username for SNMP V3.
e Trap Community: Assign the trap community.

Click on the button OK to confirm your choice. Otherwise, click on the button
Cancel to discard the changes.

e Delete: Deletes the respective entry.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.12.4 Logs - Recent Logs

Configuration Targets Recent Logs Logs Statistics

Fecent Logs
0720

Type Timestamp Severity Message

Mo ltern

Fig. 106: Events - Logs - Recent Logs

This tab shows a tabular overview of recent events.
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5.12.5 Logs - Logs

Configuration argets Recent Logs Statistics
Logs
Show 10 =  entries all entries: 5
Type Timestamp Severity Message
. 2060-04-01 . } . )
Lagin Success 0795 Lagin Successfully User: admin, Interface: WEBE.
. 2060-04-01 . .
Login Success 01-49-33 Login Successfully User: admin, Interface: WEB.
. 2060-04-01 . } . )
Login Success 01-159-50 Login Successfully User: admin, Interface: WEB.
. 2060-04-01 . i . )
Lagin Success 010596 Lagin Successfully User: admin, Interface: WEB.
2060-04-01 Operating Termperature 0K, Termperature: 30 C. Level:
Termperature Ok 01:01:13 NORMAL
2060-04-01 Initial System Cold Start. Reason: Power Up. Wersion
Cold Start 01:01:12 Information: Y/1.0.11.
Docker Engine Start 2080-04-01 :
Success 01-00-50 Docker Engine start successfully.
Docker Engine Stop 2060-04-01 .
. Sy Docker Engine stop successfully.
Previous - et
Fage: 1/1

Fig. 107: Events - Logs - Logs

The tab shows a tabular overview of all events.

Note: The event list is stored in the volatile RAM. On system restart/reset all entries will be
deleted.

¢ Show xx entries: Select the number of entries shown in the table.
e Clear All: Deletes all entries.

e Previous / <No.> / Next: Browse forward and backward through the entry pages or
select a specific page.
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5.12.6 Logs - Statistics

Configuration Targets Recent Logs Logs Statistics
Statistics
Active Loy File Index 1
Last Syslog Response PR,
Logfile 1 Size 15 KB
Logfile 2 Size 0E
Logfile Counter B
Number Of Targets 1
Syslog Counter 0
Syslog Error Counter 0
Trap Counter 0
Trap Error Counter 0

Fig. 108: Events - Logs - Statistics

This tab shows general log file statistics.
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5.13.1 Docker - Overview

Chyervien Image Container
Engine
Version
Client Version
Server Version
Upgrade Engine
Storage
Hub
Hub URL

Archive

18.63.6

1l8.89.6

@ Fram Local File O Fram FTF

@ Fiease notice that system will reboot after docker upgrade successfully,

Total: 192 MB

14 MBE Used 178 MB Free

Apply

Fig. 109: Docker - Overview

This tab shows an overview of the docker statistics.

¢ Engine: Shows several version humbers of the docker engine.

¢ Upgrade Engine: Check one of the following options to assign the engine file source.

e From Local File: After clicking the + icon the file manager dialogue of your web
browser opens to select a local directory from where you want to load the docker

engine file.

e From FTP: When selecting the FTP option for import, enter the FTP address in the
appearing address field and click on the button Start.
The FTP address format reads as follows:

ftp://username:password@url/<Docker engine file>
(Example: ftp://admin:adminstrator@192.168.0.101/<Docker engine file>)

After a docker update finished successfully, the device restarts automatically.
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e Storage: Shows the actual memory usage of docker.
e Hub URL: Enter the hub URL (e.g. hub.docker.com).

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.13.2 Docker - Image

Container Archive

Image
+ Add &
# Running Repository Tagy Image ID Created Size Actions m a
4 hours - et +
1 (] “none: “honex 1b0OShEL49960 290 7 EMB = Fun B Delete * Push

Fig. 110: Docker - Image

This tab shows a tabular overview of all executable Docker images.

Note: First you have to load the respective Docker image into the device, either by a
determined Docker Hub or via loading a Docker image as local file or from an FTP server.

e #: Index number of the image.

¢ Running: Indicator, whether a Docker image is currently running.
e Green: Image is active.
e Grey: Image is not active.

¢ Repository: Shows the image’s repository.

e Tag: Shows the tag of the image.

¢ Image ID: Shows the unique Docker image ID.

e Created: Shows the age of the image.

e Size: Shows the image’s size.

- 106 -
©2022 MICROSENS GmbH & Co. KG All Rights Reserved



100 Micro Switch MICROSENS

e Add: Opens a dialogue to add a Docker image from the hub.

Add Image From Huo

Repository

Field is required. Text must be between 1 and 50 characters
in length.

Tag

Cancel

Fig. 111: Docker - Image - Add from Hub

¢ Repository: Enter a repository that is available from the assigned Docker hub URL
(see page 105).
e Tag: Enter a tag for this image.

Click on the button Add to confirm your choice. Otherwise, click on the button Cancel
to discard the changes.

Important: The Docker image must support ARM architecture!

e Run: Executes the respective Docker image. To execute an image, enter the following
additional information:

Funlmage

Command

Ports Published Port Docker Port Actions

L&}
L&}

Fig. 112: Docker - Image - Run

¢ Command: Enter the Docker command.
o Publish Port: Set the container’s publish port.
o Docker Port: Set the containers’s Docker port.
Click on the button Add to assign the port settings to the Docker image.

Click on the button Run to execute the image. Otherwise, click on the button
Cancel to abort.
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e Delete: Deletes the specific Docker image.

e Push: Push the Docker image to the assigned Docker Hub.

5.13.3 Docker - Container

Chyervieny Irmage Container Archive

Container

Container ID degzacgb7 £l
Image ID 1b0EbE£49960
Status (O Up 50 seconds

Command #demo

Ports
0 Published Docker Port
Port
50000 A080
CPU 0%

RAM (Usage/ 0.84 % { 980 KiE / 150 MiB

Limit J AB:A2:20 16:42:40 161300 16:13:20 16:13:48:14:00 16:14:20
RX 1.3kE
TX 0B

Actions

« Comrmit €

Fig. 113: Docker - Container

This tab shows the status of the last active Docker image.

e Container ID: Shows the unique container ID, automatically assigned by the system
on image start.

¢ Image ID: Shows the unique Docker image ID.
e Status: Shows the operating time of the container.
¢ Command: Shows the respective Docker command.

e Published Port: Shows the container’s published port (as assigned during container
start).
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o Docker Port: Shows the container’s Docker port (as assigned during container start).
e CPU: Shows the current CPU load of the running container.

¢ RAM (Usage/Limit): Shows the current RAM usage and RAM limit of the running
container in percentage and absolut values.

¢ RX / TX: Shows the network traffic of the running container.
e Stop / Run: Click on this button to stop or start the container.
e Commit: Click on this button to commit the container into a new image.
e Export: Click on this button to export the container.
¢ Remove: Click on this button to remove the container’s information from this tab.
Note: The Docker image remains in the list executable images!
5.13.4 Docker - Archive

Chyervieny Irmage Container Archive

Archive

+4dd @&

# Name Size Created Time Actions ﬂ a

1 npd?-dockerarchive-derno.tar 7.3ME 20E50/04/01 02:14:04  BEEIEER E mport to Image

Fig. 114: Docker - Archive

This tab shows a tabular overview of available Docker images on the device.

Note: As long a Docker image is not “imported” to the image list (see page 106), it cannot be
executed!
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e Add: Opens the dialogue to load a docker image into the device.

Add Archive

I@l From Local File C:l From FTP

W Cancel

Fig. 115: Docker - Archive - Add

¢ From Local File: After clicking the + icon the file manager dialogue of your web
browser opens to select a local directory from where you want to load the Docker
image file.

e From FTP: When selecting the FTP option for import, enter the FTP address in the
appearing address field and click on the button Start.
The FTP address format reads as follows:

ftp://username:password@url/<Docker image file>
(Example: ftp://admin:adminstrator@192.168.0.101/docker-image.zip)
Note: The Docker image is a zip or tar file that does not need to be unzipped.

Click on the button Start to load the Docker image into the device. Otherwise,
click on the button Cancel to abort.

After successfully loading the Docker image into the device, it is listed in the
tabular overview.

Note: The Docker image is not ready for execution yet! Before you can run the
Docker image you have to import it.

¢ Import to Image: Click on this button to import the respective Docker image into the
list of executable images.

The image is listed in the tabular overview of executable images (see page 106).

¢ Delete: Delete the respective image.
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5.14 Access
5.14.1 Authentication - Configuration

Configuration

Basic

Authentication Mode Local -

Cancel

Fig. 116: Access - Authentication - Configuration

User management happens either via the device’s local user database or an external server
(RADIUS or TACACS+).

e Authentication Mode: Select the authentication mode from the drip-down list:

e "“Local”: User’s credentials have to be stored in the local database. If not found,
the user gets no access.

e "“Local then RADIUS"”: If the user’s credentials are not found in the local database,
the device requests data from the RADIUS server. If the user is unknown to the
RADIUS server, he gets no access.

e “Local then TACACS+": If the user’s credentials are not found in the local
database, the device requests data from the TACACS+ server. If the user is
unknown to the TACACS+ server, he gets no access.

e “RADIUS then Local”: The device requests data from the RADIUS server. If the
user is unknown to the RADIUS server, the device searches the local database. If
not found, the user gets no access.

e “RADIUS": User’s credentials have to be stored in the RADIUS server’s database. If
not found, the user gets no access.

e “TACAS+ then Local”: The device requests data from the TACACS+ server. If the
user is unknown to the TACACS+ server, the device searches the local database. If
not found, the user gets no access.

e "“TACACS+": User’s credentials have to be stored in the TACACS+ server'’s
database. If not found, the user gets no access.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

- 111 -
©2022 MICROSENS GmbH & Co. KG All Rights Reserved



100 Micro Switch MICROSENS

5.14.2 Authentication Servers - Configuration

Zonfiguration

Name Server Type Host Address Port Shared Secret Interim Interval Actions

localhost RADIUS 192.1658.0.22 1512 lZ3strongsecret &0 # Edit

Cancel

Fig. 117: Access - Authentication Servers - Configuration

This tab shows a tabular overview of currently exisiting authentication server entries.

¢ Edit: Opens the edit dialogue of the respective target entry. Change the entries as
needed.

Note: Make sure these changes fit the respective server settings!

e Add: Opens the dialogue for adding a new target.

Create Entry

Marne
Server Type R DILS -
I:& Host Address

Port

ey

Shared Secret

Interirm Intereal

ey

Cancel

Fig. 118: Access - Authentication Servers - Configuration - Add

¢ Name: Enter a descriptive name of the server.

e Server Type: Select a server type (RADIUS, TACACS+) from the drop-down list
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e Auth Host Address: Enter the authentication server’s IP address.
e Auth Port: Enter the port number (default: 1812).
Note: Unless necessary, leave the default setting as is.

¢ Auth Shared Secret: Enter the password for authentication with the
authentication server.

Available characters are: a-z, 0-9, ~!@$%"*+- 2:=.
¢ Interim Interval: Set the interval in seconds between accounting updates.
Note: Set to “"0” to disable updates.
Note: It is recommended to use at least two authentication servers for fallback issues.
e Delete: Deletes the respective entry.

Note: It is not allowed to delete a RADIUS server that is determined as primary or
fallback server!

Click on the button OK to confirm your choice. Otherwise, click on the button Cancel
to discard the changes.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.14.3 User Permission - User
There are two predefined user accounts (see section 3.2 on page 9).

Note: Only users with administrator access rights can manage user accounts.

User Group
lUser
SHMP V3
Encrypted
Name Permission Groups Interface Auth Privacy Password Actions
I b
O Yes D Yes
. Read YWrite admin- ; )
admin Evecute aroup C) Yas O “es Mone Mone it WMy # Eiit
O Yes 0 “es
it Wy
— I b
limited- O Yes O Yes
EToup
user Read Only D Yes @ No Mone Mone F By FA="l = [clete
public- —~
e oun O Yes @ Mo
Foo

Cancal

Fig. 119: Access - User Permission - User
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Note: It is strongly recommended to assign different passwords at least for users “admin” and
“user” after first login to prevent unauthorized access to the device!

This tab shows a tabular overview of all registered users.

Edit: Opens the edit dialogue of the respective user entry. Change the entries as
needed.

Add: Opens the dialogue for adding a new user.

Create Entry
Mame office
IZ@ Password 'C:' Encrypted |@| Plaintext
General Access Rights Mo Access -
Associated Groups
Interface  (mg|Tenet  [E@]SSH (&) web SNMP NMP [Ed|FTP
SHMP %3 Security Level Mane -
Cancel

Fig. 120: Access - User Permission - User - Add

User Name: Enter a unique and descriptive user name.
Password: Enter a secure password. Select, wh

General Access Rights: From the drop-down list, select the access rights for this
user (No Access, Execute Only, Read Only, Read Write, Read Execute, Read Write
Execute).

Associated Groups: Enter the group name the user should be associated to.
Note: It is possible to enter multiple groups, separated by comma.

Interface: Select the access methods available for this user (Telnet, SSH, Web,
SNMP, NMP, FTP).

SNMPv3 Security Level: Select one of the following entries from the drop-down
list (None, OnlyAuth, Auth & Privacy)

I\\

Note: With security level "none” selected, the user account does not support

SNMPv3.
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e Delete: Delete the respective user.
Note: At least one user with administrator access rights must exist. It is not possible
to delete the only administrator account. The respective button is disabled.

Click on the button OK to confirm your choice. Otherwise, click on the button Cancel
to discard the changes.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.14.4 User Permission - Group

Broup
Name Path Permission Actions
admin- Read Write ) ‘

! # Edit

group Execute
limited- / Read Only it ‘
group
public- / Read Only P ‘
group

Cancel

Fig. 121: Access - User Permission - Group

This tab offers to manage user groups. There are three predefined user groups.

e Edit: Opens the edit dialogue of the respective group entry. Change the entries as
needed.
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e Add: Opens the dialogue for adding a new user.

Create Entry S
MNarme restricted-group
Pattern m
Path Permission []

=] Mo Access - n

Ok Cancel

Fig. 122: Access - User Permission - Group - Add

¢ Name: Enter a unique and descriptive group name.

e Add: Click on this button to add a parh and a specific permission to access this
path for group members.

It is possible to add multiple paths with different access rights.
e Path: Select a specific path from the drop-down list.

¢ Permission: Select the respective access right from the drop-down list for the
selected path.

e Delete: Click on this button to delete the specific entry.

Click on the button OK to confirm your choice. Otherwise, click on the button
Cancel to discard the changes.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.14.5 Restriction - Configuration

Zonfiguration

Hame Mode IP Actions ‘

Mone

Cancel

Fig. 123: Access - Restriction - Configuration

This tab offers the configuration of restriction settings to grant or reject user logins by means
of their respective IP address.

e Add: Opens the dialogue for adding a new address entry.

Create Entry

Name others
Mode Permit v
P 192.168.10.1| ‘

Fig. 124: Access - Restriction - Configuration - Add Entry

¢ Name: Enter a descriptive name for this entry.
e Mode: Select the mode (Permit, Deny, Unused) from the drop-down list.
e IP: Enter the IP address.

Click on the button OK to confirm your choice. Otherwise, click on the button
Cancel to discard the changes.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.14.6

Status - Status

MICROSENS

Number of logins: 4
Auth Login
Username Name Login ID Timestamp Login Connect Service
State = - - - - Epoch S Time S -
EXPIRED admin admin el mdmnaszs o MRSy
01:05:26 geconds
1 hours 13
EXFIRED admin admin eb295c18 3?610905901 2845004399 minutes B Wi'eh
o seconds
EXPIRED admin admin sObcgps  2Do0OADT opapnOg17y o minutes 32
01:49:33 seconds
ACTWE_LOGIN  admin admin bor7cley | 20040l opapnn7zes o Mminutes A0
- 02:07:25 seconds

Fig. 125: Access - Status - Status

This tab offers a tabular overview of active and recent user logins.
5.15 File

5.15.1 Server - Configuration

Configuration

Enable FTP Server \:l

Cancel

Fig. 126: File - Server - Configuration

e Enable FTP Server: Check or uncheck this option to enable or disable the internal
FTP server of the device.

With FTP server enabled, users can use an FTP client to login to the switch and e.qg.
transfer firmware images or configuration script files to the device.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.15.2 Certificate - Configuration
Configuration Certificate Files

Activate For Web default -

Activate For Supplicant detaut -

Activate For SHMP Agent default -

Activate Far SNMP Manager
Certificate Username Actions
default admin W Delete
Cancel

Fig. 127: File - Certificate - Configuration

This tab offers to select the existing certification files for their particular uses.

Activate For Web: Select a certificate file from the drop-down list that applies for
web access to the device.

Activate For Supplicant: Select a certificate file from the drop-down list that applies
for supplicant use.

Note: Certificate files for supplicants are neccessary only when they use TLS
authentication.

Activate For SNMP Agent: Select a certificate file from the drop-down list that
applies for the SNMP agent.

Activate For SNMP Manager: The tabular overview shows already assigned
certificates.

To assign additional certificates, click on the button +Add and select a certificate and
a registered user name.

To delete an entry, click on the button Delete.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.15.3 Certificate - Certificate Files

MICROSENS

Cerificate Files

Name Actions gn
default = Export
default-ca = Expart B Delete

Fig. 128: File - Certificate - Certificate Files

This tab shows a tabular overview of all available certificate files.

e Export: Click this button to export the respective certificate file either as local file or

as upload file for an FTP server.

¢ Delete: Click on this button to delete the respective certificate file.

e Import: Click on this button to import a new certificate file.

Benport

Method (@) As Local File () To FTP

Marne

Client Cerificate

Client Key

Certificate
Authority

@ (optional)

B Cancel

Import

ethad

Narne

Type

Client Certificate

Client ey

Certificate
Authority

N

() s Local File (@) To FTP

FTP -
Transter file via URL Cpcir.)
Transfer file via URL (ftpoi..)

(optioral)

B Cancel

Fig. 129: File - Certificate - Certificate Files (Local File/FTP)

. Method: Select whether to use a local certificate file or to download a certificate file

from a server.

e Name: Enter a descriptive name for the certificate.
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Type: When selecting the FTP option for import, select the server type from the drop-
down list ("FTP”, “FTPS”, “SFTP").

Client Certificate: Name of the client certificate file (mandatory).
Client Key: Name of the client key file(mandatory)
Certificate Authority: name of the certificate authority file (optional).

With local file selected, click on the + icon of the respective file area to open the file manager
of your operation system and select the respective file.

With FTP selected, enter the server address, the login credentials and the respective file name.

Click on the button Import to start the file upload or Cancel to discard the changes.

5.16 User Interfaces

5.16.1

CLI - Configuration

Configuration

Enable Telnet

Enable S5H

L

Inactivity Timeout 300 SEC.

Welcome Message wiglcome to Micro Switch CLI

Cancel

Fig. 130: User Interfaces - CLI - Configuration

Enable Telnet: Enable or disable Telnet access for all users.
Enable SSH: Enable or disable SSH acces for all users.

Note: If both Telnet and SSH access are disabled, it's only possible to access the
switch via web GUI.

Inactivity Timeout: Set the idle time (no session activity) in seconds, before the
users are logged out by the system.

Welcome Message: Enter the message the device will show the users after
successfully logged in via Telnet or SSH.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.16.2 CLI - Status

Configuration Status

Status
last instance: [
Launch
Username| Command Line Process ID Timestamp

Maone

Fig. 131: User Interfaces - CLI - Status

This tab offers a tabular overview of all users recently and currently logged in.
5.16.3 Waeb - Configuration

Note:
Changes only become active after restarting the web server or the whole device.

Configuration Timeout

Protocol HTTPS Onily v

HTTF Fort a0 ]

HTTPS Port 443

ey

Certificate Passphrase @ Encrypted O Plaintext

Login Message MICROSENS Switch

Cancel

Fig. 132: User Interfaces - Web - Configuration

e Protocol: Select the transfer protocol from the drop-down list:
o Disabled: No web access is allowed. Access is only possible via SSH and or Telnet.
e HTTP Only: Web access is only allowed via unsecure HTTP.

Note:
This is strongly not recommended for security reasons!
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e HTTPS Only: Web access is only allowed via secure HTTPS. Access via HTTP is not
possible.

e HTTP & HTTPS: Both transfer protocols HTTP and HTTPS are allowed.
Note: For security reasons it is strongly recommended to use HTTPS only!
e HTTP Port: Enter the HTTP port (default: 80).
e HTTPS Port: Enter the HTTPS port (default: 443).
Note: Unless it is strictly necessary, leave the default port settings as is.

¢ Certificate Passphrase: Select whether the certificate passphrase is encrypted or in
plain text.

¢ Login Message: This message is displayed during login to the management web
server.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.16.4 Web - Timeout

Configuration Timeout

YWyeh Tirmeout BE400

(4]

SEeC.

Cancel

Fig. 133: User Interfaces - Web - Timeout

¢ Web Timeout: Set the idle time (no session activity) in seconds, before the users are
logged out by the system.

Note: The value “"0” will prevent users from being disconnected automatically from the
system after a period of inactivity.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.

5.16.5 Web - Actions

Configuration Timeout

Restart Weh Semer D Restan

Fig. 134: User Interfaces - Web - Actions

¢ Restart Web Server: Click on the button Restart, to restart the web server.

Note: The restart will log-out all users, which are currently logged-in!
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5.16.6 SNMP - Configuration (Device Information)

Configuration Browser Status Actions

Device Information

Sygtem Degcription MICROSENS Micro-Switch

System Mame MICROSENS Switch

Systern Location

Systern Group
System Contact sUppOrEmicrosens de
System Ohject 1D 4361413811074

Fig. 135: User Interfaces - SNMP - Configuration (Device Information)

e System Description: System description used by SNMP.

¢ System Name: System name used by SNMP.

¢ System Location: System location used by SNMP.

¢ System Group: System group used by SNMP.

¢ System Contact: System contact used by SNMP.

¢ System Object ID: Response to SNMP sysObject requests.
5.16.7 SNMP - Configuration (V1/V2 Configuration)

VAR 2 Configuration

Enable SNMP 41
Enable SNMP v2C

Get Community public
Set Community parivate

SHMP W12 Username admin

Permit W12 Set Commands D

Fig. 136: User Interfaces - SNMP - Configuration (V1/V2 Configuration)

¢ Enable SNMP v1: Enable or disable SNMP v1 version. If disabled, the switch will not
support SNMP v1.

¢ Enable SNMP v2c: Enable or disable SNMP v2c version. If disabled, the switch will
not support SNMP v2c.

¢ Get Community: Set get community of SNMP.
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e Set Community: Set set community of SNMP.

e SNMP V1/V2 Username: SNMP v1/v2 normally only provides light security by
means of the community strings.

Additional V3 like security can be applied by setting this field to any user name
defined in the access section. The access restrictions defined for the selected user also
apply to the SNMP V1/v2 access, when the user name is specified here.

When no user name or an invalid user name is configured, SNMP access is blocked.

¢ Permit V1/V2 Set Commands: When disabled, SNMP sets (writes) are declined and
no modifications to the system via unsecure SNMP V1/V2 can occur.

5.16.8 SNMP - Configuration (V3 Configuration)

W3 Configuration

Enabla SHIP %3

Security hModel LISM  «
SHNMP Engine In} OOE0ATOAEFSE
Trap Engine D S00000630440494 3524153454253

Cancel

Fig. 137: User Interfaces - SNMP - Configuration (V3 Configuration)

e Enable SNMP v3: Enable or disable SNMP v3 version. If disabled, the switch will not
support SNMP v3.

e Security Model: Set the security model of SNMP v3 by from the drop-down list. Use
USM or VACM or TSM. Default is USM.

Note: Current version only supports USM model.

¢ SNMP Engine ID: Display the engine ID that is created by the switch’s SNMP module
after first start.

e Trap Engine ID: This engine ID is used for outgoing SNMP v3 traps.

The value is treated as hexadecimal characters. The associated trap receiver must
match this sequence or may be setup to ignore the engine id altogether.

Click on the button Apply to confirm your choice. Otherwise, click on the button Cancel to
discard the changes.
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5.16.9 SNMP - Browser

Configuration Browser Status Actions

Get

Mext

et

Whalk

Fig. 138: User Interfaces - SNMP - Browser

This tab offers a basic SNMP browsing functionality by using the following CLI commands:
e Get: Corresponds to the SNMP command snmpget.
e Next: Corresponds to the SNMP command snmpgetnext.
e Set: Corresponds to the SNMP command snmpset.
¢ Walk: Corresponds to the SNMP command snmpwalk.
Click on the respective Button Start to execute the SNMP command.
The status field below shows the result of the command execution.

Note:
For more information about the specific command’s options and parameters enter the
command -h in the command field to show the help text.

5.16.10 SNMP - Status

Configuration Browser Status Actions

Engine Boots 2

Engine Runtime 1 hours 37 minutes 19 seconds

Fig. 139: User Interfaces - SNMP - Status
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¢ Engine Boots: Indicates whether the device’s SNMP engine is “running” or “not
running”.

¢ Engine Runtime: Shows the the duration since the SNMP engine was started last
time.

5.16.11 SNMP - Actions

Configuration Browser Status Actions

Restart SHMP Engine D Restart

Fig. 140: User Interfaces - SNMP - Actions

e Restart SNMP Engine: Click on the button Restart to rerstart the SNMP engine.

After restart, the SNMP engine runtime is reset.

5.17 Maintenance
5.17.1 Configuration - Save

Important: When changing the device’s configuration by web GUI or CLI, the changes are
stored in the volatile RAM of the device. After the device is powered off, the configuration
changes are removed on next start-up, unless the changes are stored in the non-volatile Flash
memory.

Save Factory Fezet Irmport & Export Compare Show

Save Mode Termporarily

Write Status Saved To RAM

Last Saved Time Stamp 20B0-04-01 02:35:56

Save To Local 2 Save Running Canfiguratian

Fig. 141: Maintenance - Configuration - Save

This tab shows some statistics about the actual running configuration.

Note: If the Safe Mode shows “"Temporarily” and the Write Status shows “"Saved to RAM”, it
is strongly recommended to save the configuration, unless you want to discard the
configuration changes for the next start-up.

Click on the button Save Running Configuration to store it to the device’s Flash memory.
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5.17.2 Configuration - Factory

Factory Reset Irmport & Export Compare Show

Factory Config Status [PSiFemit:

Customization [B Save Running Into Factory Configuration

Rermove Customization 1 Remove

Fig. 142: Maintenance - Configuration - Factory

This tab offers to change the device’s default configuration.
e Factory Config Status: Shows the current status of the default configuration.

e Customization: Click on the button Save Running to Default Configuration to
take the running configuration as default configuration.

From now on, when resetting the device (see section 5.17.3 on page 128) the current
configuration is loaded instead of the factory configuration.

¢ Remove Customization: Click on the button Remove to restore the original factory
configuration.

From now on, when resetting the device the original factory configuration is loaded.

5.17.3 Configuration - Reset

Factory Import & Export Compare Show

Reset To Factory Keep All -
Configuration

Fig. 143: Maintenance - Configuration - Reset

This tab offers to reset the device’s configuration to factory default settings.
¢ Reset to Factory Default: Select the reset mode from the drop-down list.
o Keep All: Reset configuration except user accounts and network settings.

o Keep User Accounts: Reset configuration except user accounts. Network settings
are reset to factory default!

o Keep Network Configs: Reset configuration except network configuration. User
accounts are reset to factory default!

¢ Reset All: Reset configuration, including user accounts and network settings!

Click on the button Reset to restore the factory default settings.
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5.17.4 Configuration - Import & Export (Local File/FTP)

Important: The system’s import and export function refers to the start-up configuration, that
is stored in the device’s flash memory. The running configuration may not be identical to the
start-up configuration due to unsafed changes!.

e If you want to export the device’s running configuration, save it first before exporting it.

e After importing a configuration it will take effect after the device restarts.

Save Factaory Reset Irpart & Export Compare Show

Export Saved Configuration I@I Ag Laocal File (_:l Ta FTF

Download Saved Configuration

Impart & Sawved l@l From Local File 'i_:' From FTF

Fig. 144: Maintenance - Configuration - Import & Export (Local File/FTP)

This tab offers to import and export the device’s configuration.

¢ Export Saved Configuration: Check one of the following options to assign the
export destination:

e As Local File: After clicking the button Download Saved Configuration the file
manager dialogue of your web browser opens to select a local directory where you
want to save the configuration file.

e To FTP: When selecting the FTP option for export, enter the FTP address in the
appearing address field and click on the button Start.

The FTP address format reads as follows:

ftp://username:password@url/<filename>
(Example: ftp://admin:adminstrator@192.168.0.101/)

The exported file name will be startup-config by default, if the filename is
omitted.
Note: Observe the trailing “/” in the FTP address when omitting the filename!

¢ Import and Saved: Check one of the following options to assign the import source.

o From Local File: After clicking the + icon the file manager dialogue of your web
browser opens to select a local directory from where you want to import the
configuration file.

e From FTP: When selecting the FTP option for import, enter the FTP address in the
appearing address field and click on the button Start.
The FTP address format reads as follows:
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Import: ftp://username:password@Qurl/startup-config
(Example: ftp://admin:adminstrator@192.168.0.101/startup-config)

After a configuration import is finished successfully, the device restarts automatically.

5.17.5 Configuration - Compare

Factory Reset Irmport & Export Compare

Compare Running config to local saved config -

Fig. 145: Maintenance - Configuration - Compare

This tab offers to compare all kinds of configuration settings against each other.

e Compare: Select the configurations you wish to compare from the drop-down list and
click on the button Start.

A pop-up window opens showing the results of the comparison.

Click on the button Close to close the pop-up window.

5.17.6 Configuration - Show

Save Factory Reset Import & Export Compare

Show All Configuration Running Configuration -

Show All Status

Fig. 146: Maintenance - Configuration - Show

This tab shows the different configuration types and the system'’s status as follows:
¢ Show All Configuration: Select the configuration type from the drop-down list.
¢ Factory Configuration: The default configuration.

¢ Saved Configuration: The startup configuration saved in the device’s Flash
memory.

¢ Running Configuration: The currently running configuration containing all non-
saved changes to the startup configuration.

A click on the button Start shows the selected configuration.

¢ Show All Status: A click on the button Start displays all settings of the device, e.qg.
ports, PoE status and ACL data.
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5.17.7 CLI Script - Run (Local File/FTP)

Last Runtirme [REES

Last Result [REE

Fun l@l Fror Local File ':::' From FTF

Fig. 147: Maintenance - CLI Script - Run (Local File/FTP)

This tab offers to run additional scripts on the device.
e Last Runtime: Shows the date a script was executed on this device recently.
e Last Result: Shows the result of the script run.
¢ Run: Check one of the following options to assign the script source:

e From Local File: After clicking the + icon the file manager dialogue of your web
browser opens to select a local directory from where you want to import the script

file.

e From FTP: When selecting the FTP option for import, select the server type from
the drop-down list ("FTP”, "FTPS”, "SFTP”), enter the respective server address in
the appearing address field and click on the button Start.

The system will download and start the script file automatically.

5.17.8 Firmware - Current (Local File)
Note: For information about how to get the latest firmware for your device see page 6.

Current Previous

Firrrware Wearsion W18, 11

Build Date 2B22-B1-29 @8:l1:19

Build Mumber BEl

Install Mews Firrraare I@I “ia uploading file C:I Wia LURL
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N

o u kAW

Fig. 148: Maintenance - Firmware - Current

¢ System Version: Shows the currently active firmware version of the device.

¢ Build Date: Shows the build date of the currently active firmware.

e Build Number: Shows the build number of the currently active firmware.

e Install New Firmware: Check the option “Via uploading file”.

Click on the + icon of the area below to open the file manager of your operation system.

Navigate to the directory where you have downloaded the latest firmware file from the
MICROSENS website.

Click on the button Upload to start the firmware upload.

The system shows a pop-up dialogue after verifying the uploaded firmware successfully.
In the pop-up dialogue click on the button Sysupgrade to start the upgrade.

After the upgrade has finished successfully, the system restarts automatically.

Note:
The device’s configuration will stay unchanged when upgrading or downgrading the
firmware.

5.17.9 Firmware - Current (URL)

Current Previous

Firrrrevare YWersion Vi.8.11
Build Date MATE-A1- 2 A8I11:19
Build Murnber 681

Install New Firrmware 'i::' “ia uploading file I@I Wia LRL

FTP v

o v Ak w N

Fig. 149: Maintenance - Firmware - Current (URL)

o Install New Firmware: Check the option “Via URL".
Select the server type from the drop-down list ("FTP”, “FTPS”, “SFTP")
Enter the URL of the respective server.
Click on the button Start to start the firmware download.
The system shows a pop-up dialogue after verifying the uploaded firmware successfully.
In the pop-up dialogue click on the button Sysupgrade to start the upgrade.
After the upgrade has finished successfully, the system restarts automatically.
Note:
The device’s configuration will stay unchanged when upgrading or downgrading the
firmware.
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5.17.10 Firmware - Previous

Current Previous

Previous

Firrrware YWersion WH. 1.5

Build Date MIA-16-24 B6IA2:4T

Build Murmber a1

Action D Go To Previous Firmware

Fig. 150: Maintenance - Firmware - Previous

This tab gives information about a previous inactive firmware version. It is possible to activate
this version with a click on the button Go To Previous Firmware.

5.17.11 Snapshot - Snapshot (Local File/FTP)

Snaphot

Export Snapshot of Current I@I As Local File I:_:I To FTF
State - -
Download Snapshat

Fig. 151: Maintenance - Snapshot - Snapshot (Local File/FTP)

Note:
A system snapshot should be included e.g. for support requests!

This tab offers to take a snapshot of the current system configuration.
e Export Snapshot of Current State: Check one of the following options.

e As Local File: After clicking the button Download Snapshot the file manager
dialogue of your web browser opens to select a local directory where you want to
save the snapshot zip file.

e To FTP: When selecting the FTP option, enter the FTP address in the appearing
address field and click on the button Start.

The FTP address format reads as follows:

ftp://username:password@url/<filename>
(Example: ftp://admin:adminstrator@192.168.0.101/yyyymmdd snapshot)

The resulting zip file contains the allinfo.log file (running
config/status/allinfo.log).
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5.17.12 Reboot - Basic

Baszic

Rehoot Device 2 Feboot Mow

Fig. 152: Maintenance - Reboot - Basic

Click on the button Reboot now to restart the device manually.

Important:
All unsaved changes will get lost!

5.18 Documentation

5.18.1 Documentation - Basic

Basic

CLI User Manual & Download

SHMP MIBS & Dowenload

Fig. 153: Documentation - Basic

This dialogue lists all documentation available on the device.
Click on one of the buttons Download to download the specific documentation as PDF file.
5.19 About

About

MICROSENS
MS440507PM-48G7

Copyright @ MICROSENS Inc. 20220 - 2021, All rights reserved.
Open Source Software Licenses

Fig. 154: About

This pop-up dialogue shows the vendor and article number of the device.

A click on Open Source Software Licenses opens a pop-up window showing all open source
software licenses that are used by the device.

Click on the button Ok to close this dialogue.
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6 Tutorials

This chapter assists you in performing specific tasks to obtain the full functionality of the
device.

6.1 Docker

Note:
For more information about GUI settings for using Docker images please refer to section 5.13
on page 105.

6.1.1 Using Docker Image Files

The following example describes how to use a Docker image in form of a local file.
1. In the main menu, select Docker.

Click on the tab Archive.

Click on the button Add to open the loading dialogue.

Check the option From Local File and click on the + sign in the area below.

i hwenN

In the opening file management dialogue of your operating system navigate to the Docker
image docker-archive-demo.tar.

Note:
In case you do not have this file at hand, please contact the MICROSENS support.

6. Click on the button Start to start the loading process.
The process starts, showing a progress bar.
7. As soon as the Docker image is successfully loaded, it is listed in the Archive table.

You will notice that the image is not yet listed in the tabular overview on the tab Image.
As long as the Docker image only is “loaded” but not “imported”, the image cannot be
started.

8. On the tab Archive click on the button Import to Image of the specific image to make it
an executable Docker image.

Depending on the image size this may take a while.
9. As soon as the image is imported successfully, change to the tab Image.

The new Docker image is listed in the image table.
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10. Click on the button Run to open the starting image dialogue

Funlmage
Command idemo
Ports Published Port Docker Port Actions
E00o0 - a0s0 ) m
o Cancel
Fig. 155: Docker - Image - Run (Example)
11. Enter the Command /demo.
12. Set Publish Port to "60000".
13. Set Docker Port to "8080".
14. Click on the button Add to assign the settings.
15. Click on the button Run to start the Docker image.

Depending on the image size the startup may take a while.
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16. Change to the tab Container to view Docker image statistics of the currently selected
Docker image.

Image Container

Container

Container 1D degzacgb7 £l
Image 1D 1b0EbE£49360
Status (O Up A0 seconds

Command / dero

Ports
¢ Published | o
Port
BO000 B080
CPU 0%
RAM (Usage / 0.64 % [ 980 KiE / 150 MiE
Limit] ) AG:12:20 161240 16:13:00 16:13:20 16:13:48:14:00 16:14:20
RX 1.3kE
1.4 0E

Actions & Stop @

« Commit €

Fig. 156: Docker - Container (Example)

17. Open your web browser and navigate to the following address:
http://<device’s IP address>:60000
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18. The browser shows the functional Docker website with extensive Docker and device
related information.

Gopher Server (docker run -d -p 8080:8080 pmorjan/demo)

GitCommit

Vistor

Hostname

Address

Date

Uptime

Hum CPU

CPU Model

CPU load 1/5/15

Memory Used [ME]
Pid

KernelVersion

GoVersion

HumGoroutine

Memstat VIRT/RSS/SHR [kB]
Hetwork:

Environment Yariatles
Metwork Interfaces
Routing_Table
Filesysterm
hounts

Devices
Processes

CPU Info

Kernel Modules
Capahbilities
Process Status

Environment Variables

HOME=/
HOSTNAME=h4725506d6a2

Total Memory MB] :
: 165

1

: 4.4.120-armada-18.09.2
: gol.14.4

]

: 801024 7228 5540

: ethD: 172.17.0.2/16

: 660a8f2

: #5

: bha725506d6a2

: 192.168.11.48

: Thu, 01 Apr 2060 02:11:38 +0000
: 2hlim3ds

1

: ARMy7T Processor rev 2 (vTl)

: 1.60 1.33 1.02

497

DATH= ‘nior flacral fohins fuer A lacal Mdne faor fokhdne faor hdine foliine fain

Fig. 157: Docker - Container - Website (Example)

6.1.2 Using Docker Image Hub

The Docker Image Hub URL may point to an image repository where useful Docker images are

stored.

6.1.3 Update Docker Engine

The following example describes how to update a Docker engine.

Note:

In case you do not have the latest Docker engine file at hand, please contact the MICROSENS

support.

1. In the main menu, select Docker.

2. Click on the tab Overview.

3. In the section Upgrade Engine check the option From Local File and click on the + sign

in the area below.
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4. In the opening file management dialogue of your operating system navigate to the Docker
engine file docker-engine-vx.x.x.tar.

5. Click on the button Start to start the updating process.

Note:
The updating process will take a while! Do not refresh the browser window or switch of the

device!
As soon as the Docker image is successfully updated, the device reboots.
After reboot, login to the device and select Docker in the main menu.

The tab Overview shows version information about the updated Docker engine.
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